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ABSTRACT 

 

 The migration to wireless network from wired network has been a worldwide trend 

within the past few decades. The quality and measurability brought by wireless network created 

it doable in several applications. Among all the up to date wireless networks, Mobile impromptu 

Network (MANET) is one in every of the foremost vital and distinctive applications. On the 

contrary to ancient spec, Edouard Manet doesn't need a hard and fast network infrastructure; 

each single node works as each a transmitter and a receiver. Nodes communicate directly with 

one another once they are each at intervals a similar communication varies. Otherwise, they think 

about their neighbors to relay messages. The self-configuring ability of nodes in Edouard Manet 

created it fashionable among vital mission applications like military use or emergency recovery. 

However, the open medium and wide distribution of nodes build Edouard Manet liable to 

malicious attackers. During this case, it's crucial to develop economical intrusion-detection 

mechanisms to guard Edouard Manet from attacks. With the enhancements of the technology and 

cut in hardware prices, we have a tendency to ar witnessing a current trend of increasing 

MANETs into industrial applications. to regulate to such trend, we have a tendency to 

powerfully believe that it's important to handle its potential security problems. During this paper, 

we have a tendency to propose and implement a replacement intrusion-detection system named 

increased adaptative Acknowledgment (EAACK) specially designed for MANETs. Compared to 

up to date approaches, EAACK demonstrates higher malicious- behavior-detection rates in 

bound circumstances whereas doesn't greatly have an effect on the network performances. 

 

 

I.INTRODUCTION 

 

          Our proposed approach EAACK is designed to tackle three of the six weaknesses of 

regulator scheme, namely, false misbehavior, limited transmission power, and receiver collision. 

In a typical example of receiver collisions, after node A sends Packet 1 to node B, it tries to 

overhear if node B forwarded this packet to node C, meanwhile, node X is forwarding Packet 2 

to node C. In such case, node A overhears that node B has successfully forwarded Packet 1 to 

node C but failed to detect that node C did not receive this packet due to a collision between 

Packet 1 and Packet 2 at node C. In the case of limited transmission power, in order to preserve 

its own battery resources, node B intentionally limits its transmission power so that it is strong 

enough to be overheard by node A but not strong enough to be received by node C. For false 

misbehavior report, although node A successfully overheard that node B forwarded Packet 1 to 
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node C, node A still reported node B as misbehaving the open medium and remote distribution 

of typical MANETs, attackers can easily capture and compromise one or two nodes to achieve 

this false misbehavior report attack. TWOACK and AACK solve two of these three weaknesses, 

namely, receiver collision and limited transmission power. However, both of them are vulnerable 

to the false misbehavior attack. In this research work, our goal is to propose new IDS specially 

designed for MANETs, which solves not only receiver collision and limited transmission power 

but also the false misbehavior problem. Furthermore, we extend our research to adopt a digital 

signature scheme during the packet transmission process. As in all acknowledgment-based IDSs, 

it is vital to ensure the integrity and authenticity of all acknowledgment packets. 

 

I. PROJECT DESCRIPTION 

 

 We describe our proposed EAACK scheme in detail. The approach described in this 

research paper is based on our previous work where the backbone of EAACK was proposed and 

evaluated through implementation. We extend it with the introduction of digital signature to 

prevent the attacker from forging acknowledgment packets. EAACK is consisted of three major 

parts, namely, ACK, secure ACK (S-ACK), and misbehavior report authentication (MRA). In 

order to distinguish different packet types in different schemes, we included a 2-b packet header 

in EAACK.  In our proposed scheme, we assume that the link between each node in the network 

is bidirectional. Furthermore, for each communication processes both the source node and the 

destination node are not malicious. Unless specified, all acknowledgment packets described in 

this research are required to be digitally signed by its sender and verified by its receiver. 

 

II. PROPOSED SYSTEM 

 

 The terms of computational complexity and memory consumption, we did research on 

popular mobile sensors. According to our research, one of the most popular sensor nodes in the 

market is Tmote Sky. The second scenario, we set all malicious nodes to send out false 

misbehavior report to the source node whenever it is possible. This scenario setting is designed 

to test the IDS’s performance under the false misbehavior report. The introduction of MRA 

scheme mainly contributes to this performance. EAACK is the only scheme that is capable of 

detecting false misbehavior report. They are in four modules .1.ACK implementation, 2. Secure 

Acknowledgment (S-ACK), 3.Misbehavior Report Authentication (MRA) 4.Digital Signature 

Validation. 

 

III. DESCRIPTION 

 

 ACK is basically an end – to – end acknowledgment scheme .It is a part of EAACK 

scheme aiming to reduce the network overhead when no network misbehavior is detected. The 

basic flow is if Node A sends a packet p1 to destination Node D, if the entire intermediate node 

is cooperative and successfully receives the request in the Node D. It will send an ACK to the 

source (Node A) if ACK from the destination get delayed then it S-ACK process will be 

initialized. In the S-ACK principle is to let every three consecutive nodes work in a group to 

detect misbehaving nodes. For every three consecutive nodes in the route, the third node is 

required to send an S-ACK acknowledgment packet to the first node. The intention of 

introducing S-ACK mode is to detect misbehaving nodes in the presence of receiver collision or 
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limited transmission power. The MRA scheme is designed to resolve the weakness of watchdog 

with respect to the false misbehavior report. In this source node checks the alternate route to 

reach destination. Using the generated path if the packet reaches the destination then it is 

concluded as the false report. 

 In all the three parts of EAACK, namely, ACK, S-ACK, and MRA, are acknowledgment-

based detection schemes. They all rely on acknowledgment packets to detect misbehaviors in the 

network. Thus, it is extremely important to ensure that all acknowledgment packets in EAACK 

are authentic and untainted. Otherwise, if the attackers are smart enough to forge 

acknowledgment packets, all of the three schemes will be vulnerable. 

 

IV.IMPLEMENTATION ENVIRONMENT 

 

Network simulator 2 is used as the simulation tool in this project. NS was chosen as the 

simulator partly because of the range of features it provides and partly because it has an open 

source code that can be modified and extended. There are different versions of NS and the latest 

version is ns-2.1b9a while ns-2.1b10 is under development.           Network simulator (NS) is an 

object–oriented, discrete event simulator for networking research. NS provides substantial 

support for simulation of TCP, routing and multicast protocols over wired and wireless networks. 

The simulator is a result of an ongoing effort of research and developed. Even though there is a 

considerable confidence in NS, it is not a polished product yet and bugs are being discovered and 

corrected continuously. 

        NS is written in C++, with an OTcl1 interpreter as a command and configuration interface. 

The C++ part, which is fast to run but slower to change, is used for detailed protocol 

implementation. The OTcl part, on the other hand, which runs much slower but can be changed 

very   fast quickly, is used for simulation configuration. One of the advantages of this split-

language program approach is that it allows for fast generation of large scenarios. To simply use 

the simulator, it is sufficient to know OTcl. On the other hand, one disadvantage is that 

modifying and extending the simulator requires programming and debugging in both languages. 

 

V. NETWORK COMPONENTS 

 

  This section talks about the NS components, mostly compound network components. 

Figure 1.1 shows a partial OTcl class hierarchy of NS, which will help understanding the basic 

network components. 

The root of the hierarchy is the TclObject class that is the super class of all OTcl library objects 

(scheduler, network components, timers and the other objects including NAM related ones). As 

an ancestor class of TclObject, NsObject class is the super class of all basic network component 

objects that handle packets, which may compose compound network objects such as nodes and 

links. The basic network components are further divided into two subclasses, Connector and 

Classifier, based on the number of the possible output DATA paths. The basic network and 

objects that have only one output DATA path are under the Connector class, and switching 

objects that have possible multiple output DATA paths are under the Classifier class. 
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Fig: (1.1)OTcl Class Hierarchy. 

 

  

VI. Reference to the class Tcl instance 

 

           A single instance of the class is declared in tclcl/Tcl.cc as a static member variable. The 

statement required to access this instance is Tel& tel, Tcl::instance (); Invoking OTcl Procedures 

There are four different methods to invoke an OTcl command through the instance, tcl. They 

differ essentially in their calling arguments. Each function passes a string to the interpreter that 

then evaluates the string in a global context. These methods will return to the caller if the 

interpreter returns TCL_OK. On the other hand, if the interpreter returns TCL_ERROR, the 

methods will call tkerror {}. The user can overload this procedure to selectively disregard certain 

types of errors. Passing Results to/from the Interpreter: When the interpreter invokes a C++ 

method, it expects the result back in the private member variable, tcl-> result. Error Reporting 

and Exit: This method provides a uniform way to report errors in the compiled code. 

 

 

VII.COMMAND METHODS & INVOCATION 

 

         For every TclObject that is created, ns establishes the instance procedure, cmd {}, as a 

hook to executing methods through the compiled shadow object. The procedure cmd {} invokes 

the method command () of the shadow object automatically, passing the arguments to cmd {} as 

an argument vector to the command () method. The user can invoke the cmd {} method in one of 

two ways, by explicitly invoking the procedure, specifying the desired operation as the first 

argument, or implicitly, as if there were an instance procedure of the same name as the desired 

operation. Most simulation scripts will use the latter form. 

 

VIII. MOBILE NETWORKING IN NS 

 

 The wireless model essentially consists of the Mobile Node at the core with additional 

supporting features that allows simulations of multi-hop ad-hoc networks, wireless LANs etc. 

The Mobile Node object is a split object. The C++ class Mobile Node is derived from parent 
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class Node. A Mobile Node thus is the basic Node object with added functionalities of a wireless 

and mobile node like ability to move within a given topology, ability to receive and transmit 

signals to and from a wireless channel etc. A major difference between them is that a mobile 

Node is not connected by means of Links to other nodes or mobile nodes. Mobile Node is the 

basic nsNode object with added functionalities like movement, ability to transmit and receive on 

a channel that allows it to be used to create mobile, wireless simulation environments. The class 

Mobile Node is derived from the base class Node. The four ad-hoc routing protocols that are 

currently supported are, Dynamic Source Routing (DSR), Temporally ordered Routing 

Algorithm (TORA) and Adhoc On-demand Distance Vector (AODV). 

 

IX.CONCLUSION 

 

 In this work, an efficient method of IDS named EAACK specially designed for MANETs 

has been proposed. Also a comparison is made against the other popular mechanisms in different 

scenarios through simulations. The proposed method addresses the Packet-dropping attack, 

which is always a major threat to the security in MANETs. The results demonstrated positive 

performances against Watchdog, TWOACK, and AACK in the cases of receiver collision, 

limited transmission power, and false misbehavior report. We incorporated digital signatures in 

our proposed scheme to avoid forged acknowledgements. Therefore we conclude that the RSA 

scheme is more suitable to be implemented in MANETs. 

Future work can be directed towards the efficient packet dropping in MANET. We know that, 

Mobile ad hoc network (MANET) is a self-organizing, self-configuring confederation of wireless 

systems. MANET devices join and leave the network asynchronously at will, and there are no 

predefined clients or server. The dynamic topologies, mobile communications structure, 

decentralized control, and anonymity creates many challenges to the security of systems and 

network infrastructure in a MANET environment. Consequently, this extreme form of dynamic 

and distributed model requires a revaluation of conventional approaches to security 

enforcements. In this paper, we propose a new routing mechanism to combat the common 

selective packet dropping attack. Associations between nodes are used to identify and isolate the 

malicious nodes. 
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