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Abstract 

 Multistep processing is commonly used for nearest neighbor (NN) and similarity search in 

applications involving high dimensional data and costly distance computations. In this 

setting, clients issue NN queries to a server that maintains a database signed by a trusted 

authority. The server returns the NN set along with supplementary information that permits 

result verification using the data set signature. An adaptation of the multistep NN algorithm 

incurs prohibitive network overhead due to the transmission of false hits, i.e., records that are 

not in the NN set, but are nevertheless necessary for its verification. In order to alleviate this 

problem, we present a novel technique that reduces the size of each false hit.   

Keywords—authentication; nearest neighbours(NN); fase hits. 

 

 

I.  INTRODUCTION  
A basic understanding of computer networks is requisite in order to understand the 

principles of network security. A ―network‖ has been defined a ―any set of interlinking lines 
resembling a net, a network of road an interconnected system, a network of alliances‖. This 
definition suits our purpose well: a computer network is simply a system of interconnected 
computers. The International Standards Organization (ISO) Open System Interconnect (OSI) 
Reference Model defines seven layers of communication types, and the interfaces among 
them. Each layer depends on the services provided by the layer below it, all the way down to 
the physical network hardware, such as the computer’s network interface card, and the wires 
that connect the cards together. An easy way to look at this is t compare this model with 
something is: the telephone. The telephones, of course, are useless unless they have the ability 
to translate the sound into electronic pulses that can be transferred over wire and back 
again,(These functions are provided in layers below the application layer.) Finally there I a 
physical connection: both must be plugged into an outlet that is connected to a switch that’s 
part of the telephone system’ network of switches. 

 

II. PROBLEM DEFINITION 
 

Multistep processing is commonly used for nearest neighbor (NN) and similarity search in 
applications involving high dimensional data and/or costly distance computations. Today, 
many such applications require a proof of result correctness. In this setting, clients issue NN 
queries to a server that maintains a database signed by a trusted authority. The server returns 
the NN set along with supplementary information that permits result verification using the 
data set  signature. 

An adaptation of the multistep NN algorithm incurs prohibitive network overhead due to 
the transmission of false hits, i.e., records that are not in the NN set, but are nevertheless 
necessary for its verification. In order to alleviate this problem, we present a novel technique 
that reduces the size of each false hit. Moreover, we generalize our solution for a distributed 
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setting, where the database is horizontally partitioned over several servers. Finally, we 
demonstrate the effectiveness of the proposed solutions with real data sets of various               
dimensionalities. 

 

III. SYSTEM ANALYSIS 

a. Existing System: 
The multistep NN framework is motivated by applications that entail expensive distance 

computations. Specifically, let DST (Q, P) be the actual distance between a query Q and a data 
point P € DB. 

The applicability of the multistep framework rests on the existence of a filter distance 
metric dst, which is cheap to evaluate and satisfies the lower bounding property, i.e., for every 
possible Q and P : dst(Q,P) ≤ DST(Q,P). Subsequently, Seidl and Kriegel proposed the 
algorithm, which is optimal in terms of DST computations. 

In order to provide a concrete context, our explanation focuses on road networks, where 
DST and dst refer to the network and euclidean distance, respectively. Compared to euclidean 
distance (dst), network distance (DST) computations are significantly more expensive because 
they entail shortest path algorithms in large graphs. Moreover, the euclidean kNN scan be 
efficiently retrieved using conventional NN search on a spatial index. 

 
b. Proposed System:  
Our work has been proven effective in non-authenticated similarity retrieval, especially for 
numerous (i.e., D > 100) dimensions, where even high-dimensional indexes fail; it can be 
extended to authenticated query processing based on a low dimensional ADS, i.e., the MR-
Tree, whereas, currently there are no authenticated high-dimensional structures; and it is 
general, i.e., it can also be applied when the expensive distance computations are due to the 
nature of the distance definition (e.g., network distance), rather than the data dimensionality 
(in which case D = d). 

We assume a client-server architecture, where the server maintains data signed by a 

trusted authority. There are two versions of the signed data set: a D-dimensional DB and a d 

dimensional db (d << D), produced from DB using any dimensionality reduction technique 

that satisfies the lower bounding property. For instance, DB may be a set of high dimensional 

time series and db their low-dimensional representations obtained by DFT. There is a single 

signature sig, generated by a public key cryptosystem (e.g., RSA), that captures both DB and 

db. DST (dst) refers to the distance metric used in the D (d)-dimensional space. For ease of 

illustration, we use euclidean distance for both the DST and dst metrics. Nevertheless, the 

proposed techniques are independent of these metrics, as well as of the underlying 

dimensionality reduction technique. 

 

The proposed Authenticated Multistep NN (AMN) extends the multistep NN algorithm of 

our setting. As opposed to optimizing the processing cost at the server, the major objective of 

AMN (and any query authentication technique, in general) is to minimize the network 

overhead due to the transmission of the VO, and the verification cost at the client (which is 

assumed to have limited resources compared to the server). 

 

IV  FEASIBILTY STUDY 
 

 Every project is feasible given unlimited resources and infinite time. Unfortunately, the 
development of a computer-based system is more likely[8] to be plagued by resources 
scarcity and stringent delivery scheduled. It is both necessary and prudent to evaluate 
feasibility of a project at the earliest possible time. 
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 Wastage of man power of financial resources and untold professional embarrassment 
can be averted if as ill conceived system is recognized in the definition phase. So, a 
detailed study was carried to check the work ability of the proposed system. 

 Feasibility study on the system proposal regarding its work ability, impact on the 
organization, ability to meet user nodes, and effective use of resources, this when a new 
application is proposed, it normally goes through a feasibility study before it is approved 
for development. For any project to be successful there is a need for an effective 
feasibility study. The purpose of feasibility study is not to solve the problem but to 
determine if the problem is worth solving. We have feasibility studies to be connected. 
But there are three primary feasibility tests to be performed. 
 

V  MODULE DESCRIPTION 
 a.  AMN Server: 

Authenticated Multistep NN (AMN) extends the multistep NN algorithm to our setting. As 
opposed to optimizing the processing cost at the server, the major objective of AMN (and any 
query authentication technique, in general) is to minimize the network overhead due to the 
transmission of the VO, and the verification cost at the client (which is assumed to have 
limited resources compared to the server)[1]. 

The following are the parts of AMN Server: 

 Sample node creation 

 Dynamic node connection 

 AMN Algorithm Implementation 

 Graphical Network model representation 

 

b. Client: 

In our network, Authenticated nodes only allow to make new connection.  Dynamical path 
also set while the creation of new node and connect to neighbours[2]. 

 AMN Client Algorithm Implementation 
(i) Sample node creation: 

 
    Figure 1: Example of node creation. 
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(ii) Dynamic node connection: 

 

 
 

Figure 2: Sample of dynamic node connection. 
 
 

(iii) AMN Algorithm Implementation: 
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CONCLUSION AND FEATURE ENHANCEMENT 
 

 In this paper, we have proposed a novel method ―Authenticated MultiStep Nearest 
Neighbour Search‖ for secure communication. The importance of authenticated query 
processing increases with the amount of information available at sources that are 
untrustworthy, unreliable, or simply unfamiliar. This is the first work addressing authenticated 
similarity retrieval from such sources using the multistep kNN framework. We show that a 
direct integration of optimal NN search with an authenticated data structure incurs excessive 
communication overhead. Thus, we develop C-AMN, a technique that addresses the 
communication specific aspects of NN, and minimizes the transmission overhead and 
verification effort of the clients. Furthermore, we propose ID-AMN, which retrieves distance 
information from distributed servers, eliminating those that cannot contribute results. 
 The use of a multi-step query processing strategy is recommended in these cases, and our 
investigations substantiate that the number of candidates which are produced in the filter step 
and exactly evaluated in the refinement step is a fundamental efficiency parameter. Our 
Algorithm performs efficiently over other methods.  
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