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ABSTRACT 

 

The traffic monitoring for detection of network attacks is based on an acquired 

knowledge perspective: current techniques detect either the well-known attacks on which 

they are programmed to alert, or those anomalous events that deviate from a known normal 

operation profile or behavior. We discuss the limitations of current knowledge-based strategy 

to detect network attacks in an increasingly complex and ever evolving Internet. We place the 

emphasis on the development of unsupervised detection methods, capable of detecting 

network attacks in a changing environment without any previous knowledge of either the 

characteristics of the attack or the baseline traffic behavior. Based on the observation that a 

large fraction of network attacks are contained in a small fraction of traffic flows, as they 

demonstrated in the previous system how to combine simple clustering techniques to 

accurately identify and characterize malicious flows 

In This System we are using the A link signature based DDoS attacker tracing 

algorithm under high speed network that provide in tracing each packet and it avoid the 

attacks such as Dos, DDoS attack and providing new signatures it protects against signature 

anomaly. The link signature based DDoS attacker tracing algorithm is the combination of the 

Flexible Deterministic packet marking algorithm and reconstruction algorithm to trace each 

and every packet send to the network and providing new signature as well as against the 

network attacks. 

 

Key words: Flexible Deterministic packet marking algorithm, Reconstruction algorithm, 

Distributed Denial of Service attacker tracing algorithm (DDoS). 

 
 

 

1. INTRODUCTION 

 

Flexible deterministic packet marking algorithm technique is used for provides a 

defense system with the ability to find out the real sources of attacking packets that traverse 

through the network [1]. Reconstruction algorithm is used to reconstruction algorithm is 

responsible for reconstructing the whole attack path according to the value of the signature 

area in received attack packets. In previous system the approaches used in the comparison - 

fail to detect all the attacks with a reasonable false alarm rate. In addition, building new 

signatures involves manual inspection by human experts, which is not only expensive and 

prone to errors, but also induces an important period of vulnerability between the discovery 

of a new attack and the construction of its signature. 
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In This system a false positives defined as a path that does not take part in an attack 

but is reconstructed by the tracing mechanism. This system a new signature based DDoS 

attacker tracing algorithm under IPv6 [2] that helps network administrators actively and 

effectively treat DDoS attacks. This algorithm can reconstruct the entire attack path in a short 

time when suffering a DDoS attack. 

 

2. RELATED WORK 

 

Some methods for unsupervised detection of network attacks [3] have the past the 

majority of them are based on clustering techniques and outlier’s detection. The objective of 

clustering is to partition a set of unlabeled elements into homogeneous groups of similar 

characteristics, based on some similarity measure. Different from other techniques for 

unsupervised data analysis, clustering permits us to work with multiple-class problems 

without modifying the characteristics of the analyzed traffic.  

Hence, it represents an attractive means of unsupervised detection of attacks. 

Unfortunately, even if hundreds of clustering algorithms exist, it is difficult to decide which 

algorithm would be the best one for our particular problem. Different clustering algorithms 

produce different partitions of data, and even the same clustering algorithm provides different 

results when using different initializations and/or different algorithm parameters. This is in 

fact one of the major drawbacks in current cluster analysis techniques: the lack of robustness. 

 

3. PROPOSED CONCEPT 

 

In this paper robust unsupervised detection approach may work in practice, we 

develop a complete system to detect network attacks without any kind of signatures or 

previous knowledge of context traffic. We show how to use the information provided by the 

multi clustering approach to characterize an identified group of malicious flows, 

automatically producing easy-to-interpret signatures of the attack.  

These signatures provide useful information on the nature of the attack, and can be 

directly exported to any security device to easily detect its occurrence in the future. We 

evaluate the detection and characterization performance of the system in real traffic captured 

in two operational networks: the backbone network of the Japanese WIDE project and the 

French RENATER research network. Moreover, we compare the approach against previously 

proposed methods for unsupervised detection of attacks, showing outperforming results. 

 

4. ALGORITHM AND METHOD USED 

 

DDoS attack is the means Distributed Denial of Service in which an hacker may send 

an threating message to an online shopping site to send an money amount of 3000. The 

shopping site contains the sever as well as many computer connected to the server. The 

request sends via the mail so the server administrator can read the message and neglect it. 

The hacker receives the neglecting message by the site administrator so he using the 

command prompt ping the website. If the site byte is 56 byte means the hacker will send huge 

number of bytes via the internet instead of making 56 bytes. The hacker will send 65000 

bytes to the computers on the organization which is connected to the server. So many 
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requests is send to the server, so the server cannot maintain the many request. It will harm 

and crash the system this is one of the methods. 

 

The second method is A Network IDS which is used to find what packet we sending 

from a computer to network. General error message send in a network is known as 

malformed packets, to change or destroy a program. This method can crash system or give 

hacker to access the system. Network IDS which is used to block such packets and not let 

hacker to destroy your system. In both methods so many packets is being managed. These 

two methods can work under Network IPv6 high speed. Our main aim on the more used 

traffic packet used in a network. 

 

 

4.1 FLEXIBLE DETERMINISTIC PACKET MARKING ALGORITHM 

 

The Flexible Deterministic packet marking algorithm [4] provides an autonomous 

way for the original PPM algorithm to determine its termination, and it is a promising means 

of enhancing the reliability of the PPM algorithm. The most significant merit of the FDPM 

algorithm is that when the algorithm terminates, the algorithm guarantees that the constructed 

attack graph is correct, with a specified level of confidence. We carry out simulations on the 

FDPM algorithm and show that the FDPM algorithm can guarantee the correctness of the 

constructed attack graph. 

 Different probabilities that a router marks the attack packets. 

 Easy to find out packet loss and Duplicate packets. 

 Find out each and every packet path. 

 To reduce the network traffic. 

 

 

4.1.1 ENCODING SCHEME 

 

The FDPM mark can be generated, the length of the mark must be determined based 

on the network protocols deployed within the network to be protected. According to different 

situations, the mark length could be 24 bits long at most, 19 bits at middle, and 16 bits at 

least. Therefore, the flexible length of the marks results in three variations of the encoding 

scheme, which are named as FDPM-24, FDPM-19, and FDPM-16. The following Fig 1 

shows the ingress IP address is divided into k segments and stored into k IP packets.  

The padding is used to divide the source IP address evenly into k parts. For example, 

if k ¼ 6, the source address is padded with 4 bits of 0, making it 36 bits long, then each 

segment will be 6 bits long. The segment number is used to arrange the address bits into a 

correct order. The address digest enables the reconstruction process to recognize that the 

packets being analyzed are from the same source. Without this part, the reconstruction 

process cannot identify packets coming from different sources, thus will not be able to trace 

multiple IP packets. 

In FDPM, before the encoding process begins, the length of the mark must be 

calculated. If the TOS field in the IP packet is not used by the protected network, the 1-bit 

Reserved Flag in the header is set to 0, and the length of mark is set to 24. Under other 

situations, the length of mark will be 19 or 16, with relevant bit(s) in TOS marked. 
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Fig 1: FDPM Encoding Scheme 

 

If the network supports TOS Precedence but not TOS Priority, fourth to sixth bits of 

TOS are utilized for marking; and if the network supports TOS Priority but not TOS 

Precedence, first to third bits of TOS are utilized for marking. 

 

4.2 RECONSTRUCTION ALGORITHM 

 

The reconstruction process includes two steps: mark recognition and address 

recovery. When each packet arrives at the point that requires reconstruction, it is first put into 

a cache because, in some cases, the reconstruction processing speed is slower than the arrival 

speed of the incoming packets. The cache can also output the packets to another processing 

unit, by this design the reconstruction methods can be applied in a parallel mode. The mark 

recognition step is the reverse process of the encoding process. By reading the control fields 

in the mark, the length of the mark and which fields in the IP header store the mark can be 

recognized. If the RF is 0, the mark length is 24 (both TOS and ID are deployed). If the RF is 

1, according to different protocols of TOS used, the mark length is 16 or 19. 

The second step, address recovery, analyzes the mark and stores it in a recovery table. 

It is a linked-list table; the number of rows is a variable, and the number of columns in the 

table is k, representing the number of segments used to carry the source address in the 

packets. Here, the segment number is used to correlate the data into the correct order. The 

row of the table means the entry; usually each digest owns one entry (source IP address). 

However, different source IP addresses may have the same digest because the digest is a hash 

of the source IP address, and is shorter than an IP address.  
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Fig 2 : FDPM Reconstruction Scheme 

In this case, hash collision is unavoidable. When the hash collision occurs, more than 

one entry may be created in order to keep as much information as possible. The advantage of 

this design is that it can reconstruct all possible sources but the disadvantage is it also brings 

possible irrelevant information. 
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Algorithm of FDPM Reconstruction Scheme 

Reconstruction at victim V, in network N 

for each coming packet p passing the reconstruction point 

mark recognition (length and fields) 

if all fields in one entry are filled  

output the source IP 

delete the entry  

else  

if same digest and segment number exist 

create new entry  

fill the address bits into entry 

else  

fill the address bits into entry 

 

When all fields in one entry are filled according to the segment number, this source IP 

address is reconstructed and the entry in the recovery table is then deleted. To simplify the 

description, we present the algorithm of FDPM reconstruction scheme 

 

 

 5. CONCLUSION 

 

The new signatures is being produced and the false alarm rate which is being 

reconstructed. We have studied the problems postured to authentication in the IP protocol. 

We have considered effect of these in the context of Dos and the DDoS attacks. We have 

examined some of the methods proposed to overcome this via the Flexible Deterministic 

packet marking and we have reviewed blames at those methods observed. In IPv6 protocol 

we are using the Flow Label Field. Finally we have presented that IPv6 packet marking 

behavior comparable to that we using in IPv4 implementation. 
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