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AABBSSTTRRAACCTT  

DDeenniiaall  ooff  sseerrvviiccee  ((DDooSS))  aattttaacckkss  hhaass  bbeeccoommee  aa  mmaajjoorr  tthhrreeaatt  ttoo  ccuurrrreenntt  ccoommppuutteerr  nneettwwoorrkkss..  DDooSS  

aattttaacckkss  aarree  ccllaassssiiffiieedd  aaccccoorrddiinngg  ttoo  tthheeiirr  mmaajjoorr  aattttaacckk  cchhaarraacctteerriissttiiccss..  AAttttaacckkeerr  ccoommmmaannddeeeerrss  ssyysstteemmss  

ddiissttrriibbuutteedd  aaccrroossss  tthhee  IInntteerrnneett  ttoo  sseenndd  ccoorrrreellaatteedd  sseerrvviiccee  rreeqquueessttss  oorr  ttrraaffffiicc  ttoo  tthhee  vviiccttiimm  ttoo  oovveerrllooaadd  

tthhee  vviiccttiimm..  DDDDooSS  aattttaacckkss  aarree  qquuiittee  aaddvvaanncceedd  aanndd  ppoowweerrffuull  mmeetthhooddss  ttoo  aattttaacckk  aa  nneettwwoorrkk  ssyysstteemm  ttoo  

mmaakkee  iitt  eeiitthheerr  uunnuussaabbllee  ttoo  tthhee  lleeggiittiimmaattee  uusseerrss  oorr  ddoowwnnggrraaddee  iittss  ppeerrffoorrmmaannccee..  TThheeyy  aarree  iinnccrreeaassiinnggllyy  

rriissee  bbyy  ssppeecciiaalliizzeedd  hhaacckkss  iinn  eexxcchhaannggee  ffoorr  mmoonneeyy  aanndd  bbeenneefifittss..  SSoolluuttiioonnss  mmuusstt  bbee  ddeevveellooppeedd  ttoo  

pprreevveenntt  tthheessee  DDDDooSS  aattttaacckkss..  

  

KKeeyywwoorrddss::DDooSS,,  DDDDooSS,,  iinntteerrnneett,,  aattttaacckk,,  pprreevveennttiioonn,,  ddeetteeccttiioonn..    

 

1. INTRODUCTION  

A DDoS attack is a distributed denial of service attack in which malicious attempt to make a 

server or a network resource unavailable to user by temporarily interrupting or suspending the 

service of a host connected to the internet. DDoS attack can be dividing into three types namely 

volume based attack, protocol attack and the application layer attack. The goal of each attack is 

described the volume based attack goal is to saturate the bandwidth of theattacked site, and 
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magnitude is measured in bits per second (Bps). Protocol attack is a type of attack consumes actual 

server resources or those of intermediate communication equipment such as firewalls and load 

balancers and is measured in packets per second and the goal of application layer attack is to crash 

the web server, and the magnitude is measured in Requests per second.  Some specific and 

particularly popular and dangerous types of DDoS attacks include UDP Flood, ICMP (ping) Flood, 

SYN Flood, Slowloris, Zero day-ddos, ping of death. Some of the attack tools, there are Trinoo, 

Synk4, TFN, TFN2k, and Stacheldraht, and we usually used TFN2k and Stacheldraht, the most 

powerful tools used for DDoS attack. 

 

Fig 1 LOIC (Low Orbit Iron Canon): an "entry-level" DDoS attack tool 

1.1 METHODS OF ATTACK 

A denial-of-service attack is characterized by an explicit attempt by attackers to prevent legitimate 

users of a service from using that service. There are two general forms of DoS attacks are crash 

services and flood services. A DoS attack can be responsible for a number of ways. The five basic 

types of attack are 

 Consumption of computational resources, such as bandwidth, memory, disk space, or 

processor time. 

 Disruption of configuration information, such as routing information. 

 Disruption of state information, such as unsolicited resetting of TCP sessions. 

 Disruption of physical network components. 

 Obstructing the communication media between the intended users and the victim so that they 

can no longer communicate adequately. 

A distributed denial of service attack (DDoS) occurs when multiple systems flood the bandwidth or 

resources of a targeted system, usually one or more web servers. This is the result of multiple 

compromised systems (for example a botnet) flooding the targeted system with traffic. When a 
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server is overloaded with connections, new connections can no longer be accepted. The major 

advantages to an attacker of using a distributed denial-of-service attack are that multiple machines 

can generate more attack traffic than one machine, multiple attack machines are harder to turn off 

than one attack machine, and that the behavior of each attack machine can be stealthier, making it 

harder to track and shut down. These attacker advantages cause challenges for defense mechanisms. 

For example, merely purchasing more incoming bandwidth than the current volume of the attack 

might not help, because the attacker might be able to simply add more attack machines. 

1.2 STEPS TO PERFORM AN ATTACK  

Actually, the majorities of denial of service attacks are of distributed type, and have as basis flooding 

of large quantities of packets. Moreover, used packets might be changed to increase the harmfulness 

of the attack. Following, is a description of how to perpetrate a DDoS attack.Today, in order to be 

able to generate a real DDoS overload attack it is not enough to have a few computers connected to 

Internet via a T1 leased line connection. Even a DS3 link might not be enough to bring a major web 

site down. In order to really be able to generate a massive amount of data in order to overload such a 

server the attacker would require a large number of hosts, each with a decent connection to the 

Internet. Summing up flood attacks from hundreds or even thousands of hosts can eventually 

generate a flood of hundreds of Mbps all directed against a single host or service. Such a massive 

stream of data can overwhelm almost any system, including the network equipments, circuits and 

finally the servers themselves, even if a load balancer is being used. It is quite obvious that such 

attacks usually hit not only the victim of the attack, but also affect the close-by Internet area, because 

such amounts of traffic would overload many circuits and might crash the routers providing service 

to other clients as well.  

2. OVERVIEW OF DOS ATTACKS IN THE INTERNET 

ATTACK TECHNIQUES  

Many attack techniques can be used for DoS purpose as long as they can disable service, or 

downgrade service performance by exhausting resources for providing services. 

NETWORK BASED ATTACKS 

TCP SYN Flooding is a DoS attack often exploitsstateful network protocols because these protocols 

consume resources to maintain states. TCP SYN flooding is one of such attacks and had a wide 

impact on many systems. When a client attempts to establish a TCP connection to a server, the client 
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first sends a SYN message to the server. The server then acknowledges by sending a SYN-ACK 

message to the client. 

ICMP SMURF FLOODING 

ICMP is often used to determine if a computer in the Internet is responding. To achieve this task, an 

ICMP echo request packet is sent to a computer. If the computer receives the request packet, it will 

return an ICMP echo reply packet. In a smurf attack, attacking hosts forge ICMP echo requests 

having the victim's address as the source address and the broadcast address of these remote networks 

as the destination address. 

UDP FLOODING 

By patching or redesigning the implementation of TCP and ICMP protocols, current networks and 

systems have incorporated new security features to prevent TCP and ICMP attacks. 

 INTERMITTENT FLOODING 

Attackers can further tune their flooding actions to reduce the average flooding rate to a very low 

level while achieving equivalent attack impacts on legitimate TCP connections. 

2.1 TAXONOMY OF DDOS ATTACKS IN THE INTERNET  

The classification is according to the major characteristics of DDoS attacks are 1) how attackers scan 

vulnerable computers, 2) how attack packets are spoofed, 3) what attack targets are, and 4) what 

attack impacts are. 

SCANNING  

The scanning has been automated by worms to help attackers to quickly probe potentially vulnerable 

computers. Attackers can also control the scanning behavior to find vulnerable computers in a slow 

and stealthy manner. Scanning involves random scanning, hitlist scanning, signpost scanning and 

permutation scanning. 

SPOOFING  

Spoofing techniques define how the attacker chooses the spoofed source address in its attack packets. 

There are three types of spoofing attack namely random spoofing, subnet spoofing and fixed 

spoofing. 
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TARGET 

Although most DoS attacks work via exhausting resources, the actual target to deny services varies. 

The target could be the server application, the network access, or the network infrastructure. 

IMPACT 

Depending on the impact of a DDoS attack on the victim, the attacks are classified as disruptive and 

degrading attacks. 

2.2 EXISTING DOS ATTACK DEFENSE PROPOSALS 

Generally, there are four basic steps to defend against bandwidth attacks. The first step is attack 

prevention, the second step is attack detection, the third step is attack source identification, and the 

fourth step is attack reaction. 

ATTACK PREVENTION 

It aims to solve IP spoofing, a fundamental weakness of the Internet. However, all the attack 

prevention schemes lack strong incentive for deployment. Unless new policies or legislation are 

introduced to force the deployment, it is doubtful that wide deployment of attack prevention schemes 

will happen in the near future.More importantly, the attack prevention schemes assume attacks will 

be greatly reduced if every source address is accountable. However, with poor reliability of global 

network infrastructure, attackers can easily gain control of a large number of compromised 

computers known as “zombies”. Then attackers can direct these “zombies” to attack using valid 

source addresses. Since the communication between attackers and “zombies” is encrypted, only 

“zombies” can be exposed instead of attackers.DoS-attack-specific detection techniques generally 

use one or more features of DoS attacks, and can identify attack traffic effectively. However, all 

these techniques are based on one or more assumptions, which are not always reliable. Attackers can 

evade detection by overthrowing these assumptions. Anomaly-based detection techniques are facing 

a dilemma of how to choose a trade off between the processing speed and the detection accuracy. 

Moreover, attackers can use “legitimate traffic” generators to avoid detection. 

ATTACK SOURCE IDENTIFICATION 
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Once an attack has been detected, an ideal response would be to block the attack traffic at its source. 

Unfortunately, there is no easy way to track IP traffic to its source. This is due to two aspects of the 

IP protocol. The first is the ease with which IP source addresses can be forged. The second is the 

stateless nature of IP routing, where routers normally know only the next hop for forwarding a 

packet, rather than the complete end-to-end route taken by each packet. This design decision has 

given the Internet enormous efficiency and scalability, albeit at the cost of traceability and network 

security in terms of DoS attack. In order to address this limitation, many schemes based on enhanced 

router functions or modification of the current protocols have been proposed to support IP 

traceability.  

ATTACK REACTION 

Unlike more subtle attacks, such as remote-to-local attacks, DoS attacks try to damage the target as 

much as possible and attackers do not attempt to disguise the attack since the target will be aware of 

the attack damage eventually. All the detection and trace back techniques discussed above aim to 

shorten the time needed to detect the attack, and locate the attack sources. In order to minimize the 

loss caused by DoS attacks, a reaction scheme must be employed when the attack is underway. The 

aim of DoS attacks is to suffocate the target’s communication channel, which includes the target and 

the networks links to which the target is connected. 

3. CONCLUSION 

Fundamental requirement of ddos is to preserve the original design goals of the Internet that the 

Internet continues to be resilient, available, and scalable. More specifically is should be transparent 

to legitimate use of the Internet, to detect anomalies in time to devise and deploy effective counter 

measures to neutralize the attack, and it require zero or minimal coordination between 

monitoring/control sites, and it should be selfconfiguring with zero or minimal human interaction. 
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