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ABSTRACT 
      A biometric system which is based only on a single biometric identifier for person 

recognition and identification is often not able to meet the desired performance requirements. 

We introduce a multimodal biometric system which integrates face and fingerprint. This system 

takes advantage of the capabilities of each individual biometrics. It can be used to overcome 

some of the limitations of a single biometrics, increases the performance and robustness of 

identity authentication systems. In this paper, we present a bimodal face and fingerprint 

recognition system that fuses results from both Principal Component Analysis for face and 

minutiae based alignment matching for fingerprint images. The proposed approach is tested on 

a database consisting of images and shows promising result. The main goal of bi modal 

identification system is to develop the security system for the areas that require high level of 

security. 

 

Key words:Fingerprint, Sum rule and Fusion, multimodal, PCA (Principal Component 

analysis). 

 

 

 

I. INTRODUCTION 
An accurate automatic personal authentication is becoming more and more important for the 

operation of our electronically interconnected information society [1]. Several systems require 

authenticating a person’s identity before giving an access to resources. Biometrics has long been 

known as a robust approach for person authentication [2]. With new advances in technologies, 

biometrics has becoming emerging technology for authentication of individuals. Biometric 

system identifies or verifies a person based on his or her physiological characteristics such as 

fingerprint, face, palm print, iris etc or behavioral characteristics such as voice, writing style, and 

gait. Theoretically, any human physiological or behavioral characteristic can be used to make a 

personal identification .Unlike the possession based and knowledge based personal identification 

schemes, the biometric identifiers cannot be misplaced, forgotten, guessed or easily forged [3], 

some examples of biometric system are fingerprint recognition, face recognition, palm print 

recognition, voice recognition etc. Biometric systems used in real world applications are uni 

modal [4].  

 

Unimodal biometric: 

Unimodal biometric systems rely on the evidence of a single source of information for 

authentication of person. Though these unimodal biometric systems have many advantages, it 

has to face with variety problems like: 
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• Noisy data: - Susceptibility of biometric sensors to noise leads to inaccurate matching, as noisy 

data may lead to false rejection. 

 • Intra class variation: - The biometric data acquired during verification will not be identical to 

the data used for generating template during enrollment for an individual. This is known as intra 

- class variation. Large intra - class variations increase the False Rejection Rate (FRR) of a 

biometric system. 

• Interclass similarities: - Inter-class similarity refers to the overlap of feature spaces 

corresponding to multiple individuals. Large Inter-class similarities increase the False 

Acceptance Rate (FAR) of a biometric system. 

• Non universality: -Some persons cannot provide the required standalone biometric, owing to 

illness or disabilities [5]. 

• Spoofing: - Unimodal biometrics is vulnerable to spoofing where the data can be imitated or 

forged. Best solution to overcome these problems with unimodal biometric system is to use 

multimodal biometric system which is based on multiple source of information for personal 

authentication[6]. 

Best solution to overcome these problems with uni modal biometric system is to use multimodal 

biometric system which is based on multiple source of information for personal authentication. 

Multimodal biometrics: 

In order to perform this system, a multimodal biometric system which makes the identification of 

person based on multiple physiological or behavioral characteristics is suggested. Multimodal 

biometric identification systems use various levels of fusion: (i) Fusion at the feature extraction 

level, where the features extracted using two or more sensors are concatenated; (ii) Fusion at the 

matching score level, where the matching scores obtained from multiple marchers are combined; 

(iii) Fusion at the decision level, where the accept/reject decisions of multiple systems are 

consolidated. 

     The concept of multimodal biometric system has been proposed by Ross and Jain [7] where 

apart from fusion strategies various levels of integration are also presented. In [8] fusion of iris 

and face biometrics has been proposed. The score level fusion in multimodal biometrics system 

is proposed in [9]. A novel fusion at feature level for face and palm print has been presented in 

[10]. The purpose in [10] is to investigate whether the integration of face and palm print 

biometrics can achieve higher performance that may not be possible using a single biometric 

indicator alone. Both Principal Component Analysis (PCA) and Independent Component 

Analysis (ICA) are considered in this feature vector fusion context. It is found that the 

performance has improved significantly. 

 

II.   BIMODAL BIOMETRIC SYSTEM DESIGN: 
In this section deals the development procedures of the proposed multimodal biometric system is 

explained. Each fusion method has its advantages. In real practice, fusion at match score level 

and decision level are usually employed. In this paper minutiae based techniques is used for 

finger print recognition and PCA is used for face recognition and techniques are used in this 

system for enrollment and recognition of biometric traits.  

 

A. Fingerprint Recognition 
Fingerprint is one of the most widely used biometric modality. The main reason behind the use 

of fingerprint biometric is that it is the most proven technique to identify the individual. The 

fingerprint is basically the combination of ridges and valleys on the surface of the finger. The 

systematic study on the ridge, furrow, and pore structure in fingerprints has been published in 
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[11]. The use of minutiae feature for single fingerprint classification has been introduced in [11]. 

We proposed the system for fingerprint recognition using minutiae matching approach after 

image acquisition is: 

 Image Enhancement 

 Minutiae Extraction 

 Minutiae post processing 

 Matching 

B.  Image Enhancement 
A fingerprint image is corrupted due to various kinds of noises such as creases, smudges and 

holes. It is almost impossible to recover the true ridge/valley structures from the unrecoverable 

regions; any effort to improve the quality of the fingerprint image in these regions may be futile. 

Therefore, any well known enhancement algorithm may be used to improve the clarity of 

ridges/valley structures of fingerprint images in recoverable regions and to mask out the 

unrecoverable regions [12]. The image can be enhanced with the help of image Binarization 

image  

        1) Minutiae Extraction 
The enhanced fingerprint image is binarized and submitted to the thinning algorithm which 

reduces the ridge thickness to one pixel wide. The skeleton image is used to extract minutiae 

points which are the points of ridge endings and bifurcations. The location of minutiae points 

along with the orientation is extracted and stored to form feature set. For extraction of minutiae 

points eight connected pixels are used [13]. The Crossing Number (CN) method is used to 

perform minutiae extraction. This method extracts the ridge endings and bifurcations from the 

skeleton image by examining the local neighborhood of each ridge pixel using a 3×3 window. 

The CN for a ridge pixel P is given by 

_____(1) 

Where Pi is the pixel value in the neighborhood of P. After the CN for a ridge pixel has been 

computed, the pixel can then be classified according to its CN value. A ridge pixel with a CN of 

one corresponds to a ridge ending, and a CN of three corresponds to a bifurcation. For each 

extracted minutiae point, the following information is recorded: 
 x and y coordinates, 
 orientation of the associated ridge segment 
 type of minutiae (ridge ending or bifurcation) 

2)  Minutiae post processing 
At the stage of minutiae post processing false ridge breaks due to insufficient amount of ink & 

ridge cross connections due to over inking are not totally eliminated. Also some of the earlier 

methods introduce some spurious minutia points in the image. Here we first calculate the inter 

ridge distance D which is the average distance between two neighboring ridges .Finally an 

averaged value over all rows gives D. All we label all thinned ridges in the fingerprint image 

with a unique ID for further operation using a MATLAB morphological operation BWLABEL.  

1) If d (bifurcation, termination) < D & the 2 minutia are in the same ridge then remove both of 

them (case m1)  

2) If d(bifurcation, bifurcation) < D & the 2 minutia are in the same ridge them remove both of 

them (case m2, m3) 3) If d(termination, termination) ≈ D & the their directions are coincident 

with a small angle variation & no any other termination is located between the two terminations 

then remove both of them (case m4, m5, m6)  
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4) If d (termination, termination) < D & the 2 minutia are in the same ridge then remove both of 

them (case m7) where d(X, Y) is the distance between 2 minutia points [14]. 

          3) Matching 
A minutia based matching essentially consists of finding alignment between the template and the 

input minutiae sets that results in the maximum number of minutiae pairings. Let A = 

{m1……mm} and B = {m1…….mn} be the set of minutiae points extracted from database and query 

images respectively. Where m={x, y, θ}, x and y are the coordinates at particular minutiae point 

and θ is the orientation. The two sets are paired using  

______(1) 

____(2) 

Minutiae in A and a minutia B are considered to be matched if the spatial distance (sd) between 

them is smaller than a given tolerance r0 and the direction difference (dd) between them is 

smaller than an angular tolerance θ0. The paring generates a similarity score (MS Finger) which is 

passed to decision module. 

 

C.  FACE RECOGNITION 
Face recognition is considered to be an important part of the biometrics technique, and 

meaningful in scientific research. In general, a lot of methods are proposed to overcome the 

difficulty of face recognition. A good face recognition methodology should consider 

representation as well as classification issues, and a good representation method should require 

minimum manual annotations. In our work of face recognition, we proposed a face recognition 

system by using PCA [15]. 

Principal component analysis "PCA": 
Principal Components Analysis is a method that reduces data dimensionality by performing a 

covariance analysis between factors. As such, it is suitable for data sets in multiple dimensions, 

such as a large experiment involving huge amount of data. PCA is an unsupervised technique 

and as such does not include label information of the data. PCA mathematically defined as an 

orthogonal linear transformation [9] that transforms the data to a new coordinate system such 

that the greatest variance by any projection of the data comes to lie on the first coordinate (called 

the first principal component), the second greatest variance on the second coordinate, and so on. 

Define a data matrix, X
T
, with zero empirical mean, where each of the n rows represents a 

different repetition of the experiment, and each of the m columns gives a particular kind of 

datum. The singular value decomposition of Xis  

                                X = WΣV
T
, 

where m × m matrix, W is the matrix of Eigen vectors of XX
T
, matrix Σ is an m × n rectangular 

diagonal matrix with non negative real numbers on the diagonal, and the n × n matrix Vis the 

matrix of Eigen vectors of X
T
X.The PCA transformation that preserves dimensionality is then 

given by (3). 

Y
T
= X

T
W=V 

T
W

T
 W = V

T
_____ (3) 

Vis not uniquely defined in the usual case when m <n − 1, but Ywill usually still be uniquely 

defined. Since Wis an orthogonal matrix, each row of Y
T
is simply a rotation of the corresponding 

row of X
T
. The first column of Y

T
is made up of the "scores" of the cases with respect to the 

"principal" component; the next column has the scores with respect to the "second principal" 

component, and so on. For reduced-dimensionality representation, project X down into the 

reduced space defined by only the first L singularVectors, WL;  

0

2'2' )()( ryyxxsd ijij 

0
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                             Y WL
T
 X L = L

V T
 

Where with ILXmtheLmrectangular identity matrix. The matrix W of singular vectors of X is 

equivalently the matrix W of Eigen vectors of the matrix of observed covariance’s as in (4) 

                                  C XX
T
,X.X 

T
W

T 
W

T _________
(4) 

The first Principal component corresponds to line that passes through mean and minimizes the 

distance of points from line. Similarly the second Principal component corresponds to same 

concepts and subtracted from the points.PCA is used for dimension reduction. PCA has the 

distinction of being the optimal orthogonal transformation for keeping the subspace that has 

largest “variance" much of the variance as possible (using an orthogonal transformation) into the 

first few dimensions. The values in the remaining dimensions, therefore, tend to be small and 

may be dropped with minimal loss of information. PCA is often used in this manner for 

dimensionality reduction. PCA has the distinction of being the optimal orthogonal transformation 

for keeping the subspace that has largest "variance". PCA is also known as Karhunen-Loeve 

expansion, is a classical feature extraction and data representation technique, and this technology 

is widely used in the areas of pattern recognition and computer vision [16]. Principal component 

analysis is proposed by Turk and Pent land in 1991, which is often used for extracting features 

and dimension reduction. In this paper, the PCA face recognition algorithm is used to extract the 

eigen vectors of the face images. In mathematical terms, we wish to find the principal 

components of the distribution of faces, or the eigen vectors of the covariance matrix of the set of 

face images, treating an image as a vector in a very high dimensional space [17]. 

 

III.    Fusion 
No individual trait can provide 100% accuracy. Further, the results generated from the individual 

traits are good but the problem arises due to light for face images as well as the position of face 

etc. Similarly, the problem faced by fingerprint recognition system is the presence of scars and 

cuts. The scars add noises to the fingerprint image which cannot be enhanced fully using 

enhancement module. Thus, the system takes noisy fingerprint as input which is not able to 

extract the minutiae points correctly and in turn, leads to false recognition of an individual. Thus 

to overcome the problems faced by individual traits of face and fingerprint, a novel combination 

is proposed for the recognition system. The integrated system also provide anti spoofing 

measures by making it difficult for an intruder to spoof multiple biometric traits simultaneously. 

Scores generated from individual traits are combined at matching score level using weighted sum 

of score technique. Let MSface and MSfinger be the matching scores obtained from Face and 

fingerprint modalities respectively. The steps involved are: 

1) Score Normalization 

This step brings both matching scores between 0 and 1 [14]. The normalization of both the 

scores are done by 

Nface= Msface-minface/ max face- minface   ________ (5 ) 

Nfinger= Msfinger-minfinger/ maxfinger-minfinger________ (6) 
Where minface and maxface are the minimum and maximum scores for iris recognition and 

minfinger and maxfingerare the corresponding values obtained from fingerprint trait. 

2) Generation of Similarity Scores 

Note that the normalized score of face which is obtained through PCA while the normalized 

score from fingerprint gives a similarity measure. So to fuse both the score, there is a need to 
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make both the scores as either similarity or dissimilarity measure. In this paper, the normalized 

score of face is converted to similarity measure by 

3) Fusion 

The two normalized similarity scores Nface and Nfinger are fused linearly using sum rule as - 

                         MS = α*N face + β*N finger __________(7) 

Where α and β are two weight values that can be determined using some function. In this paper a 

combination of linear and exponential function is used. The value of weight is assigned linearly 

if the value of matching score is less than the threshold; otherwise exponential weightage is 

given to the score. The value of MS is used as the matching score. So if MS is found to be more 

than the given threshold value  is accepted otherwise it is rejected. 

 

IV. Experimental Result 
We have used the multimodal database collected from FVC 2004 for 40-50 users with 5 samples 

per modality. However in order to increase the accuracy of the biometric system as a whole the 

individual results are combined at matching score level. At second level of experiment the 

matching scores from the individual traits are combined and final Table 1 shows the accuracy 

and error rates obtained from the individual and combined system. The overall performance of 

the system has increased showing an accuracy of 94.98% with FAR of 1.40% and FRR of 5.01% 

respectively. The distribution of genuine and imposter data shows that at threshold of 0.5 the 

system would give minimum FAR and FRR rates with maximum accuracy of 94.98%. 

TABLE 1Figures showing individual and combined accuracy 

Trait Algorithm Accuracy 

(%) 

FAR 

(%)  

FRR (%)  

Face PCA 92.4 4.04 8.09 

Fingerprint Minutiae Matching 92.05 3.17 12.69 

Fusion PCA+ Minutiae Matching 94.98 1.4 5.01 

 

V. Conclusions 
The paper proposes a biometric personal authentication system using a combination of face and 

fingerprint. For system deployment the combination is found to be useful as one needs a close up 

system and other needs contact. The performance of single modality based biometric recognition 

has been suffering from the different noisy data, non-universality of biometric data, and 

susceptibility of spoofing. The multimodal biometric system can improve the performance of the 

system. In this paper shows that Fingerprint and face based bimodal biometric system can 

improve the accuracy rate, than single Fingerprint / face based biometric system. The 

experimental results show that the accuracy of system would increase on combining the traits. 

The system is giving an overall accuracy of 94.98 % with FAR and FRR of 1.12% and 

5.01%.The rate can also be improved using advanced pattern recognition techniques, which will 

be studied in future. 
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