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ABSTRACT 

 

 Compromised machines are one of the main security risks on the Internet. These 

machines fire various security attacks such as DDOS, Spamming, and Spoofing etc. So we focus 

on the detection of these compromised machines that fire the above attacks and are called spam 

zombies. Theapproach establishes a tool for system administrators for automatically detecting 

the compromised machines in their networks in an online manner. We develop an efficient spam 

zombie detection system called SPOT by observing outgoing messages of a network .SPOT is 

described based on Sequential Probability Ratio Test which delimits false positive and false 

negative error rates. We also analyze the working of SPOT with other two spam zombie 

detection algorithms such as count threshold detection algorithm and percentage based threshold 

detection algorithm and show that SPOT outplays these two detection algorithms. The e-mail 

trace detects IP address of the sending machine and finds whether the message is spam or not. 

Due to privacy issues e-mail trace doesn’t have access to the content of the messages. Hence the 

worm can be detected by SAS - Semantics Aware Statistical algorithm for automatic signature 

generation. In addition it exactly detects worms with concise signatures by using method called 

Hidden Markov Model (HMM). SAS introduces low overhead in signature paired process, thus it 

is suitable for the network-based worm detection.Above all, and results reveals that SAS is more 

robust to the byte distribution changes and noise insertion attacks. 
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INTRODUCTION 
 

 A dominant threat in the Internet is the survival of large number of compromised 

machines. These machines fire various security attacks such as DDOS, Spamming, Spoofing etc. 

[1], [2], [3].Identifying and cleaning these compromised machines remain an important threat for 

the system administrators. Also computer worms are great security threats to modern network 

security despite various methodologies are suggested so far. The current signature based 

detection methods are facing many problems.In this paper we target on the detection of 
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compromised machine in a network. Spam zombies are machines that are used for sending spam 

messages.Many compromised machines are concentrating in spamming [4], [5], [6].The present 

day research efforts have checked the combined features of spamming botnet[6], 

[7].Moreoverwe plan to develop a tool for system administrators for automatically detecting the 

compromised machines in their networks in an online manner. 

 

 In this paper, a spam zombie detection system, named SPOT, by examining outgoing 

messages is developed. SPOT is described based on a method called Sequential Probability Ratio 

Test (SPRT), developed by Wald in his effort [8]. SPRT is a efficient statistical method that is 

used to test between two hypotheses (in our study system is attacked versus notattacked) as the 

events occur continuously. Sequential Probability Ratio Test delimits the false positive and false 

negative error rates. The e-mail trace detects IP address of the sending machine and finds 

whether the message is unwanted or not. Although it is able to work for the duration of 

determined period. Due to privacy issues e-mail trace doesn’t have access to the content of the 

messages. Hence worm attachment issue is not deployed in the existing system. In order to 

conquer such issues proposed an approach which is able to detect the worms without any time 

limit. To generate high quality signatures of such worms, we proposed an algorithm SAS, a 

novel Semantics Aware Statisticalalgorithm that develop semantic aware signatures 

automatically. SAS introduces low complexity in signature paired process, thus it is suitable for 

the network-based worm detection.  

 

 Polymorphic and metamorphic worms can avoid traditionalsignature-based detection 

methods by discarding or diminishing invariant patternsin the attack payloads through attack-

side confusion. Even though a lot of research has been made to detect worms [9], current 

defenses are still limited in terms of accuracy and efficiency.When SAS processespackets in the 

mistrustful flow pool, it uses data flow analysis methods to eliminatenon-critical bytes 

insignificant to the explanation of the worm code.  

 

 We then apply a HiddenMarkov Model (HMM) to the processed data to achieve our 

state-transition-graph (STG)based signatures. STG, as a probability signature, can flexibly study 

token transformations in different packets, interact token distributions with states, and clearly 

proves the confidence among tokens in packet payloads. After a signature is achieved, the 

detector is free of making sophisticated semantic analysis, such as following executions of 

instructions on the incoming packets to match attacks.  

 

 

SPAM ZOMBIE DETECTION ALGORITHMS 

 

Spot Detection Algorithm Using SPRT 

 

 SPOT[11] is described based on a method called Sequential Probability Ratio Test 

(SPRT), developed by Wald in his effort [8]. SPRT is a efficientmethod that is used to test 

between two hypotheses (in our case machine is attacked versus not attacked) as the events occur 
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continuously. Sequential Probability Ratio Test delimits the false positive and false negative 

error rates. The parameters of SPRT are: 

Desired false positive probability (𝑎),  

Desired false negative probability(𝑏),  

Probability that message is a spam when H1 is true (𝜃1) 

Probability that message is not spam when H0 is true (𝜃0).  

 

 Based on user-defined values of 𝑎 and 𝑏, the values of the two boundaries A and B of 

SPRT are computed using, 

A = ln     b      ;       B =   ln      1- a 

1- ab 

 

 

 
 

Fig 1 SPOT detection algorithm using SPRT 
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 The steps in SPOT are: 

 

 SPOT detection system records the sending machine’s IP address when an outgoing 

message arrives in the system and the message is classified as either spam or non spam 

by using a content-based spam filter.  

 SPOT maintains the logarithmic value for each observed IP address whose value is 

updated as message arrives from IP address.  

 The algorithm resolves if the corresponding machine is compromised, normal or a 

decision cannot be reached based on the relation between values of the two boundaries A 

and B and logarithmic value. 

 The compromised machines are added into the list of potentially compromised machines 

that system administrators can go after to clean.  

 The message-sending property of the system is also recorded. 

 SPOT detection system does not need to monitor the message sending behavior of the 

machine before the machine is cleaned and removed from the list. 

 The system that is currently normal may get compromised at a later time. Therefore, we 

need to continuously monitor systems that are determined to be normal by SPOT.  

 Once such a system is identified by SPOT, the records of the system in SPOT are reset to 

zero to start the new checking phase for the machine. 

 

Count-Threshold (CT) Detection Algorithm 

 
 

Fig 2 Count-Threshold (CT) Detection Algorithm 
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 In CT, the time is partitioned into windows of fixed length (T). Maximum number of 

spam message that may be commenced from a normal machine in any time window is denoted as 

a user defined threshold parameter (C). The number of spam messages (n) originated from a 

machine in each window is examined by the system. The algorithm reveals that the machine has 

been compromised if n > C. 
 

Percentage-Threshold (PT)   Detection Algorithm 
 

 
 

Fig3 Percentage-Threshold (PT) Detection Algorithm 
 

 

 In the PT detection algorithm, the time is divided into windows of fixed length T. PT 

examines two e-mail delivering properties of each internal machine : one is the percentage of 

spam messages sent from a machine, another total number of messages. The total messages and 

spam messages commenced from a machine m within a time window is denoted as N and n, 

respectively.If N >C and n/N > P, PT reveals machine m as  compromised, where minimum 
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number of messages that a machine must send is denoted as C, and user-defined maximum spam 

percentage of a normal machine as P.  

 In brief we compare the two spam zombie detection algorithms CT and PT with the 

SPOT system. The three algorithms have the same running time and space complexities. They all 

need to provide a record for each examined machine and refresh the corresponding record as 

messages comes from the machine. Hence, SPOT,  can provide a bordered false positive rate and 

false negative rate, and therefore a determination how well SPOT works, the error rates of CT 

and PT cannot be former specified. 

 

 

PROPOSED SCHEME 
 

 Many pattern matching and extraction method are used to develop signatures for 

detecting worms. Intruders can freely insert noisy data to corrupt the mistrustful flow pool.To 

develop high quality signatures of such worms, we proposed an algorithm SAS, a novel 

Semantics Aware Statisticalalgorithm that develop semantic aware signatures automatically. 

SAS introduces low complexity in signature paired process, thus it is suitable for the network-

based worm detection.  

 

 The functioning of the proposed system is as follows: 

 

 The continuous spam messages are send by the compromised system to different other 

systems. 

 The message is spam or a non spam is identified by SPOT Detection algorithm using 

SPRT. 

 Count threshold detection algorithm and Percentage based threshold detection algorithm 

is used to check whether the machine is compromised or not. 

 Comparing the performance of Count Threshold detection algorithm and Percentage 

based threshold Detection algorithm and proved that SPOT outplays these two detection 

algorithms. 

 From the mistrustful flow pool the signature generation module extracts signatures. 

 The signature generation algorithm is to develop signatures which match the maximum 

fraction of network flows in the mistrustful flow pool while matching the minimum 

fraction of network flows in the harmless pool. 

 To explore our state-transition-graph (STG) based signatures Hidden Markov Model 

(HMM) is applied to the cleaned data. 
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 Worms aredetected by matching STG signatures against input packets using signature 

matching module.  

 

 
 

Fig 4Overall system architecture of proposed System 

 

 Our framework consists of two chapters, semantic-aware signature extraction and 

semantic-aware signaturematching [10]. The signature extraction step includes five modules: 

payload extraction, payload disassembly, useful instruction distilling, clustering, and signature 

generation. Payload extraction module extracts the payload which shows the nasty intent, from a 

set of packets. Disassemblymodule dismantles an input byte sequence. If it finds successive 

instructions in the input sequence, it develops a dismantled instruction sequence as output.  

 

 

 
 

Fig. 5 System architecture for signature generation and matching 
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 Useful instruction distilling module extracts useful instructions from the instruction 

sequences. Useless instructions are identified and cleaned by control flow and data flow analysis. 

Payload clustering module clusters the payloads containing same set of useful instructions 

together. Signature generation module finds the STG based signatures from the payload clusters. 

Upon completion of training, Worm packets are detected by matching STG signatures against 

input packets using Signature matching module. Our analysis proves that our technique 

illustrates good working with low false positives and false negatives, exclusively when intruders 

can identically insert noisy bytes to misguide the signature extractor.SAS balance both security 

as well as signature matching speed.SAS is more robust to noise insertions and byte 

distributions. 

 

CONCLUSION 
 

 In this paper, an effective spam zombie detection system called SPOT by examining 

outgoing messages in a network is developed. SPOT was described based on a simple and 

efficient tool called Sequential Probability Ratio Test to detect the compromised machines that 

are involved in the spamming activities. False positive and false negative error rates were 

delimited by SPOT. It also minimizes the number of required observations to detect a spam 

zombie and also proved that SPOT outplays two other detection algorithms namely count 

threshold detection and percentage based threshold detection. In proposed system the worms can 

be detected by SAS - Semantics Aware Statistical algorithm for automatic signature generation. 

In addition Hidden Markov model (HMM) is expanded to the cleaned data to generate state-

transition-graph-based signatures. Moreover it is more robust to the byte distribution changes 

and noise insertion attacks.  
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