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ABSTRACT 

 

Digital rights management is a collection of technologies that are used by publishers, 

copyright holders, and individuals with the intent to control the use of digital content after 

sale. Digital Right Management System (DRMS) handles media data in a compressed and 

encrypted format and sometimes it is necessary to watermark these for the purpose of tamper 

detection or ownership declaration or copyright management. As we are watermarking on the 

compressed encrypted domain it may reduce the quality of the image. Also the security of the 

watermarking signal is very less as they are embedding to the compressed encrypted domain 

in its plaintext form itself. In this paper, we propose a secure watermarking algorithm to 

watermark JPEG2000 compressed and encrypted images. Rational Dither Modulation (RDM) 

is used for watermarking, which usesquantization-based data-hiding method. In this proposed 

system, we are using a JPEG2000 compression, to compress the data and an encryption 

algorithm, to randomize the compressed bit stream. Rational Dither Modulation is used to 

generate watermarking signal. The generated watermarking signal is then encrypted using a 

fast and secure encryption method. Then encrypted watermarking signal is embedding in the 

compressed and encrypted domain and extraction of watermark can be done in encrypted and 

decrypted domain. 

 

Key words:Rational Dither Modulation (RDM), JPEG2000, Digital Right Management 

(DRM), Compressed and Encrypted Domain Watermarking, RC4. 

 

. 

 

 

INTRODUCTION 

 

 Digital representation provides better efficiency and accuracy of copying, storing and 

distributing content via the internet. This improvement of digital technology helped the data to 

easily duplicated and rapidly delivered to a big number of users with minimum expense. This 

technology has become the most popular way to distribute multimedia content. Digital Right 

Management (DRM) is a technology used by publishers, copyright holders to restrict the illegal 
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media conception, copying and redistribution. But sometimes it is insufficient to protect the 

multimedia data. Here is the actual use of the digital watermarking technology. Watermarking is 

a technology in which a hiding a digital data inside the host signal. Thus it will help to verifying 

the authority or integrity of the host signal.  

 

The traditional two party digital rights management system contains only owner and 

consumer. But it is insufficient to satisfy today’s business needs and content delivery. Hence, 

multiparty multilevel digital rights management architecture has been proposed [3]. The term 

multiparty refers to the multiple parties in the architecture such as the owner, distributors, sub-

distributors and consumers and multilevel refers to the multiple levels of 

distributors/subdistributors, involved in the distribution chain. The DRM system handles media 

data in a compressed and encrypted format. The owner distributes this compressed and encrypted 

domain to the buyer through the multilevel distributer network, where the distributers have no 

access to the original content. However for providing media authentication, traitor tracing or 

proving the distributorship the distributors needs to watermark this media content.  

 

 This paper works on watermarking of compressed-encrypted JPEG2000 images. We 

encrypt the complete JPEG2000 compressed stream except headers and marker segments, which 

are left in plaintext for format compliance. There are a number of watermarking techniques 

proposed till date. In [4], Deng et al. proposed a productive buyer-seller watermarking protocol 

based on composite signal representation. However, the signal to be watermarked is in the 

encrypted form, this method might not be applicable as the host and watermark signal are 

represented in composite signal form using the plain text features of the host signal, this is 

possible as the seller embeds the watermark. Also, the cipher text expands 3.7 times that of 

plaintext. In [5], the encryption is performed on most significant bit planes while the least 

significant bit planes are used for watermarking. Here some bits are in the plain text form, the 

attacker can easily extract some amount of useful information from the image. Also the 

watermarking is done on the least significant bits, it can be easily removed. An encrypted 

domain watermarking technique proposed by Prins in [6], which is based quantization index 

modulation (QIM). Here the addition or subtraction of a watermark bit to a sample is based on 

the value of quantized plaintext sample. The watermark embedding is done on the compressed 

encrypted domain, and the embedders do not have access to the plain text as they do not have the 

key to un-encrypt and get the plain text compressed values. Thus, watermarking in compressed-

encrypted domain using the method in [6] is a very difficult one. 

 

    In the Existing system [1], [2] the security of the watermarking system is not 

concerned. In this paper we proposed a robust and secure watermarking technique for JPEG2000 

images in which the watermark can be embedded in a predictable manner in compressed-

encrypted byte stream by exploiting the homomorphic property of the cipher text. Watermarking 

in compressed and encrypted domain saves the computational complexity as it does not need 

decompression or decryption, and also preserves the confidentiality of the content. However, the 

technique has the following challenges. 

 

a) Compressed Domain Watermarking: A small alteration in the compressed data may lead to 

a considerable degradation in the quality of decoded image. Thus the position for watermark 
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embedding has to be carefully identified in the compressed data, in order to minimize the 

image degradation. 

b) Encrypted Domain Watermarking and Watermark Retrieval: In an encrypted piece of data, 

changing even a single bit may cause to a random decryption, therefore the encryption 

should be such a way that the distortion due to embedding can be controlled to maintain the 

image quality. It should also be possible to detect the watermark correctly even after the 

content is decrypted. Also, the compression gain should not be lost as encryption may lead 

to cipher text expansion. 

 

We also have some difficulties with some asymmetric encryption schemes such as RAS [7], 

Goldwasser- Micali [8] and Elgamel [9]. There are two main disadvantages. They are  

 

1) If the encryption is performed on a message size of few bits, the size of the ciphertext 

may expand and will cause loss of compression efficiency. 

2) If the encryption is done on a large message size of few hundreds of bits, to compensate 

the loss in compression, the payload capacity decreases, where payload capacity is the 

number of watermark signal bits embedded per encrypted message. 

 

So we select a secure symmetric stream cipher with homomorphic property over secure 

asymmetric encryption with homomorphic property because of the following two reasons. 

Symmetric ciphers with homomorphism can be applied on a smaller message size, like a byte, 

without increasing the compressed data size and achieving a better payload capacity than 

asymmetric counterparts. So we are using RC4 stream cipher with homomorphism property. 

  

 

PROPOSED SYSTEM 

 

 The proposed algorithm is working on JPEG2000 compressed code stream. JPEG2000 

compression has five differentstages [10]. They are 

 

1. In the first stage the input image is preprocessed by dividing it into non-overlapping 

rectangular tiles, the unsigned samples are then reduced by a constant to make it symmetric 

around zero and finally a multi-component transform is performed.   

2. In the second stage, the discrete wavelet transform (DWT) is applied followed by 

quantization. 

3. In the third stage multiple levels of DWT give a multi-resolution image. The lowest 

resolution contains the low-pass image while the higher resolutions contain the high-pass 

image. These resolutions are further divided into smaller blocks known as code-blocks where 

each code-block is encoded   independently.  

4. In the Fourth Stage, the quantized- DWT coefficients are divided into different bit planes and 

coded through multiple passes at embedded block coding with optimized truncation 

(EBCOT) to give compressed byte stream in the fourth stage.  

5. In the Fifth Stage, the compressed byte stream is arranged into different wavelet packets 

based on resolution, precincts, components and layers in the fifth and final stage. 



 
International Journal of Emerging Trends in Engineering and Development                     Issue 4, Vol.2 (March 2014)                                                                                                    

Available online on http://www.rspublication.com/ijeted/ijeted_index.htm                                        ISSN 2249-6149 

R S. Publication (rspublication.com), rspublicationhouse@gmail.com  Page 472 

 
 

 

 

Thus, it is possible to select bytes generated from different bit planes of different for resolutions 

encryption and watermarking. The proposed algorithm uses a symmetric stream cipher with 

additive homomorphism properties for encryption.  

 

 
 

Fig.1. The Watermark Embedding 

 

 

The distributor gets JPEG2000 compressed encrypted byte stream for distribution and they can 

apply any robust additive watermarking technique to this compressed encrypted stream. 

 

 

    In this paper, we make use of the watermarking scheme called Rational Dither 

Modulation (RDM) for the purpose and study the bit error rate of detection and the quality versus 

payload capacity trade-off. Fig. 1. shows the watermark embedding. Fig. 2. gives watermark 

detection pipelines. The watermark signal for RDM is generated using C, the cipher text as 

shown with dashed-dotted line in the embedding block. The watermark signal extraction can be 

done at any stage before and after the decryption module but in the compressed domain. Then we 

will get a encrypted watermarking signal. This signal can be then decrypted using the decryption 

algorithm. We are using the same RC4 stream cipher for the encryption of the watermark signals. 
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Fig. 2. Watermark Detection 

A. Encryption Algorithm  

 

JPEG2000 encoder gives packetized byte stream M as its output. To encrypt the message 

M, K is chosen by randomly generated key-stream using RC4. Then the encryption is done byte 

by byte to get the ciphered text C. where C is obtained by using the following equation. 

 

C = E (M , K) = Ci  

C = (mi + ki ) mod 255 i=0,1,….,L-1 

 

Where L denotes the length in bytes and the addition operation is arithmetic addition. Here, 

modulo 255 is required to maintain the format compliancy of JPEG2000 bit stream. In 

JPEG2000 bit stream, the header syntax occurs as a value greater than 0xff89. This value 

corresponds to two consecutive bytes having values 255 and higher than 137 in decimal base. If 

modulo 256 is used, it may generate a value 255 and the consecutive byte value are greater than 

137, which correspond to syntax and is undesirable. So to block the generation of header 

segments, the value modulo 255 is used. 

 

Let C1= E (M1, K1) and  C2 = E (M2, K2). For K= K1+K2, additive homomorphism property 

will give D(C1+C2, K) = M1+M2 

 

Here, M1 has been preprocessed by the owner of the data and he does the preprocessing by 

limiting the values as M1 | M1 ε [α, 255 – (α + 1)], where α is a positive integer. However, the 

preprocessing is not applied when M1 = 255 and M1i+1> 137, because this is indicating the 

presence of a header segment which should be preserved to preserve the bitstream compliance. 

Thus the stream cipher is having additive privacy homomorphism property [11]. The privacy 
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homomorphism property will help to detect the watermark from the decrypted content and also 

helps to control the watermarked image quality easily. 

 

The security of the cryptosystem lies on the underlying stream cipher used. RC4 is a 

well-established stream cipher. The security of RC4 has been investigated in depth [12], [13], 

[14]–[16]. The distributers get the compressed encrypted byte stream C for the distribution 

purpose. They do not have access to the original images. Often distributors need to watermark in 

order to prove their distributorship to the recipient or copyright violation detection purposes. In 

next section we explain the watermarking algorithm. 

 

B. Embedding Algorithm 

The encryption algorithm used is an additive privacy homomorphic one, so the 

watermark embedding is also done by using a robust additive watermarking method. Since the 

embedding is done in the compressed ciphered domain, the embedding position plays an 

important role in deciding the watermarked image quality. Hence, for watermarking, we are 

considering the ciphered bytes from the least significant bit planes of the middle resolutions for 

the purpose of watermarking, because embedding watermark in ciphered bytes from most 

significant bit planes reduces the image quality to a greater extent. Higher resolutions are 

vulnerable to transcoding operations and lower resolution contains a lot of information about the 

image, whose modification leads to reduction of the quality. In this paper we show how the 

watermark can be embedded in less significant bit planes of middle resolutions without affecting 

the image quality much. Embedding and detection are done on integer domain, so the watermark 

is added after rounding off to the nearest integer for RDM. The rounding off process reduces the 

watermark power or in other words generates noise and it will effect on detection performance. 

The embedding process is explained below. 
 

Rational Dither Modulation 

 

   Gonzalez et al in [17] proposed a watermarking technique based on quantization of the ratio of 

host signal to a function g (·). The quantizers are given by  

 

Q’Δ = 2Δ + wΔ/2 

 

Where w ε { -1, 1} is the watermark information to be embedded in to the source signal. The 

embedding rule is given below 

 

Cwi = g(Cwi-1) Q’Δ (Ci /g (Cwi-1)) 

 

Where Cwi-1 and Cwi are the previous and current watermarked samples. Notice that Cwi is an 

amplitude enhanced version of scaled-quantized Ci. Thus we get the following equation is, 

 

Wi = Cwi – Ci 

 

Which gives the additive nature of watermark. This watermarking signal is encrypted using RC4 

stream cipher. Thus we get an encrypted watermarked signal, which is denoted as WCi. This 
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encrypted watermarked signal is embedding on to the host signal. This will provide better 

security for the watermarked signal. 

 

The function g (.) is chosen such that the scheme is robust against amplitude scaling 

attacks and is given by 

𝑔 𝐶𝑊𝑖−1 = (
1

𝐿𝑚
 (𝐶𝑤𝑗 )

𝛾
𝑖−1

𝑗=𝑖−𝐿𝑚

)
1

𝛾  

 

One of the drawbacks with this scheme is that the watermarked signal may vary from the original 

signal to a large extent because of the function g (.) used for quantization. So, g (.) is scaled by a 

constant factor known at both encoder and decoder to limit the amount of watermark added. 

Thus, watermark embedding is done at the compressed-encrypted domain, and the watermarked 

content is then distributed by the distributors. 

 

C. Watermark Detection  

   The watermark can be detected either in any of the following domains, which are encrypted 

domain, decrypted compressed domain or in uncompressed domain. 

1) Encrypted Domain Detection:In encrypted domain, CWis directly given to the watermark 

extraction module and the detection process is given below. The detection of watermark is done 

by the minimum distance criteria using the below equation, 

 

WC=argmin1-1(
𝐶𝑊𝑐𝑖

𝑔 𝐶𝑊𝑐𝑖 −1 
− 𝑄′∆(

𝐶𝑊𝑐𝑖

𝑔 𝐶𝑊𝑐𝑖 −1 
))

2 

 

Here, Q  gives two quantizers which belong to bits 1 and -1. The distance is computed according 

to both the quantizers and the one which gives minimum distance gives the watermark bit. This 

encrypted watermarking signal is then decrypted using the decryption method to produce Wi. 

 

2) Decrypted Domain Detection:The received compressed encrypted watermarked image passes 

through the decryption module for decrypting the data which defines the corresponding byte by 

byte decryption for the encryption. The received signal CWc is decrypted to give MWc 

 

MWc= D(CWc, K)= (CWci- Ki) mod 255,   i= 0,1,..L-1                   

        =(ci+ wci-ki) mod 255 

        =ci+wci 

 

It is clear from MW= mi + wci, the watermarked compressed byte stream MW isthe addition of 

compressed byte stream mi, and the encrypted watermark signal wci. This is then decrypted to get 

wi. Thus by controlling the strength of wi, choice of resolution levels and bit planes, the quality 

of thewatermarked signal can be easily controlled. The watermarked quality would be less if 

more number of resolution levels is picked up and bit planes to watermark but the watermark 

embedding capacity would be high and vice versa. 
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3)  Uncompressed Domain Detection:Let IDW, IDU, IDWAdenotes decompressed-

watermarked image, decompressed- original image & decompressed-watermarked-attacked 

image respectively. Then the watermark signal in decompressed domain can be computed as ŵc= 

IDU - IDWand in case of attack, ŵc= IDU – IDWA.This ŵc is then decrypted to get the original 

watermarked signal. 

 
DISCUSSION 
 

A.  Key Stream Generation  

 

   The keystream is generated at the encryption and decryption site using RC4 algorithm. For 

encryption, a secret seed S is provided to RC4 cipher to generate the keystream K. To generate 

the same key Kat the decryption side, the seed S must be delivered to the decryption side through 

secret channel.  

 

B.  Domain of Encryption  

 

   The content is often distributed in the compressed and encrypted domain. The quality of the 

image will lose drastically with increase in compression rate. However the encryption method 

does not affect the quality of the image and it is mainly used for confidentiality.  

 

C. Security of Encryption Algorithm  

 

   The RC4 cryptosystem is a well known method and is believed to be secure after first few 

hundred bytes are discarded. RC4 key stream behaves like a truly random sequence which 

provides security. The size of a compressed data is not enough to clearly distinguish between 

RC4 cipher and truly random stream.  

 

D. Security of Watermarking Algorithm  

 

   RDM is not robust against filtering attacks. Collusion attack can be made ineffective by using 

collusion resistant codes to identify groups of users involved in collusion.  

 

CONCLUSION 
 

In this paper we propose a novel technique to embed a secure watermark in the 

JPEG2000 compressed encrypted images using RDM watermarking scheme. RDM is not robust 

against filtering attack. So we are securing the watermark signal using an efficient encryption 

algorithm. The watermark signal is encrypted before the embedding process. The algorithm is 

simple to implement as it is directly work in the compressed-encrypted domain, i.e., it does not 

require decryption or partial decompression of the content. Our scheme also preserves the 

confidentiality of data as the embedding is done on encrypted domain. The homomorphic 

property of the cryptosystem is exploited, which allows to detect the watermark after decryption 

and control the image quality as well. The detection is carried out either in compressed or 

decompressed domain. In case of decompressed domain, the non-blind detection is used. One 
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drawback with the proposed scheme is its complexity. We are taking the watermark signal, 

which is generated using the host signal in the compressed encrypted domain. Encrypting the 

watermark signal will increase the complexity. 

 

Future work aims at extending the proposed scheme to other image compression 

techniques such as JPEG, JPEG-LS. The major challenges with these compression techniques 

would be the lack of error resilience of the variable length codes used for encoding, and 

maintaining the compressed file size after encryption and watermarking so that the impact on 

compression gain is minimal. 
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