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ABSTRACT 

Spoofing attacks are easy to launch in wireless networks and can adversely affect the 

performance of the wireless networks. Although the identity of a node can be verified 

through cryptographic authentication, conventional security approaches are not always 

desirable, because of their overhead requirements. This work uses spatial information which 

is a physical property associated with each node that is hard to falsify and not reliant on 

cryptography, as the basis for 1) detecting spoofing attacks 2) determining the number of 

attackers when multiple adversaries masquerading as the same node identity and 3) localizing 

multiple adversaries. This work uses the spatial correlation of received signal strength (RSS) 

inherited from wireless nodes to detect the spoofing attacks. Then the problem of determining 

the number of attackers is defined as a multiclass detection problem. Cluster-based 

mechanisms are utilized to determine the number of attackers. When the sufficient training 

data are available, further exploration is done using the Support Vector Machines method to 

further improve the accuracy of determining the number of attackers. In addition, an 

integrated detection and localization system is developed, that can localize the positions of 

multiple attackers. The existing system is enhanced with the Intelligent Hybrid MAC (IH-

MAC), which is a novel low power protocol for quality of service guaranteed medium access 

control in wireless sensor networks (WSNs). IH-MAC achieves high energy efficiency under 

wide range of traffic load. It ensures shorter latency to critical and delay-sensitive packets. 

The IH-MAC protocol achieves high channel utilization during high traffic load without 

compromising energy efficiency. Thus, the IH-MAC reduces energy consumption by suitably 

varying the transmit power.  

Keywords: Wireless network security, spoofing attack, attack detection, localization, sensor 

nodes. 

 

 

INTRODUCTION 

As more wireless networks are used for various applications, they are increasingly 

becoming targets for malicious attacks. Identity based spoofing attacks are common among 
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these malicious attacks. Due to shared nature of wireless networks, the opponents can easily 

grab useful identity information during passive monitoring. The existing 802.11 security 

techniques like Wired Equivalent Privacy(WEP), Wi-Fi Protected Access(WPA) or 802.11i 

(WPA2), can only protect the data frames, while the control frames and the management 

frames can still be spoofed to degrade the  performance of the wireless network.   

Spoofing attacks are of serious concern, as they represent a form of identity 

compromise and further facilitate wide variety of traffic injection attacks, such as, rogue 

access point (AP) attacks, deauthentication request attacks, access control lists attacks and 

even Denial of Service (DoS) attacks. In very large networks there lies a possibility of 

multiple adversaries masquerading as the same node, and they cooperate to launch malicious 

attacks such as network resource utilization attack and denial-of-service attack. Therefore it is 

important to 1) detect the presence of spoofing attacks 2) determine the number of attackers 

3) localize multiple adversaries and eliminate them. 

Majority of the existing approaches to address potential spoofing attacks make use of 

the cryptographic schemes. But their application requires reliable key distribution, 

management and maintenance mechanisms. The existing system focuses on physical property 

associated with each wireless node, known as the received signal strength (RSS). The 

Received Signal Strength has strong spatial correlation, which is difficult to falsify and not 

dependent on cryptographic methods to detect spoofing. The attackers would have different 

locations than the legitimate nodes and the measured RSS value i.e., RSSI (Received Signal 

Strength Indicator) of a wireless node is strongly correlated to its physical location. Hence 

RSS spatial correlation has the capability to not only detect the presence of spoofing attack 

but also can localize adversaries. This work focuses on static nodes, which are common for 

spoofing scenarios. 

The main contributions of the existing system are: 1) GADE: a generalized attack 

detection model, which can both detect spoofing attacks as well as determine the number of 

adversaries using cluster analysis methods based on RSS based spatial correlations among 

legitimate users and the adversaries and 2) IDOL: an integrated detection and localization 

system that can both detect attacks as well as find the positions of multiple adversaries even 

when they vary their transmission power levels. 

SIGNAL PRINT CREATION 

The network architecture [1] shown in the figure consists of a number of multiple 

access points (APs), which feed traffic information into a centralized server. This centralized 

server is known as a Wireless Appliance (WA). The APs deployed in the network 

continuously monitors the RSSI level for each packet (sent by each client) successfully 

received. The information collected by each of the APs is then forwarded to the WA, where it 

is aggregated and stored. Hence a signal print for each packet of interest is created. For each 

client, a unique signal print is maintained in the WA. 

 A signal print [1] is the signal strength characterization of a packet transmission. Each 

signal print is a vector of signal strength measurements, measured by each of the APs 

employed in the wireless networks. These values are in dBm and if an AP does not report an 

RSSI level for a given packet, then a default value is used. 
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Fig 1. Signal print creation 

 

GENERALIZED ATTACK DETECTION MODEL   

The GADE [2] uses two mechanisms, SILENCE mechanism and SVM. In GADE, 

Partitioning Around Medoids (PAM) cluster analysis is done in order to detect the presence 

of spoofing attack and to determine the number of attackers involved in the spoofing 

scenario. Under the spoofing attack, the victim and the attacker will be using the same ID to 

transmit data packets, and the RSS readings of that ID is a mixture of RSS readings measured 

from each individual node (i.e., spoofing node or victim node). Since the RSS readings from 

the victim node and the spoofing attackers are mixed together under a spoofing scenario, it is 

advisable to conduct cluster analysis on top of RSS-based spatial correlation. The SILENCE 

(Silhouette Plot and System Evolution with minimum distance of clusters) method [2], 

evaluates minimum distance on top of pure cluster analysis to improve the accuracy of 

determining the number of attackers. When sufficient training data is available, Support 

Vector Machines (SVM) is used to classify the number of spoofing attackers. SVM is a set of 

kernel based learning method for data classification. SVM combines the intermediate results 

from different statistic methods such as system evolution and SILENCE, to build a model 

based on training data. 

 

IDOL: INTEGRATED DETECTION AND LOCALIZATION FRAMEWORK  

The traditional method of averaging RSS readings is not desirable for localizing 

adversaries, as it cannot differentiate RSS readings from different locations. Therefore in 

IDOL [2], it utilizes the RSS medoids returned from SILENCE as inputs to localization 

algorithms to estimate the positions of adversaries. The position returned from this system 

includes the location estimate of the original node and the attackers in the physical space. The 

basic localization system architecture [3] shown in figure consists of four logical 

components, transmitter, landmarks, server and solver. Each of the landmarks monitors the 

RSS value of the transmitter. The measured RSS values for same ID, from each of the 
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landmarks is aggregated and stored in the server. The server then forwards the RSS vector for 

a node ID to a solver. The solver consists of a localization algorithm which estimates the 

positions of the adversaries. The localization algorithms used in this work are RADAR, Area 

Based Probability (ABP), and Bayesian Networks. 

 

 
 

Fig 2. Localization Architecture 

 
PROPOSED SCHEME 
 

The existing system does not take into consideration, the network parameters such as 

fairness, latency, bandwidth and delivery ratio. Moreover in case of wireless sensor networks, 

it consists of large number of wireless sensor nodes that are deployed randomly. The sensor 

nodes are typically small, and equipped with low powered battery. Therefore prolonging the 

lifetime of sensor nodes is very important. Hence energy efficiency becomes the most 

important attribute of design of MAC protocol of sensor networks. 

 

In the proposed system, an Intelligent Hybrid MAC (IH-MAC) [4] is used, which is a 

novel low power with quality of service guaranteed medium access control protocol for 

wireless sensor networks (WSNs). Under huge traffic load IH-MAC achieves high energy 

efficiency. It ensures shorter latency to critical and delay-sensitive packets. The IH-MAC 

protocol achieves high channel utilization during high traffic load without compromising 

energy efficiency. The IH-MAC does it by using the strength of CSMA and TDMA approach 

with intelligence. The novel approach of IH-MAC is that it dynamically switches from 

broadcast scheduling to link scheduling and vice versa in order to achieve better efficiency, 
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depending on the network load. The scheduling is done in the IH-MAC with a novel 

decentralized method where the nodes locally use the clock arithmetic to find the time slot, 

allocated for it. The IH-MAC reduces energy consumption by suitably varying the transmit 

power. The IH-MAC also uses the concept of parallel transmission that further reduces delay. 

 

An IH-MAC protocol is essential in WSNs, since it consists of large number of 

wireless sensor nodes equipped with low powered battery, and in order to prolong the 

lifetime of these sensor nodes, requirement for energy efficiency of the sensor nodes comes 

into play. IH-MAC classifies the incoming packets according to their priority. The source 

node senses the degree of importance and the application layer sets an extra bit at the end of 

the data packet. IH-MAC divides the communication time into fixed length slots. Each slot in 

IH-MAC consists of fixed length SYNC period, a fixed length data period and a sleep period 

that depends on a duty cycle. A duty cycle [4] is a ratio of the active period to the entire time 

cycle, and it should be large enough to transmit a data packet along with an ACK. 

 

During sleep period, the node turns off its radio and starts a timer which is set 

according to the duty cycle of the protocol, considering the rendezvous communication 

between any pair of nodes. A rendezvous slot [4] is a dedicated slot allotted to a pair of 

nodes, where one node sends data packet and the other receives the packet. When the timer 

expires the node wakes up to listen to the data channel and checks whether any other node 

wants to communicate with it or not. If the node has any data to send or receive, it goes to 

CSMA/CA state otherwise it goes to the sleep state. If the sender node wins the contention, 

both the sender and the receiver go to the Tx/Rx state and after successful communication it 

goes to the sleep state. If a node has data to be sent to any other node, then it first checks 

whether it owns a slot and also it checks whether its data is critical or not. If the data is 

critical, then the node gets the priority for transmission. If not, then the protocol will consider 

the ownership of the slot. The node who is the owner of the slot will get priority. If there is 

more than one owner of the slot then the contention will be taken place between the owners. 

 

 

 

 

 
  

 

Fig 3. Periodic listen and sleep of a sensor node 
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Fig 4.Overall System Architecture of Proposed System 

CONCLUSION 

Cluster-based mechanisms are developed to determine the number of spoofing 

attackers in the wireless network. When the training data are available, this work explores 

using the Support Vector Machines (SVM) method to further improve the accuracy of 

determining the number of attackers. In addition, an integrated detection and localization 

system that can localize the positions of multiple attackers is developed. This work enhances 

the system quality with the Intelligent Hybrid MAC (IH-MAC) which is a novel low power 

protocol for quality of service guaranteed medium access control in wireless sensor networks 

(WSNs). IH-MAC achieves high energy efficiency under wide range of traffic load. It 

ensures shorter latency to critical and delay-sensitive packets. The IH-MAC protocol 

achieves high channel utilization during high traffic load without compromising energy 

efficiency. Thus, the IH-MAC reduces energy consumption by suitably varying the transmit 

power. The IH-MAC also uses the concept of parallel transmission that further reduces delay.  
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