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ABSTRACT 

 

 The huge databases pose numerous technical challenges in terms of searching, storing of 

image databases and digital data sets. One of the many challenging problems caused by sharing 

data sets is how to preserve the ownership of the shared data. Watermarking is the commonly 

used mechanism to enforce and prove ownership for the digital data in different formats of 

relational database, text and software. Usually, an owner needs to manually define “Usability 

Constraints” for each type of dataset to preserve the contained knowledge. In the proposed 

model define a new watermarking technique that helps the data owner to define usability 

constraints in an automated fashion. And it aims to preserve the classification of each feature and 

other major characteristics of datasets that play an important role during the mining process of 

data; as a result, better watermark of the shared database can achieve. 
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INTRODUCTION   

  

A watermark can be considered as kind of information that is embedded into underlying 

data for tamper detection, localization, ownership proof, and traitor tracing purposes, and 

database and also used to prove the ownership of the data that being outsourced. Watermarking 

techniques apply to various types of content. A good example is data mining application, where 

data are sold in pieces, e.g. sales patterns database, flight scheduling, financial data. Other 

situations involve for example online B2B interactions like airline reservation and scheduling 

portals, in which data are made available for   both direct and interactive use. 

 

Data mining is an interdisciplinary subfield of computer science, where process of 

discovering patterns in large data sets involving methods at the intersection of artificial 

intelligence, machine learning, and shared database systems etc. The main goal of the data 

mining process is to extract information from a data set and transform it into an understandable 

structure for further use. The large datasets generated from databases are being mined to extract 

hidden knowledge that are proving useful for decision makers to take effective, efficient and 

timely decisions in a competitive world. This type of “knowledge-driven cannot be designed and 
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developed until the owner of data is willing to share (or outsource) the dataset with data mining 

experts. When sharing data sets main problem is how to prove the ownership here came the use 

of watermarking. In the emerging field of “sharing datasets protecting ownership on the datasets 

is becoming a challenging. Recently, an article reported the illegal sale of patient’s data and the 

concerned patients have sued the original hospital for breaching their privacy[2]. An even bigger 

concern is that the recipient may try to take credit for contribution towards knowledge discovery 

and data mining (KDD) by claiming the false ownership of the outsourced data. To mitigate 

these threats, a nondisclosure agreement is usually signed with the recipient binding him that he 

will not sale (or further share) the dataset and will also not claim for the ownership of the data. If 

the recipient try to breaches the agreement, the legitimate data owner can only prove its 

ownership over the data if he can prove in a court of Law his ownership over the dataset. 

 

The most important challenge in watermarking data mining datasets is: how to preserve 

knowledge in features watermarking[6]. In order to preserve the knowledge in the dataset, one 

has to ensure that the usability constraints of a feature or an attribute are preserved; as a result, 

the classification results (and associated rules) remain preserved. To meet the classification 

potentiatioal, an owner is supposed to define the “usability constraints that provide the distortion 

band[1] within which the values of a feature can change. As a result, the classification accuracy 

of the dataset remains as before inserting ownership to the database. In addition to this, the 

inserted watermark should be imperceptible and robust against any type of sophisticated attacks 

that can be launched on the watermarked dataset. Usability constraints are a challenge because a 

user has to strike a balance between “robustness of watermark” and “preserving knowledge 

contained in features. The robustness of the data can be breeches by false claim of the ownership 

of the data. This could happen when the attacker falsely claims that he owns the data by adding 

his own watermarks, either by introducing errors in some attributes or by adding his own fake 

tuples. Unlike encryption and hash technique, watermarking techniques modify ordinal data as a 

modulation of the watermark information and inevitably cause permanent distortion to the 

original data and therefore cannot meet the integrity requirement of the data as required in some 

applications. 

 

For example, in the medical field datasets may tolerate only very small amount of change 

during the embedding of a watermark in their features’ set to preserve the rules used for disease 

diagnosing. At this moment, the process of defining “usability constraints” is manually repeated 

and is dependent on the dataset and its application. .Moreover, if right protection is enforced 

using biometric technique, the owner of data may need to define different “usability constraints 

on the same dataset because in fingerprinting a different watermark for each user is added. 

 

In this paper, we propose a new watermarking technique that preserves the ownership of 

the shared data that are available as outsourced datasets for the mining experts. And also define 

the usability constraints of the shared data automatically. Here the usability constraints on a 

dataset that not only ensures the robustness of an inserted watermark but also preserves the 

knowledge contained in the shared datasets. And the main advantage is that it can watermark 

both the numeric and non numeric datasets. 
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RELATED WORK/SURVEY 

 

 There are lots of security issues associated with the water marking of data sets and defining 

usability constraints. Agrawal et al[7]., for watermarking numerical values. The assumption is 

that the watermarked database can tolerate a small amount of changes. Because change in the 

categorical bit value may render the value meaningless and useless,This scheme cannot be 

directly applied to watermarking categorical data and also define a well technique for 

watermarking numeric attributes in a database has been introduced. In their technique, message 

authenticated code (MAC) is calculated with the help of a secret key to identify the candidate 

tuples.  

 

 To solve this problem, Sion et al[8] proposed to watermark a categorical attribute by 

changing some of its values to other values of the attribute if such change is tolerable in certain 

applications. In his work introduce a marker tuples based watermarking technique for relational 

databases but these techniques are not applicable to data mining datasets because they do not 

aim at preserving the knowledge contained in the dataset. 

 

 Shehab et al. [9] proposed a partitioning based database technique for watermarking. They 

propose the process of watermark insertion as a constraint optimization problem and tested 

genetic algorithm (GA) and pattern search (PS) [3] as optimizers. The PS selected because it is 

able to optimize in real-time. But the proposed technique requires defining “usability 

constraints” manually and does not account for preserving the knowledge contained in the data 

mining datasets. 

 

 The approach proposed by Zhang et al using embedded images [4.] In this approach, image 

is embedded into relational database as the watermarks. While this is mainly concerned with 

introducing errors into the actual data. 

 

 Comparing with the previous works, our current work is on developing a model that define 

the usability of the outsourced data automatically by embedding watermark. The advantage is 

that the inserted watermark not only provide ownership to the shared data but robust and 

preserve the knowledge contained in the dataset. And also rank the features as low and high 

ranked   features. This is a significant enhancement because in previous work only low ranked 

features are watermarked, so attacker can easily launch malicious codes to the low features 

.Here it is not possible. And also watermark both numeric and non-numeric data. 

 

PROPOSED STRATEGY 

 

In this paper we propose a technique that helps the data owner of the shared dataset to 

embedded their ownership to outsourced data in more secure way. Here the advantage is that it 

watermarks both the numeric and non-numeric data sets. The proposed system takes the dataset 

as input and classifies the contents of the data sets as high featured and low featured ranks. The 

feature ranking is done by grouping the data into n nonoverlapping partitions. The ranking is 

done by using mutual information to understand the correlations of the datasets. The ranks are 

sorted in a vector. 
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Fig 1. Top Level Architecture 

 

In the first set, the features of the data sets are identified and this identified features are 

calculated and ranked on the basis of computed predictive ability. After feature ranking, the 

next step to generate the local and global usability constraints. Here the global usability 

constraints are applicable for whole datasets. At last this constraints are used to build meta 

model that is given as input to the watermarking. 

 

Local Usability Constraints. The local usability constraints are calculated by using mutual 

information. Here this mutual information must met the usability constraints of the data sets. 

While preserving the information in the datasets it must meet the distortion band that the 

tolerable alteration to the data sets. The tolerable alteration is maximized for all feature and 

minimized for high ranking features within the grouping during watermarking. 

 

Global Usability Constrints.  Here the predictive ability of each feature is calculated by five 

feature schemes for selection (IG,IGr,CFS,CBF, and PC). 

 

A.Watermarking 

The steps in watermarking are 

 

Step 1: Data sets are selected for watermarking and key is generated for each row of the data. 

the key generated by find the hash value of the user id  and a prime number.  

Step 2: The watermarking is done and embedded in this stage 

 

The different steps in watermarking are shown in Fig 2 
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Fig 2. Steps of watermarking 

 

WatermarkEmbedding: 

Watermarking nonnumeric features. In the case of nonnumeric datasets the grouping is not 

done because the watermarking embedding does not bring any changes to the values of 

nonnumeric data. 

 

In the watermarking embedding phase first the mining expert or user how like to mine 

the data from the shared or outsourced data need to sign in using their provided id. This 

provided id is used as an authentication to the user who is taking the datasets. And also this id 

is used as to generate key for the watermarking. First there will be generate an algorithm to 

produce primary numbers and this primary numbers are stored in separate data sets for the key 

generation. When the user sign in and request for the data sets. It takes the user and search for 

which data set it is requesting. The row value of the requested data set is taken and the primary 

number which corresponding to the row number taken from data set. And this primary number 

and the client will give as to the hash function to create the key.  

 

After creating the key the next step is to create the watermark. For this it will mine the 

requested data from the database and XOR this mined data with the key that generated earlier. 

And this XORed value is embedded to the original data that is requested. So by embedding the 

watermark it protect the ownership of the data that being outsourced. Here the watermarking is 

embedded to the low feature ranked constraints in order to preserve the limit of tolerance of 

data lost. Because high feature can tolerate only small changes, if the data value is to be 

preserved during watermarking. The top ranked features show zero tolerance towards changes. 

So it’s very important to calculate the amount of changes that data set value can tolerate during 
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watermarking process. The watermark length of 16-bits is embedded to the data set which is 

sheared. 

 

The ordering of row after watermarking is computed using the watermark bit. The 

changes in row ordering do not bring any changes in the underlying datasets. If the a row value 

is repeated then the same hash value would always be generated. The same hash valued rows 

are logically placed in the same cluster. This ordering of the hash values after  embedding 

watermark bit is sorted to use it during watermark decoding. 

 

Watermark Decoding:  

In the watermark decoding phase, the hash value of a feature for each row is calculated 

as the same step of watermark embedding. The hash value is calculated by comparing it with 

one store in the data base  in the variable temp and the embedded bit is decoded from this .The 

main purpose of using temp for ordering the rows during the watermark decoding stage is to 

combat attacks which may change the order of rows in the watermarked data which have been 

shared. Since , the temp contains the row ordering after embedding the last watermark bit, 

therefore last embedded bit is decoded first[5]. 

 

 
                                                       

Fig 3.Steps of watermark Decoding 

 

 The main advantage of the proposed system is that watermarking each row improves 

the security of the inserted watermark because the attacker will not able to remove the 

watermark by launching malicious code on some selected rows of data. Furthermore, 

embedding watermark in feature with high rank increase the security because the intruder 
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cannot target only the low ranked features for removing watermark. And also an attacker 

cannot delete the high ranked features because by doing this will make data useless for the 

purpose of extracting data by mining the data sets. This all technique improves security towards 

embedding watermark to the shared datasets as well as defining the usability constraints 

automatically. 

 

CONCLUSION  
 

In this paper, a new watermarking technique has been proposed for watermarking data 

mining outsourced datasets which preserve the ownership of the data that being shared between 

the mining experts and owner of the data. The advantages of the proposed system are: (1) 

identifying the important characteristics of the datasets which need to protect during 

watermarking; (2) ranking the features of the datasets into high ranked and low ranked f 

features  on basis of their characteristics ; (3) grouping the data into different clusters based on 

the feature ranking for defining local and global usability constraints of each group of the data 

sets ; (4) ensuring the security of the embedded watermark by using data grouping and  secret 

parameters. The enhanced watermarking technique proposed in this paper can work with any 

type of data: numeric and non numeric with more security. The technique in future could be 

extended to images 

 

REFERENCE 

 

[1] M. Kamran and M. Farooq,” A Formal Usability Constraints Model for Watermarking of 

Outsourced Data Mining Datasets” Tech. Rep. TR-59- Kamran, 2012.  

 

[2] Patients Sue Walgreens for Making Money on Their Data 2012 [Online] Available: 

http://www.healthcareitnews.com/news/patients-suewalgreens- making-money-their-data. 

 

[3] R. Lewis and V. Torczon, Pattern Search Methods for Linearly Con- strained Minimization, 

Institute for Computer Applications in Science and Engineering, NASA Langley Research 

Center, Hampton, VA, USA, 1998. 

 

[4]Zhang, Z., Jin, X., Wang, J., Li, D. 2004. “Watermarking Relational Database Using Image”. 

In Proceedings of the Third International Conference on Machine Leaning and Cybernetics, 

(Shanghai, August 26 – 29, 2004)130. 

 

[5] M. Kamran and M. Farooq, A Formal Usability Constraints Model for 

WatermarkingofOutsourcedDataMiningDatasetsTech.Rep.TR-59- Kamran, 2012. 

 

[6]  R. Agrawal, P. Haas, and J. Kiernan, “Watermarking relational data: Framework, algorithms 

and analysis,” The VLDB Journal, vol. 12, no. 2, pp. 157–169, 2003.. 

 

[7] R. Agrawal and J. Kiernan, “Watermarking relational databases”, in Proc. 28th Int. Conf. 

Very Large Data Bases, 2002, pp. 155–166. 

 



International Journal of Emerging Trends in Engineering and Development                     Issue 4, Vol.2 (March 2014)                                                                                                    

Available online on http://www.rspublication.com/ijeted/ijeted_index.htm                                         ISSN 2249-6149 

R S. Publication (rspublication.com), rspublicationhouse@gmail.com Page 538 
 

[8] R. Sion, M. Atallah, and S. Prabhakar, “Rights protection for relational data,”  IEEE Trans. 

Knowl. Data Eng., vol. 16, no. 12, pp. 1509–1525, Dec. 2004. 

 

[9] M. Shehab, E. Bertino, and A. Ghafoor, “Watermarking relational databases using 

optimization-based techniques,” IEEE Trans. Knowl. Data Eng., vol. 20, no. 1, pp. 116–129, Jan. 

2008. 

 


