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ABSTRACT 

 

 The threat of an intruder accessing secret information is an ever existing concern 

for the data communication experts. The most widely used techniques to overcome this threat are 

Cryptography and steganography.  Proposed system uses a novel approach for creating a secure 

steganography method and visual cryptography for data hiding in General Access Structures that 

uses Extended Visual Cryptography algorithm. The Visual Cryptography Scheme (VCS) used 

for achieving the data security is a type of secret sharing scheme that allows the encoding of a 

secret image into n shares that distributed to n participants. Each of the shares constitutes some 

information and when k shares out of n stack together the secret will reveal. The main advantage 

of the visual secret sharing scheme is the decryption process which can be done using Human 

Visual System without any computation. By stacking the sufficient number of shares the secret 

image can be revealed. Drawbacks of the conventional visual secret sharing schemes were pixel 

expansion and share identification problem. These problems can be solved by the extended 

visual cryptography scheme (EVCS).An extended visual cryptography scheme (EVCS) for GAS 

is a kind of Visual Secret Sharing scheme which consists of meaningful shares. The previous 

approaches involving the EVCS for the general access structures suffered from a pixel expansion 

problem. Also, visual cryptography (VC)-based approach needs a sophisticated codebook design 

for various schemes. The proposed method consists of three phases. The first phase construct 

meaningless shares based on a given access structure. The second phase, cover images are added 

in each share directly by a stamping algorithm. In the third phase the extra confidential data can 

be added to these cover images. The Visual steganography algorithms can be used to hide the 

extra confidential data in the cover images. 

. 

  
Key words: Extended visual cryptography (EVC), general access structures, optimization, pixel 
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INTRODUCTION   

  

Visual Cryptography (VC) that is proposed by Naor and Shamir in 1994 is a variation of 

the conventional secret sharing scheme. In the VC, instead of a numerical secret key, a secret 

image is shared among participants in the form of images called shares. Here each participant 

possesses his own share which cannot reveal the secret image being alone, making it necessary to 

stack more than one share of a qualified participant in order to reveal the secret image. Some 

important VC schemes that are used, such as the (k,n)-VC scheme, the general access structure 

for VC and the extended VC (EVC), were all  been cheated. The main idea of the visual 

cryptography model is to split a secret image into two random shares (printed on transparencies) 

which separately reveals no information about the secret image other than the size of the secret 

image. Traditional VCS takes a secret image as input, and outputs shares that satisfy two 

conditions: first, any qualified subset of shares can recover the secret image; second, any 

forbidden subset of shares cannot obtain any information of the secret image other than the size 

of the secret image. Each share would consist of the transparencies that are made up of black and 

white pixels. By examination of one share should reveal no information about the image. One 

pixel P in the secret image is split into subpixels that contain white or black blocks. 

The basic concept of general access structure (GAS) was proposed by Ateniese and he 

developed a VC based solution for the GAS. Using the GAS, dealers can the define reasonable 

combinations of the shares as decryption condition rather than specifying the number of shares 

used. The (k,n) –VSS scheme is a special case of GAS. The Traditional Visual Cryptographic 

Scheme suffers from share management problem-dealers cannot identify each share visually. 

Here an Extended Visual Cryptography scheme (EVCS) that embeds a cover image to each share 

to solve the share management problem. Pixel expansion problem is one of the common 

disadvantages of most of the VSS scheme. In the traditional visual cryptographic based 

approach, each pixel in the secret image can be encrypted in a block consisting of m sub pixels in 

each share images. The pixel expansion problem of visual cryptography affects the practicability 

of storage and decreases the contrast of recovered image. Existing EVCS algorithms for GAS 

suffers from pixel expansion problem. The proposed method consists of three phases. The first 

phase construct meaningless shares based on a given access structure. The second phase, cover 

images are added in each share directly by a stamping algorithm. In the third phase the extra 

confidential data can be added to these cover images. The Visual steganography algorithms can 

be used to hide the extra confidential data in the cover images. 

 

 

RELATED WORK/SURVEY 

 

 Naor and Shamir [2] introduced the concept of visual cryptography that can be used to 

encode a binary image into two shares, share1 and share2.The decryption can performed using 

human Visual System. Visual cryptography scheme for GAS, each participant in P receives one 

share. There is subsets of participants, called qualified sets ΓQual, that can recover the secret 

image, whereas the other subsets of participants, called as the forbidden sets ΓForb, have no 

information about the secret image. Ateniese’s VCS approach for GAS also suffers from pixel 

expansion and this scheme is only applicable for binary images. So in the year 2010, Liu [4] 

proposed the step construction method to construct a VCS for GASs. This scheme was 



 
International Journal of Emerging Trends in Engineering and Development                     Issue 4, Vol.2 (March 2014)                                                                                                    

Available online on http://www.rspublication.com/ijeted/ijeted_index.htm                                         ISSN 2249-6149 
 

R S. Publication (rspublication.com), rspublicationhouse@gmail.com Page 541 
 

applicable only for binary secret images. In the Liu’s approach the participant can take multiple 

share images for sharing a single secret image. In the year 2012 Lee [1] proposed an extended 

VC algorithm for general access structures, which is free from pixel expansion problem and 

solves the share identification problem. Main drawback of Lee’s concept was that it is only 

applicable for binary secret and cover images. 

 

PROPOSED ENCRYPTION ALGORITHM 

 

The proposed system describes a three phase system of color EVCS for GASs. The 

solution procedures for color EVCS are shown in Figure. The first phase of the system generates 

intermediate shares (I1, I2….In) based on the access structures. Second phase cover images are 

embedded into the Intermediate shares. In the third phase extra confidential data can be 

embedded into the cover images. Each module in proposed system will be described in the 

following sections. 

A. Phase I: Generating Intermediate Shares 

Generating the Intermediate shares constructs a pixel expansion free VCS for a given 

access structures (ΓQual, ΓForb). The main idea of this approach is that n’ different keys are 

used to protect the secret and distribute these n’ keys to n participants. Each of the participants is 

allowed to hold at least one of the key. If anyone needs to access the secret, they need to collect 

those n’ different keys from a set of participants. If any one of key is missed, the secret will still 

remain as protected. Here the color image can used as secret image. The Intermediate-shares of 

access structures of VCS are synthesized from the basis shares that are produced by the 

encryptor. The construction set C gives the relation between the basis shares and I- shares. 

Before encrypting the secret image some pre-processing operations are to be performed. A GAS 

solver can be used to find the number of basis shares n’ and corresponding construction set C for 

the access structure of VCS.  

 
Fig: Solution procedures of EVCS 
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1)  Gas Solver:  For a given set of participants P= {i1,i2,….in} and a given access structure     

( ΓQua , ΓForb) the GAS solver is used to finding the construction set C with minimal n’. The 

scheme develops a GAS solver based on the simulated annealing (SA) approach to solve the 

proposed mathematic optimization formulation for the GAS problem. The solution approach in 

the SA adopts an iterative improvement framework. This iteration is mainly based on the 

decision variable n’. Proposed iterative improvement framework is listed in Algorithm 1. The 

pseudo code for the proposed SA-based algorithm,GAS_SA() . 

 

Algorithm1: GAS solver  

Procedure GAS_Solver(n, n’max, ΓQua , ΓForb)  

1.    n’ ← n  

2.  Call GAS_SA(n, n’max, ΓQua , ΓForb, Cbest, Zbest)  

3.  If Zbest ≥ 1 then //No solution in last turn  

4.  n’← n’+1  

5.  f n’= n’max then stop and Output “ No Solution found”  

6.  If n’<n then goto step 11  

  else  

7.  C← Cbest// Found a solution in last turn  

8.  If n’ < n then goto step 11  

9.  n’← n’-1 // Improvement  

10.  End If  

11. Goto step 2  

12. Output n’, C  

 

2)  Halftoning:  As the proposed system uses color image as secret image, some half toning 

techniques are to be applied before encryption process. The color secret image can be separated 

into three planes of Red Blue and Green. Then halftone operation can be performed in each of 

these planes separately. Half toned R, G, B planes are then given to an encryptor. In half toning 

process the greyscale image is converted into binary images where in the case of color image 

each plane is a greyscale image. So after half toning operation in there three planes, three binary 

images are obtained.  

3) Share Constructor: The share constructor in the proposed system mainly consists of two 

modules: The encryptor and the share synthesizer. The encryptor adopts the method proposed 

by Yang’s construction for the (n’,n’) – ProbVSSscheme [5]. The encryptor module first 

generates the basis shares by employing Yang’s ProbVSS scheme and then the share 

synthesizer module produces intermediate shares (I- shares) by stacking the basis shares upon 
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the construction set C created by the GAS solver. The share constructor phase is applied on 

three planes. 

B. Phase II: Stamping Cover Images  

 

Algorithm2:  Stamping algorithm  

 

Procedure Stamping (Shares, Covers)  

1. Repeat for all shares  

2. Repeat for each pixel of share  

 i)  Generate an array S[0…8] that contain 

   the bits of a pixel value in secret image.  

 ii)  Decompose the color cover image into three components Red, Green, Blue and 

store bits of each component into three arrays  R[0…8], G[0…8] and B[0…8] 

respectively.  

 iii)  Find out which channel contain more information.  .  

 iv)  Replace the 2 least significant bits(LSB) of the rest two channel with the share pixel 

value and 4 least significant bits of the channel that have less effect.  

3. Stop  

 

Most of the VCS have the random noise like shares as output. To recover from the difficulties 

of share identification, the proposed scheme uses meaningful shares. By using the stamping 

algorithm the shares are exactly meaningful if the secret is binary. Whereas in the case of color 

secret image the shares will only be partially meaningful due to high amount of random pixels. 

Thus due to large amount of data in the proposed system a digital watermarking technique [6] is 

used for stamping a cover image to the random share without any pixel expansion. The cover 

images that are color images are represented by 24 bits (8 bits in each plane). The random 

looking shares generated by phase 1are represented by 8 bits. The proposed scheme digitally 

watermarks these 8 bits of a pixel into the 24 bit pixel of the cover image that be done by 

replacing the  Least Significant Bits (LSB) of each plane of the cover image.  

 

 

DATA HIDING 

 

Data hiding system has developed for improving the confidentiality. The cover image 

can be used as the carrier for the data. The implementation of the system will focus on the 

Least Significant Bit. So cover image can be used for solving the share identification problem 

as well as for data hiding. The message that is embedded into the cover image can decoded by 

replacing the LSB bits. 

 

 PROPOSED DECRYPTION ALGORITHM  

 

The main advantage of traditional VCS is no computation is required for decryption. By 

stacking the sufficient number of shares the secret image can be visually recognized by humans. 

A cover image is stamped into the shares to solve the share. So before stacking the shares the 
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original shares are extracted from the cover images. The extracting of original shares is to 

retrieve the 8 bit from the three planes of the cover images. Extract the same number of bits as 

embedded in the watermarking phase. The extracted shares are broken into three planes. The 8 

bit planes of each shares is generated. Then, all the binary shares at the same bit plane are 

stacked. Stack operation can be implemented by performing the OR operation to reveal the secret 

image.  

  

CONCLUSION 

 

The method proposes a three phased system for the Color EVCS for general access structures. 

The scheme solves the pixel expansion and share identification problem. The quality of the 

recovered image is high when compared to other VCS. There is no need of sophisticated code 

for EVCS and each phase in the encryption is less coherent, so it can be individually designed 

and also easily replaced separately. The advantage of the proposed scheme is that the 

encryption phase is not only applicable to extended VCS but also to traditional VCS to 

construct shares without any pixel expansion. The stamping algorithm can be applied on all 

existing VCS to modify them as EVCS without redesign the codebook.  
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