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ABSTRACT 

 

  Detection of malwares has become one of the most critical issues in the field of 

computer security. Recent years have seen tremendous growth in malware, with signature based 

detection approaches and monitoring suspected code for known security vulnerabilities 

becoming inefficacious and uncontrollable. So we have to adopt new techniques that outsmart 

the different attack vectors and obfuscation methods employed by the malware writers. Support 

Vector Machine (SVM) Training Phase Reduction is a data mining technique that can be used 

for classification of data. Using this SVM technique we can classify malwares and good codes in 

given set of programs and can easily detect malwares. Here an SVM model is a representation of 

the program codes as points in space, plotted so that the opcodes of different categories are 

divided by a clear-cut gap that is as wide as possible. New opcodes are then mapped into the 

same space and are predicted to belong to a category based on which side of the gap they fall on. 

Here, another technique called N gram analysis is also used to scrutinize the structure of a 

program using bytes, characters, or text strings. N grams based on a signature approach are used 

to detect malware. This malware detection process can be done not only in one single system but 

also in several systems with the help of a mobile agent tool. 
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INTRODUCTION   

  

Frederick Cohen first formalized the term computer virus in 1983 and after that computer 

virus detection has evolved into malicious program detection. Malware is defined as software 

designed to damage a computer system without the informed consent of the owner. Malware is 

actually a common term for all kind of computer threats. In general malwares can be classified as 

file infectors and stand alone malware. Another way of classifying malware is based on their 

particular action they perform [9]. Different examples of malwares are virus, worms, backdoors, 

Trojans, root kits, spyware, adware etc. In other words Malware is every malicious code [10] that 

has the power to harm any computer or network. Malwares are pieces of code (may not be 

executable files), which are intended to harm, the specific owner of the host. Researchers 

continue to find that the pace of malware development is accelerating. So it is essential to adopt 
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new malware detection techniques to outflank different attack vectors and beclouding methods 

that are used by malware writers. One such method, as proposed in this paper, is analysis of 

opcodes using a new technique called N-Gram analysis and also Support Vector Machine (SVM) 

Training Phase Reduction method for the purpose of malware detection [7]. Data Mining is the 

practice of examining large pre-existing databases in order to generate new information. Various 

data mining techniques can be used for the purpose of malware detection. This data mining 

approach combines the ease of an automated syntactic analysis with the potential of semantic 

level analysis requiring human expertise to reflect critical program behavior that can classify 

between malicious and benign programs. A new versatile framework in which one can employ 

machine learning algorithms to successfully distinguish between malware codes and clean codes, 

while aiming to minimize the number of false positives is proposed here. Data mining has been 

the focus of many virus researchers in the recent years to detect unknown viruses. A number of 

classifiers have been built and shown to have very high accuracy rates. 

The most common method of applying data mining techniques for malware detection 

start from generating a feature set. Hexadecimal byte sequences (termed as n-grams), instruction 

sequences, API/system call sequences etc belongs to the feature set. A novel technique called N-

gram analysis is used to explore the structure of a program using characters, bytes, texts or 

strings. N-grams are all substrings of a larger string with a length n. A string is simply split into 

substrings of fixed length n. For example, the string “SUPPORT” can be segmented into several 

4-grams: “SUPP”, “UPPO”, “PPOR”, “PORT” and so on. The number of features extracted 

from the files is usually very high [3]. Several techniques from text classification have been 

employed to select the best features. Data Mining involves the application of a full suite of 

statistical and machine learning algorithms on a set of features derived from malicious and clean 

programs. In this paper a data mining approach called Support Vector Machines (SVM) is used 

to solve the problem of malware detection in an effective manner. Here SVM (Support Vector 

Machine) Training Phase Reduction is a method that is used to explore methods to remove 

unwanted features. The efficiency of learning algorithms will increase highly if these irrelevant 

(unwanted) data are removed. The purpose of this topic is to identify feature reduction in the 

original dataset space. For large datasets, the training process associated with learning machines 

can become very large. Support Vector Machines are supervised learning models with associated 

learning algorithms that analyze data and recognize patterns, used for classification of data. 

Working of the basic SVM model is as follows: the model will take a set of input data and based 

on the set of rules and conditions the SVM model will predict two possible outputs. This output 

is classified as two possible classes. Aim of this project is to detect malwares (unwanted codes) 

in given set of programs, using an SVM Training Phase Reduction method. 

The Support Vector Machine (SVM) introduced here describes the creation of a reference 

model [4] that is used to prove the successfulness of the succeeding experiments. The theory 

behind SVM is briefly introduced here. In a classification task it usually involves dividing data 

into two possible sets, training set and test set. Each example in the training set comprises one 

target value also known as class labels and various attributes i.e. observed variables. Goal of 

SVM is to produce a model (based on the training data) which predicts the target values of the 

test data given only the test data attributes.SVM [11] classification system adapts by adjusting 

the decision boundary used to classify programs. This technique allows for the detection of some 

new attacks and is able to properly classify malicious programs that are similar to benign 

programs. Most of the current work into adaptive systems has focused primarily on anomaly 
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detection systems which classify programs based on their “distance” from either predetermined 

malicious or benign programs. 

 

Fig 1 shows an SVM model [12] as a representation of the program codes (opcodes) as points in 

space, mapped so that the opcodes of the separate categories are divided by a clear gap that is as 

wide as possible. New opcodes are then mapped into that same space and predicted to belong to 

a category based on which side of the gap they fall on. Each opcode marked as belonging to one 

of two categories (benign or malicious code).Class 1 represents malicious code and Class 2 

represents good code.  

 

 
 

Fig 1 SVM Reference Model 

 

RELATED WORKS 

 

Various research works has been undertaken into the detection of malicious code using 

both static and dynamic analysis. Process of detecting malware can be categorized, not only in 

terms of static and dynamic analysis, but also how the information is processed after it is 

captured. Popular research methods include: Control Flow Graphs (CFG) for both coarse and 

fine grain analysis, the mapping of stack operations, state machine techniques and N-gram 

analysis. A state machine method [1] can be used to detect obfuscated calls relating to push, pop 

and ret opcodes that are mapped to stack operations. This approach did not model situations 

where the push and pop instructions are decomposed into multiple instructions, such as directly 

manipulating the stack pointer using mov commands.  

A new approach is used as static analysis to obtain opcode distributions from PE 

(Portable Executable) files that could be used to identify polymorphic and metaphoric malware 

[2]. Findings show that many prevalent opcodes (mov, push, call, etc.) did not make good 

indicators of malware. However, lesser frequent opcodes such ja, adc, sub,inc and add proved to 

be better indicators of malware. To overcome these problems new technique of using N-grams 
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that are based on a signature approach that relies on small sequences of strings or byte codes that 

are used to detect malware.  

Santos [3] demonstrated that N-gram signatures could be used to detect unknown 

malware. The experiment extracted code and text fragments from a large database of program 

executions to form signatures that are classified using machine learning methods. Santos 

examined the similarity between families of malware and the dissimilarity between malware and 

benign software using opcode-sequence gained through static analysis of PE files. His findings 

showed that using N=1(N-gram) weighted opcode frequency a high degree of similarity existed 

between families of malware, but the similarity rating between malicious and benign software 

was too high to be an effective classifier. However, using N=2 produced a greater difference 

between malicious and benign software. In a later paper, Santos examined an SVM with a single-

class learning approach that used the frequency of opcodes obtained from static analysis. He 

reduced the effort of labeling that is required for the training phase and highlights the issue of 

unpacking malware. He evaluated several learning methods (KNN, Bayesian Network, SVM, 

etc.) and showed that malware can be detected with a high degree of accuracy using opcode-

sequence.  

Shabtai [5] used static analysis techniques for finding malware and his findings shows 

that N=2 performed best results for malware detection. Another study [6] shows that the effect of 

polymorphic engines used in malware to evade detection by network content matching also it is 

proved that signature based detection on the contents of file is at a risk of failure and a little 

effort is needed for malware writers to make it redundant. This study shows the weakness of 

static analysis of malware detection. In this vein we have to adopt new techniques for detecting 

malwares and thus focused this research on identification of malware using opcodes and also by 

adopting technique called N-gram analysis for detecting malware in an effective manner. 

 

PROPOSED SCHEME 

 

The inspiration for this research is to reduce the computational overhead required when 

N-gram technique is used for the purpose of exploring the structure of program for malware 

detection. In this proposed work SVM (Support Vector Machine) is used as a tool for identifying 

malware.The training phase of SVM approach is a feasible solution for N-gram analysis when 

large datasets are used. With  the help of  SVM techinique the malware can be detected in a 

program code. Malwares can be detected using SVMs and by using the opcodes chosen by the 

SVM as a standard. Fig 2 illustrates an overview of the experimental approach taken here. The 

programs under study are run in a test framework with a debug tool checking the runtime 

opcodes. Next step is to parse the data into opcode and after that dataset is passed to the SVM to 

construct a reference model. The reference model is constructed by configuring the SVM to 

perform a complete search by covering through all the features, searching for those opcodes that 

have a positive impact on the classification of benign and malicious software.  

The programs under consideration need to be checked during execution. There are 

several debugger tools available to monitor and obstruct programs like IDA Pro, DISASM Parser 

and WinDb32, which are popular choices for malware analysis. Lesser frequent opcodes such as 

ja, adc, sub, inc and add proved to be better indicators of malware, so we have to check whether 

the above mentioned opcodes be contained in the opcode structure of a exe/dll file in order to 

identify the malware [7]. 
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Fig 2 Experiment Overview 

 

  First of all we have to generate a SVM for the malware classification. For this we 

explicitly define some opcode patterns and are classified as malware types. Then next step is to 

generate the opcode from the exe/dll file and compare the opcode pattern in the generated 

opcode. Since the lesser frequent opcodes such as ja, adc, sub, inc and add proved to be better 

indicators of malware, we have to check whether the above mentioned opcodes be contained in 

the opcode structure of a exe/dll file in order to identify the malware. Next step is to generate the 

opcode from the exe/dll file. Compare the opcode pattern in the generated opcode. Identify the 

type of the pattern and classify the file as the identified malware type. This malware detection 

process can be done not only in one system but also in several systems with the help of a mobile 

agent tool. So we can extend the process of malware detection to a network with the aid of 

mobile agent. Fig 3 shows the overall architecture of the proposed system. We have to identify 

the type of the pattern and next step is to classify the file as the identified malware type or good 

code. Here it provides isolation by decoupling the virtual machine and the OS as a virtualization 

approach. The isolation provided by a virtual machine manager in a virtualized system prevents 

the malware from infecting the host OS or other applications that are running on adjacent virtual 

machine on the same physical machine [8]. Prior to performing the analysis, the virtualized 

environment files are backed-up. After the analysis is complete, the infected files are discarded 

and replaced with the clean snapshot.  

Implementation Steps are as follows: 

Step1: Start Mobile Agent System and assumes that the system contains the signature 

database for the malware detection. 

Step2:  Searches and lists all the registered nodes. 

Step3: Send mobile agent to a registered node. 

Step4: At the receiver node side, classify the files into malicious or non-malicious files 

on the file system. 

Step 4.1.Generate/extract the signature from the scanned file i.e exe/dll file. 

Step 4.2.Apply pattern matching for the malicious detection with the signature 

database. 

Step 4.3.If matching found, classify the file as malicious else non malicious code 

and inform the server node. 

 Step 5: Return to the starting node and show results. 
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Fig 3 System Architecture 

CONCLUSIONS 

Malware has a long history of evolutionary development as the war between the anti-

malware researchers and the malware writers has progressed. This study presents an argument 

for the investigation of opcodes to detect malware. Firstly, Opcodes are captured for both benign 

and malicious software in the form of dynamic link library files and executable files of each 

program. This data is assembled and used as both the training and validation datasets. Secondly, 

an SVM model performs tests on all the available opcodes and identifies the best indicators of 

malware, and good codes. Several filter techniques are tested against the reference model 

generated by the SVM. A set of opcodes can be used to detect malware and applying a filter to 

the features can reduce the SVM training phase leads to effective way to detect malware. The 

method proposed here analyses the full set of opcodes to identify key opcode characteristics that 

will provide valuable indicators for malware detection. While much of the other research uses 

static analysis for malware detection, the approach presented here uses dynamic analysis and 

therefore evaluates actual execution paths, as opposed to evaluating all possible paths through 

the program that is normally done when static analysis is used. High density opcodes such as 

mov are not good indicators of malware. However, less frequent opcodes such as ja, adc, sub, inc 

and add make better indicators of malware. Different analysis is required to determine the inter 

relationship between opcodes, N-gram size and their ability to act as good indicators of 

malicious software. The investigation will need to identify and exclude misleading data as is 

exhibited by the mov opcode, which has a large negative impact on the correct classification of 

benign and malicious software. This will also improve the malware detection rate in terms of 

performance. 
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SCOPE FOR FUTURE STUDY 
The method proposed in this paper investigates the full set of opcodes present in the 

dataset to identify opcode characteristics that are valuable indicators for malware detection. 

While other research uses static analysis, the approach presented in this paper uses dynamic 

analysis and checks actual execution paths, as opposed to evaluating all possible paths through 

the program that is normally done when static analysis is used. The results obtained from this 

experiment shows opcodes such as mov are not good indicators of malware. Whereas, less 

frequent opcodes such as ja, adc, sub, inc and add are better indicators of malware. Further 

examination is required to determine the interrelationship between opcodes, N-gram size and 

their ability to act as good indicators of malicious software. The analysis will need to identify 

and exclude misleading data as is exhibited by the mov opcode, which has an immense negative 

impact on the correct classification of benign and malicious software. Here SVM technique is 

used as a means of identifying malware. This technique, as a future work, could be extended to 

detect malwares that are packed/ encrypted. 

. 
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