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ABSTRACT 

With the advent of internet, various online attacks have been increased and phishing is 

most popular among them. Phishing is an attempt by an individual or a group to get personal 

confidential information. Phishing attacks succeed by exploiting a user’s inability to 

distinguish original websites from spoofed sites. Here, an anti-phishing framework based on a 

secure login through a trusted device and visual cryptography is introduced. A secure 

connection establishment and an image based authentication exploring the security of visual 

cryptography is implemented. The use of visual cryptography is employed to preserve the 

privacy of an image captcha by decomposing the original image captcha into two shares. The 

shares are then stored in separate database servers such that the original image captcha can be 

revealed only when both are simultaneously available. The individual shares do not reveal the 

identity of the original image captcha. If the original image captcha is revealed, then the user 

can confirm that it’s a genuine website, and can enter the dynamic password sent by the 

server, to complete the login. The system also uses a trusted device to perform user 

authentication, that is login to the particular website is possible only through this trusted 

device, which is considered as the personal property of user. Thus, the proposed system 

provides mutual authentication and various levels of security. 
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INTRODUCTION 

 

Online transactions have become very common nowadays and so various online 

attacks are also increasing. Phishing is identified as a major security threat among these and 

new innovative ideas are arising in this field each second. So effective prevention 

mechanisms also should be introduced. The security in these cases need to be very high and 

should not be easily tractable with implementation easiness. 

     The security of most applications is dependent on the security of the underlying 

system. The improvements in design and technology of middleware have made their 

detection, a difficult problem. So the security of computer that is connected to the internet 

cannot be completely determined. 
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      Phishing [1] is a form of online identity theft aiming to steal confidential information 

such as online banking password, credit card information etc from users. Due to its high 

sophistication and escalation in number of attacks, phishing scams have been receiving 

extensive press coverage. Phishers attempt to fraudulently acquire sensitive information, 

either by masquerading as a trustworthy person or business in an electronic communication 

or by using social engineering techniques. A typical form of phishing attack begins with an 

email to the victim, which looks like one sent from a genuine website/institution, but actually 

from the phisher. The message content commonly warns the user that a problem exists with 

the user’s account and so it needs to be updated. The victim is redirected to a fake website on 

clicking on the link provided in the mail, designed to resemble the institution’s official 

website. Either a passive attack or an active attack could be launched at this point. In a 

passive attack, the user is prompted to enter the account information (e.g., username and 

password) and may also be asked to enter other personal details like social security 

number,ATM pin etc.All of this information is passed on to the phisher, who can then use it 

to invade the user’s accounts. In an active attack, the phisher actively relay information from 

the legitimate site to the user and back, just as in man-in-the-middle attacks. 

 In all cases of phishing, the phisher must impersonate a trusted source (e.g. the 

customer support of their bank, automated support system from online retailer, etc.) for the 

victim to believe. Phishing attacks succeed by exploiting the user’s inability to distinguish 

between a legitimate website and a fake website. The user failing to distinguish it from a 

legitimate mail follows the instructions from the phisher, (to enter account information and 

other confidential data) and is deceived. 

      So here introduces a new approach named “Countering Phishing Threats using a 

Secure Login and Visual Cryptography” wherein the website proves that it is a genuine 

website before the end users and cross verifies its own identity by exploring the power of 

visual cryptography applied on an image captcha [2], and, using a secure bookmark created 

on the trusted device (which is considered as the personal property of user), the user is also 

authenticated. Thus making both the sides of the system secure as well as an authenticated 

one. 

 

      This paper is organized as follows: Section 2 deals with the related works on anti-

phishing. Section 3 describes Visual cryptography .Section 4 presents the proposed 

methodology, section 5 and 6 deal with experimental results and conclusion respectively. 

 

 

RELATED WORKS 

 

The seriousness of the phishing problem has attracted much academic and industrial 

research. Various security measures are already existing, but high sophistication in phishing 

techniques demands much more effective preventive mechanisms. Some of the existing 

systems are discussed below and could be used in conjunction with our system. 

 

      A popular initial approach for preventing phishing is heuristics based anti-phishing 

technique. Here, the attempt is to find a pattern in phishing websites and then alert the user if 

a given site does matches that pattern. Few browser toolbars proposed to perform this 

function are Spoof Guard [3], TrustBar [4], eBay Toolbar [5], SpoofStick [6] 

etc.Unfortunately; heuristics are low in accuracy and invite attackers to adapt to the defenses 

until they can bypass the heuristics.  In addition, Wu et al. found that 13-54% of users would 



International Journal of Emerging Trends in Engineering and Development              Issue 4, Vol.2 (March 2014)                                                                                                    

Available online on http://www.rspublication.com/ijeted/ijeted_index.htm                                 ISSN 2249-6149 

R S. Publication (rspublication.com), rspublicationhouse@gmail.com Page 3 
 

still visit a phishing website, in spite of warnings from an anti-phishing toolbar [7]. Some 

heuristics characteristics used by the SpoofGuard toolbar include checking the host name and 

URL for common spoofing techniques, and checking images seen previously. If only 

Heuristic-based technique is used, the accuracy is not enough. Therefore, some researchers 

proposed a similarity assessment method to detect phishing sites [10]. For example, 

CANTINA [8][9] is a content similarity based approach to detect phishing websites. First, it 

calculates the suspicious page’s lexical signature using TF-IDF and then feed this lexical 

signature to a search engine. According to the suspicious page’s sort order in the search 

results we can determine whether it is a phishing site. But the process of calculating the 

visual similarity and content similarity is time consuming. 

 

      The tendencies of users to pick weak passwords and to re-use the same passwords at 

several websites are often exploited by phishes. If a phisher obtains a password from a low-

security site, they can use the same to login to a high-security site as well. 

 

  One-time passwords are widely used in several contexts, including corporate uses 

such as in banks and for e-commerce purposes. An example for time-based one-time 

password is RSA SecurID, where the password is generated on a hardware token [11]. The 

user must enter the code in a web form and submit it to the server to show that she possesses 

the hardware token, but there is no authentication of the server, on the user’s part. Moreover, 

the system is vulnerable to an active Man-in-the-Middle attack, as a phisher can intercept the 

value from the user and then use it to access the user’s account.   

 

      In PwdHash approach a cryptographic hash function is computed on the user’s 

password and the site name to derive a unique password for each site [13]. PwdHash is a 

convincing system, but is ineffective against pharming or DNS spoofing attacks where a 

phisher presents the correct domain name to the browser but redirects the request to its server. 

In DNS attacks, PwdHash will hand over the correct password to the phisher assuming it as a 

legitimate one. Moreover, PwdHash does not prevent a phisher from breaking a weak master 

password as it is susceptible to dictionary based attacks. 

 

      Single-sign-on, is another approach where users need to sign in to a single site that 

will handle all authentications further with other sites. But this system has not succeeded due 

to consumer resistance, since they involve storing confidential user information with a third 

party. If these services had grown in popularity, they would have undoubtedly attracted 

attention from all directions by phishers currently visiting on individual sites.  

 

      Unfortunately, none of these approaches provide sufficient protection against Man-in-

the- Middle attacks, particularly if the phisher uses DNS spoofing. In all the above 

approaches, user diligence is required. Also a proper server authentication is not provided. 

This raised the need of a system which provides mutual authentication and which require less 

user diligence, which served as a motivation for this work. 

 

VISUAL CRYPTOGRAPHY 

      Visual Cryptographic Scheme is a [14][15] cryptographic technique which allows the 

encryption of visual information such that decryption can be simply performed using the 

human eyes. This could be achieved by one of the following access structure schemes. 
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1. (2, 2)- Threshold VCS scheme- This is the simplest threshold scheme that takes a secret 

message and encrypts it in two different shares and the secret image is displayed only when 

both these shares are overlaid. 

2. (n, n) -Threshold VCS scheme-This scheme encrypts the secret image to n shares such that 

the secret image be revealed only when all of the n shares are combined. 

3. (k, n) Threshold VCS scheme- This scheme encrypts the secret image to n shares such that 

the secret image will be revealed when any group of at least k shares are overlaid. 

In the case of (2, 2) VCS, each pixel P in the original image is encrypted into two sub 

pixels called shares. Neither share provides any clue about the original pixel since different 

pixels in the secret image will be encrypted using independent random choices. The original 

pixel can be determined when the two shares are superimposed. In (2,2) VCS a black pixel is 

represented as a combination of two black sub pixels and a white pixel represented as a 

combination of one black sub pixel and one white sub pixel .  

 

Fig.1 Example of  (2,2) VCS

PROPOSED SCHEME 

The proposed system uses a trusted device to perform mutual authentication that 

reduces user reliance , prevents Man-in-the-Middle attacks after setup, and protects a user’s 

account even if  key loggers are present and  from most forms of spyware. A secure 

bookmark is created on user’s trusted device which, from then the only entry point to the user 

profile. The use of visual cryptography is also explored. In Visual Cryptography (VC) an 

image is decomposed into shares and in order to reveal the original image appropriate number 

of shares should be combined. The proposed system provides mutual authentication, ie it 

cross verifies the identity of the website, and also prevents an intruder from logging into the 

website. 

     The system consists of two phases: Registration phase and Login Phase. The user’s 

mobile is considered as the trusted device in this system. 

I. Registration and Connection Establishment phase 

     The connection establishment and registration process are depicted below. First the 

browser and server establish an SSL/TLS connection. The user enters the registration details 

like username, keyword for captcha (password),email id, mobile number etc.Combining the 

captcha keyword and random key generated from the server, a captcha will be generated, and 

will be divided into two shares using visual cryptography. Upon registration a secret PIN will 

be mailed to the users mail id provided at the time of registration. The server sends an 

Account creation tag, MAC(certs)PIN   to the browser. The browser sends it along with the 

certs , domain and site name to the user’s mobile. The user will be prompted to enter the 

secret PIN to receive the same. The mobile then generates a public-private (Kpu , Kpr) key pair. 
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The public key (Kpu) will be encrypted using the secret PIN and sent to the server. Fig.2 and 

fig.3 shows the connection establishment and registration process. 

 

Fig.2 Connection establishment 

Once the public key is securely transmitted to the server, then the captcha share can be 

securely transmitted to the users mobile. This completes the registration process, creating a 

bookmark in user’s mobile device which is the only login point for that particular user to 

his/her profile. 

 

Fig.3 Registration phase 
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II.Login Phase 

 

Fig.4 shows the login phase. 

 

 

 

 

Fig.4   Login phase 

      Connect mobile with the PC using Bluetooth. The user clicks on the application icon 

in his mobile. It will be redirected to the URL and verifies the certificate. If invalid 

certificate, the window closes. Else the user requests for the share (share 2) with the server. 

Server encrypts share 2 with the public key Kpu and sends to user’s mobile along with a 

message .At user side, both the shares are decrypted using the private key Kpr. The shares are 

then combined to display the captcha. User verifies if the captcha is same as that shown at the 

time of registration. If it is not the same, then it can be detected as a phishing website. Else it 

is a genuine website and user can follow the message which prompts to enter certain 

characters of the captcha and a dynamic password to complete the login. 

 

EXPERIMENTAL RESULT 

The proposed system was implemented in java. From various trials conducted, we 

could conclude that the account creation and key generation processes are tolerable in most 

cases. Furthermore, newer phones already promise better performance. 

      We could also see that the reconstructed image captcha has got high correlation 

coefficient to that of original captcha. An example is shown in fig.5.  
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Fig.5 Example for reconstructed captcha 

 

CONCLUSIONS 

      High sophistication in phishing techniques raised the demand for effective phishing 

prevention mechanisms. The proposed methodology provides various layers of security. First 

layer verifies whether the website is a genuine/secure website or a phishing website. In case 

of a phishing website then it can’t display the image captcha for that specific user due to the 

fact that the image captcha is generated by the stacking of two shares, which resides in user 

mobile and the other with the actual database of the website. Also the generation of image 

captcha is purely random and will be unique for each user. 

      Second layer cross validates image captcha corresponding to the user. The image 

captcha is readable by human users alone and not by programs. So, this image captcha 

technique prevents any machine based user from cracking the password or other confidential 

information of users. This system prevents intruders’ attacks on the user’s account since it 

uses a trusted device to provide user authentication, adding another level of security. Login to 

the particular website will be possible only from this trusted device which is considered as 

the personal property of user. Thus the proposed system provides mutual authentication and 

various levels of security. 
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