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ABSTRACT 

 

      It is a difficult task to provide privacy preserving routing for mobile ad hoc networks 

(MANET). To provide effective privacy protection in ad hoc networks, there are a number of 

anonymous routing schemes have been proposed. But these schemes bring significant 

computation overhead. The existing system introduces USOR, an efficient privacy preserving 

routing protocol that achieves content unobservability by using anonymous key establishment 

based on group signature. Here each node having a group signature signing key and an ID-based 

private key from an offline key server or by a key management scheme. The unobservable 

routing protocol is then executed in two phases such as anonymous key establishment process 

and unobservable route discovery process in order to construct secret session keys as well as 

finding route to the destination. The USOR scheme is protect packet’s content independent of 

traffic pattern unobservability which can be used with appropriate traffic padding schemes to 

achieve truly communication unobservability. Although it performs well, wormhole attacks 

cannot be prevented in USOR protocol mechanism. The proposed system have the intention 

of developing unobservable routing scheme resistant against DoS attacks such as Gray 

hole/Black hole attacks to protect network-layer reactive protocols using AODV protocol. It 

discovers malicious nodes during route discovery process when they mitigate fabricated routing 

information to attract the source node to send data through malformed packet. 

 

Key words: MANET, Anonymous routing, Unobservability, Group signature, USOR, DoS 

attacks, AODV. 

 

 

 

 

INTRODUCTION   

  

      In MANET, a wireless node can act as source, destination, or an intermediate node in data 

transmission process. And whenever it acts as an intermediate node, it will work as a router, that 

can receive and forward data packets to its neighbor, which is adjacent to the destination node. 



 
International Journal of Emerging Trends in Engineering and Development                     Issue 4, Vol.2 (March 2014)                                                                                                    

Available online on http://www.rspublication.com/ijeted/ijeted_index.htm                                         ISSN 2249-6149 
 

R S. Publication (rspublication.com), rspublicationhouse@gmail.com Page 566 
 

Because of the behavior of an ad-hoc network, wireless nodes will probably keep moving instead 

of stay still. That’s why the network topology keeps changing from time to time. Because of the 

open nature and mobility of wireless media, Privacy protection of mobile ad hoc networks is a 

more demanding task than that of wired networks. In wired networks, one has to gain access to 

wired cables so as to eavesdrop the communication between two parties. But in wireless 

network, the attacker can easily receive wireless signals without being detected, for this it only 

needs an appropriate transceiver. In wired networks, devices are always static and do not move 

from one place to another, like desktop. So in wired networks, there is no need to protect their 

users’ mobility behavior or movement pattern. So in MANET this sensitive information should 

be kept private from adversaries. Apart from that, an adversary is able to figure out users 

according to their behaviors, and harm them based on such information.  

      The ad hoc networks can also be used in an environment where no infrastructure exists. For 

example an army is located into a shattered place. In such situation, each station can be 

configured for forwarding communications to the proper destination. It also shows the mobility 

convenience of the Ad Hoc network model. This method can even apply in the ocean, in the air 

or in space. Privacy protection of routing in MANET is a difficult task. Previous anonymous 

routing protocols mainly consider anonymity and partial unlinkability in MANET, most of them 

exploit asymmetric features of public key cryptosystems to attain their own desire. The complete 

unlinkability and unobservability were not assured due to incomplete content protection. The 

existing schemes fail to guard all the contents of packets from the attackers, and because of that 

the attacker can acquire information like packet type and sequence number etc. The unprotected 

packet type and sequence number also make existing schemes observable to the opponent. 

      Security in an ad hoc network is crucial in scenarios like battlefield. The goals of security 

like confidentiality, integrity and authenticity are tough to attain in MANET, it is mainly because 

of every node in the network involved equally in routing the packets. Then a passive attacker can 

mount traffic analysis based on packet type. An opponent tried to analyze the network traffic and 

correlate the traffic of a flow over an input link at a mix with that over an output link of the 

identical mix. Here two classes of correlation procedures were considered. Time-domain and 

frequency-domain are the two methods which is considered. Unobservability is the powerful one 

in that it implies anonymity as well as unlinkability. For attaining unobservability, the routing 

scheme should supply unobservability to both content and traffic pattern. Unobservability are 

classified into two types. Content Unobservability, mentions that no useful information can be 

bring out from the content of the message; And traffic Pattern Unobservability, mentions that no 

useful information can be attained from length, source-destination patterns and frequency of 

message traffic. With regard to privacy-related beliefs in communication networks Mobile Ad 

hoc network is relatively new development. Such type of network works in the absence of stable 

infrastructure which makes them effortless to establish at any place at any time. Because of these 

applications I have chosen this field. 

    Provide anonymity for routing in ad hoc network. It uses one-time public/private key pairs 

to achieve anonymity for route discovery. During the route finding task, the intermediate node 

produce a one-time public and private key pair to encrypt and decrypt the routing, so as to break 

the linkage between incoming packets and corresponding outgoing packets. However, packets 
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are publicly labeled and the attacker is able to distinguish different packet types which fail to 

guarantee unobservability. 

 

RELATED WORK/SURVEY 

 

 It is designed to achieve stronger location privacy than ANODR [1], which ensures nodes 

on route have no information on their distance to the source/destination node. It reduces 

computation burden on one-time public/private key pair generation. ARMR [2] uses one-time 

public keys and bloom filter to establish multiple routes for MANETs. 

It uses long-term public/private key pairs at each node for anonymous communication. It is 

similar to ARM [3] except ARM uses shared secrets between source and destination for 

verification. ODAR [4] provides only identity anonymity since the entire RREQ/RREP packets 

are not protected with session keys.  

 

MASK [5] requires a trusted authority to generate sufficient pairs of secret points and 

corresponding pseudonyms as well as cryptographic parameters. It is vulnerable to key pair 

depletion attacks. The RREQ flag is not protected and this enables passive adversary to locate the 

source node and destination node’s identity. Thus an adversary can easily recover linkability 

between different RREQ packets with the same destination, which actually violates receiver 

anonymity. 

 

The public key cryptography and the group signature are used to maintain privacy. Here 

the group signature strategy having a superior privacy maintaining feature in which nobody can 

recognize who is the real signer but everybody can confirm the group signature. But ALARM [6] 

still leaks sensitive privacy information such as network topology and location of every node. 

Hence public key cryptosystems have a preferable asymmetric feature and it is well-suited for 

privacy protection in MANET. However existing schemes provide only anonymity and 

unlinkability and it never considered unobservability. 

 

In this protocol, both routing packets and data packets look random and indistinguishable 

from dummy packets for exterior opponents. By using inexpensive symmetric decryption, only 

the valid nodes can distinguish routing packets and data packets from dummy traffic. The 

intuition behind the proposed scheme is that if a node can create a key with each and every 

neighbor of it, then it can make use of that key to encrypt the entire packet for one of its 

neighbor. And the receiving neighbor can validate the encrypted packet by trial decryption for 

knowing whether it intended for itself. For supporting both broadcast and unicast, a group and 

pair wise key were needed. Both the group signature scheme and the ID-based scheme are based 

on pairing of elliptic curve groups of order of a large prime (e.g. 170-bit long), so that they have 

the same security strength as RSA algorithm [7]. 

 

 

PROPOSED STRATEGY 

 

 The challenging task of unobservable routing scheme is DoS attacks such as Grayhole 

and Blackhole attacks in MANET [11, 12]. Those attacks contain malicious nodes which 
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deliberately disrupt data transmission in the network by sending incorrect routing information. In 

order to keep the communication route free from such attackers Ad-hoc On-demand Distance 

Vector (AODV) [8, 9, 12] protocol is proposed. It contains intermediate node which detects the 

malicious node sending false routing information as well as the routing information. Thus it not 

only detects but also removes malicious node by isolating it to make safe and secure 

communication. 

 

  In Blackhole attack [8, 9, 12], the malicious node generates and propagates fabricated 

routing information and advertises itself as having a valid shortest route to the destined node. If 

the malicious node replies to the requesting node before the genuine node replies, a false route 

will be created. Therefore, packets do not reach to the specified destination node; instead, the 

malicious node intercepts the packets, drops them and thus, network traffic is absorbed. Grayhole 

attack is an extension of Blackhole attack in which a malicious node’s behavior is exceptionally 

unpredictable. A node may behave maliciously for a time being, but after that it behaves like 

other usual nodes. Both Blackhole and Grayhole attacks disturb route discovery process and 

degrade network’s performance.  

 

       Proposed technique description: In this proposed mechanism, the intermediate node which 

receives unusual routing information from its neighbor node examines that neighbor as 

malicious. The intermediate node attach the malicious node’s details in to the route reply packet 

and each and every node which receive this reply packet is then upgrades its own routing table to 

mark that particular node as malicious. Before sending the route request, the details of malicious 

nodes in its own routing table is attached to the request packet. After receiving this request that 

node will upgrades its own routing table with the details of malicious nodes. So that, when a 

node receive packets with fake routing information will discover the malicious node by 

recognizing fake routing information. Or it will discover the node by confirming its routing table. 

This node then informs its neighbors, do not consider the routing information received from the 

malicious node. In AODV protocol, when a node receives a route reply packet (RREP), it checks 

the sequence number value in routing table; if it is greater than the one in the RREP, the RREP 

packet is accepted; otherwise it is discarded [8, 14]. 

 

Malicious node interruption: [14] Source node S broadcasts route request packet (RREQ). 

Nodes within its communication range, A and C, receive the RREQ and re-broadcasts RREQ to 

their neighbors until a node having a valid route to the destination or destination D itself receives 

RREQ. This node sends RREP to the source node on the reverse path of RREQ.  

 

 
Fig -1:  Route discovery process in AODV 
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  The malicious node M sends RREP with higher, but constructs sequence number to the 

source. Another RREP is sent by D having genuinely higher sequence number. As malicious 

node sends RREP with higher sequence number than the normal node, S chooses path through M 

to transfer data packets and therefore, malicious node can drop some or all received packets 

which causes disruption in network operations [14]. 

 

   Defense approach: An intermediate node dynamically calculates a PEAK value after 

every time interval that uses three parameters for calculation [13, 14].  

 

 RREP sequence number. 

 Routing table sequence number. 

 Number of replies received during the time interval.  

      

Here the PEAK value is the maximum value which is possible for a sequence number that any of 

the RREP can have in the current situation. RREP received from malicious node is marked as 

NOT CONSIDER [13, 14].  

 

 
Fig -2:  Overall System Architecture 

 

Anonymous Key Establishment 

 

  Each node employs anonymous key establishment to anonymously construct a set of 

session keys with each of its neighbors. Our key establishment protocol uses elliptic curve 

Diffie-Hellman (ECDH) key exchange and uses group signature to achieve key confirmation for 

established session keys [7, 14]. Every node in the ad hoc network communicates with its direct 

neighbors within its radio range for anonymous key establishment.  

 

Privacy-Preserving Route Discovery 

 

Route Request (RREQ): [14, 15] There is a node S (source) intending to find a route to a 

node D (destination) and S knows the identity of the destination node D. S chooses a random 

number 𝑟𝑆 and uses the identity of node D to encrypt a trapdoor information that only can be 
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opened with D’s private ID based key. S then selects a sequence number seq no for this route 

request and another random number NS as the route pseudonym which is used as the index for a 

specific route entry . 

 

Route Reply (RREP): [14, 15] After node D finds out the destination node it sends reply 

message to the source node. For route reply messages, unicast method is used to save the 

communication cost. D chooses a random number 𝑟𝐷 and computes a ciphertext 𝐸𝑠(D,S,𝑟𝑆P, 𝑟𝐷P)  

showing that he is the valid destination capable of opening the trapdoor information. A session 

key 𝐾𝑆𝐷  = 𝐻2(𝑟𝑆𝑟𝐷P|S|D) is computed for data protection. 

 

Data Packet Transmission 

 

After the source node S successfully finds out a route to the destination node D, S can 

start unobservable data transmitted under the protection of pseudonyms and keys. The message 

sent from the source is added with the pseudonym. After that the indermediate nodes decrypt the 

message and send to the destination. By looking up in his route table, D knows himself is the 

destination of this packet. So he is able to decrypt the encrypted payload with the session key 

[16].  

 

Malicious Node Detection 

 

In this proposed mechanism, an intermediate node receiving unusual routing information 

from its neighbor node examines that neighbor node as a malicious. Each and every intermediate 

node attach the information about malicious nodes in its routing table in to the route reply 

packet. Every node receiving this reply packet is then updates its own routing table with this 

information. [14] The node receiving fake routing information will discover the malicious node 

by recognizing false routing information or validating its routing table. The node then informs its 

neighbors not to consider the routing information send by the malicious node. Thus in AODV 

protocol, when a node receives a route reply packet (RREP), it checks the sequence number 

value in routing table; if it is greater than the one in the RREP, the RREP packet is accepted; 

otherwise it is discarded. 

 

CONCLUSION  
 

In the mobile Ad-Hoc networks due to the mobility of the nodes the privacy protection is 

very important task. Privacy-preserving routing is crucial for some ad hoc networks that require 

stronger privacy protection. The existing anonymous routing protocols mostly consider the 

anonymity and partial unlinkability in MANET, and majority of them utilize asymmetric 

attributes of public key cryptosystems for achieving their own goals. The complete unlinkability 

and unobservability were not assured due to the incomplete content protection messages. We 

proposed an unobservable routing scheme resistant against DoS attacks using ADODV protocol 

based on group signature and ID-based cryptosystem. The design offers strong privacy 

protection complete unlinkability and content unobservability for MANET. Security inspection 

reveals that it provides strong privacy protection and more resistant against attacks caused by 

node compromise. The performance analysis shows that the protocol has satisfactory 
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performance in terms of Packet Delivery Ratio (PDR), latency and normalized control bytes. The 

proposed work defends against wormhole attacks. The proposed system detects and removes 

malicious nodes during the route discovery phase. Nodes receiving RREP verify the correctness 

of routing information. As there is no extra control packets added in the proposed algorithm, 

Packet Delivery Ratio would be improved greatly as the malicious nodes are isolated. 
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