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ABSTRACT 

 

 Now a day, most of the people uses computer especially web for online transaction, 

booking etc. So the aim of the hacker is to get all personal details of the people. Thus we need to 

provide more security to webserver and database server. In classical intrusion prevention system, 

the webserver receives HTTP requests from user clients and then issues SQL queries towards 

database server to retrieve and update data. In this paper, an intrusion prevention system is used 

to prevent the web services from web attack.  This uses a new concept of lightweight 

virtualization technique in which each user are provided with a dedicated container, an isolated 

virtual environment. This proposed session-separated web server architecture enhances the 

security performances and also provides the isolation between the information flows. In order to 

prevent the attack that occur through normal behaviours on a session level, Casual Mapping 

method is used to map between the web server requests and the subsequent DB queries. It 

monitoring both web and database request using sensors so that it is able to prevent a large 

number of attacks compared to others. 

 

Key words: Multi-Tier Web Application, Web Service, Anomaly Detection, Virtualization, 

Session ID, DDoS attack 

 

 

 

 

INTRODUCTION   

  

Client–server architecture forms a Multi-tier architecture in which data management and 

application processing functions are logically separated. The back-end database servers are kept 

protected behind a firewall [2] and web application is viewed by the user to access set of services 

which are remotely accessible over the Internet. Collectively, three tier architectures are 

programming models that enable the distribution of application functionality across three 

independent systems. Intrusion prevention has a key role in system security. A current extension 

of IDS technology is the intrusion prevention system (IPS), which can detect an intrusion and 

also prevent that intrusion from successfully attacking the organization by means of an active 

response. 

 

http://en.wikipedia.org/wiki/Client%E2%80%93server_architecture
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Web based attacks have recently become diverse, as attention is focused to attack back-

end database system rather than front-end by exploiting vulnerabilities of the web applications 

[1]. An intrusion prevention system is a device or software application that monitors network for 

malicious activities and produces alerts. IPS currently examines network traffic individually 

within both the webserver and database system using the sensors. IPS identifies known attack by 

matching misused-pattern or signatures [12] and also identifies abnormal network traffic that 

deviates from normal traffic behavior. The IPS [3] can identify attack that occur through 

abnormal network traffic but cannot able to detect the attacks that occur through normal traffic. 
 

However these classical IPS [3], [13] cannot detect the cases where normal traffic is used 

to attack the web server and the database server. This type of attack can be detected if the web 

sensors and database sensors can identify that a request from the web server is not associated 

with user access SQL query. Unfortunately, the existing IPS system is not feasible to detect such 

causal mapping between web server traffic and DB server traffic. 

 

In this paper, a new approach called as “SESSIONGUARD “which is a system used to 

prevent attacks in multitier web application. This IPS detection has been achieved by using the 

technique called lightweight virtualization” and sensor at both side. The web server-side sensor 

would check typical user login traffic and the database-side sensor would check only the 

privileged user traffic. Each user’s is assigned with a dedicated web session. Session is an 

isolated virtual computing environment. Each session will be having unique ID called as session 

ID. This unique ID can be used to accurately associate the web request with the subsequent DB 

queries. Thus, it builds a causal mapping profile by taking both the web server traffic and 

database traffic into account and use anomaly detection for detecting DDoS attack by using 

pattern matching [12]. An alternative is lightweight virtualization, generally based on some sort 

of session concept. Using this approach, both the front end and back end transactions can be 

prevented from attacks. Sensors check and collect all the traffic that pass through the system and 

pass that to mapping model. It sense both web and database requests, and help to increase 

bandwidth utilization and extra power usage of each web services within the path of the 

transmission. 

 

Many studies were conducted on the web based attack and particularly on SQL injection Attack 

and DDoS attack. In this paper we are describing the existing methods, comparison, and 

suggested solutions. In presentation Introduction section is followed by challenges involved in 

web service and describes about how to secure the web server and database server from the 

related attacks and the attack detection process. Finally concludes the paper with the highlights. 

 

 

RELATED WORK/SURVEY 
 

   The existing system, classic three-tier model, unable to tell which transaction corresponds to 

which request. The communication between the web server and the database server is not 

separated. An intrusion prevention system (IPS) is a device or software application that system 

activities for malicious activities and produces alerts. A network Intrusion Detection System [13] 

can be classified into two types: anomaly detection and misuse detection. Anomaly detection [5], 

[10] first requires the IDS to define and characterize.  Behavior models are built by performing a 
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statistical analysis on historical data or by using rule-based approaches to specify behavior 

patterns. An anomaly detector [10] then compares actual usage patterns against established 

models to identify abnormal events. 
 

  As a result, the number of web application vulnerabilities has increased sharply. Toward the 

automated detection approach [4] operates in two steps. In the first step, it infers specifications 

that (partially) capture a web application’s logic. These specifications are in the form of likely 

invariants, which are derived by analyzing the dynamic execution traces of the web application 

during normal operation. The intuition is that the observed, normal behaviour allows one to 

model properties that are likely intended by the programmer. This step is necessary to 

automatically obtain specifications that reflect the business logic of a particular web application. 

In the second step, it analyzes the inferred specifications with respect to the web application’s 

code and identifies violations [6]  

 

   In Database Intrusion Detection Using Weighted Sequence Mining [7], data mining has 

attracted a lot of attention due to increased generation, transmission and storage of high volume 

data. Database stores valuable information, its security has started getting attention by the 

hacker. An Intrusion Detection System (IDS) [3] is used to detect potential violations in database 

security. In database, some of the attributes are considered more sensitive to malicious 

modifications compared to others. The algorithm is proposed [13] for finding dependencies 

among important data items in a relational database management system. Any transaction that 

does not obey these dependency rules are identified as malicious. 

 

   The past few years have witnessed an alarming increase in large-scale attacks: automated 

attacks [4] carried out by large numbers of hosts on the web. These may be the work of worms, 

zombies, or large numbers of hackers running attack scripts. Such attacks have the following 

characteristics: they originate from many different hosts, target a nonnegligible fraction of 

vulnerable hosts on the Internet, and are repetitive. This approach, called COVERS [6], uses a 

forensic analysis of a victim server’s memory to correlate attacks to inputs received from the 

network, and develop a signature that characterizes inputs that carry attacks. The signatures 

capture the characteristics of the underlying vulnerability rather than the characteristics of an 

attack. [9] 

 

   Intrusion alerts correlation [9],[13] provides a collection of components that transform 

intrusion detection sensor alerts into succinct intrusion reports in order to reduce the number of 

replicated alerts, false positives, and no relevant positives.  

 

PROPOSED STRATEGY 

 

SessionGuard is an Intrusion Prevention System (IPS) that models the network behavior 

of user sessions across both the front-end webserver and the back-end database. SessionGuard 

sensors are used at both front end and back end detection process. Here it dynamically tracks the 

information flow to understand taint propagations and to prevent intrusions. The new Session 

based web server architecture enables us to separate the different information flows by using 

light weight virtualization [8].  
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Within a light weight virtualization environment we ran many copies of web server 

instances so that each one isolated from the rest and separate the information flow [1]. This 

provides a means of tracking the information flow from the web server to the database server for 

each session. It detects SQL injection attacks by taking the structure of the web request and 

database queries without looking into the values of input parameter. It utilizes the ID to separate 

session traffic as a way of extracting and identifying causal relationship between web server 

request and database query event. This approach dynamically generates new session. This system 

chooses to separate communications at the session level so that a single user always deals with 

the same web server instances. Sessions represent different users and the communication of a 

single user goes through to the same dedicated web session, thereby allowing us to identify 

suspect behavior by both session and user. 

 

 

    

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 1: Proposed system 

 

If detect abnormal behavior in a session, will treat all traffic within this session as tainted 

and the session will be destroyed immediately. It is possible to initialize thousands of sessions on 

a single physical machine, and these virtualized sessions can be discarded, quickly reinitialized 

to serve new sessions.  

 

Even if the application logic of the web server build a correct model, it would be 

impossible to detect attacks within huge amounts of concurrent real traffic unless we had a 

mechanism to identify the pair of the HTTP request and SQL queries that is causally generated 
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by the HTTP request. However, within our web server session, it is a straightforward matter to 

identify the causal pairs of web requests and resulting SQL queries. Moreover as traffic can 

easily be separated, it becomes possible for us to compare and analyze the request and queries 

across different sessions.    

 

Here there are sensors at both sides of the servers. At the web server, sensors are 

deployed on the host system and cannot be attacked directly since only the virtualized session is 

exposed to attackers. The sensors cannot be attacked at the database server, as it is assumes that 

the attacker cannot completely take control of the database. It will identify when there are such 

sessions so that we may have false positives in our detections.  The number of false positives 

depended on the size and coverage of the training sessions. Finally, this SessionGuard 

application reduced the false positives for both static and dynamic pages with absolute 

accuracies. Our system is effective at capturing the following types of attacks in front-end and 

backend. 

 

The overall system can be breakdown into four different modules, they are  

 

1. User control. 

2. Session Handling. 

3. Query Mapping. 

4. Attack Detection. 

 

1. User control module: 

 

There are three different users that use this system and they are Normal user, Admin, Guest user. 

In this module, the normal user will be login to the web server Username and password will be 

provided to every normal user through this username and password the user can login to the web 

server.  

 

 
Fig 2: User control module 

 

This module includes authentication and establishing a secure path. Only authorized persons will 

be able to access the web service. Before accessing the service the user have to register to the 

server and that is done by admin. The admin add the details of the user have to give any 

identification details. The details may be username, password or any other details.   Those details 

will be stored in the server’s database. Whenever the user wants the service he has to give the 
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details, the server will check the details in the database. If he is registered person he can access 

the service otherwise access will be denied. Guest user can visit the site and view the new 

product etc.  

 

 

2. Session handling module 

In SessionGuard the new session based web server architecture enables us to separate the 

different information by using light weight virtualization [8]. Within a light weight virtualization 

[8] environment we ran many copies of web server instances in different containers so that each 

one isolated from the rest. This provides a means of tracking the information flow from the web 

server to the database server for each session. Here Session Handling algorithm is used. It is 

responsible for assigning correct and unique ID to the HTTP request and equivalent SQL query. 

After login to the web server the user should made connection with the web server to get the 

information from the web server for mapping connection with the web server every user have 

unique signature to denote that they are the authorized person to retrieve .While connecting to 

the web server the signature of every user will be checked and the connection will be made when 

the signature is valid otherwise the connection will not be made. The session will be generated 

session id for every user session. The data and the information about the query processed are 

stored in the container. 

3. Query Handling module 

 

Here, builds an exact model of the mapping relationships between web requests and database 

queries as the links are static. Instead of one-to-one mapping, that is, one web request to the 

webserver usually summons a number of SQL queries. As the request is at the origin of the data 

flow, we consider each request as the source. The mapping process in the model is always in the 

form of one request to a query set (rm, Qn.).The four mapping patterns are illustrated as follows.  

 

A. Deterministic Mapping  
 

This type of mapping is the most common and perfectly matched pattern. Web request rm 

appears in all traffic with the SQL queries set Qn. If in any session with the request rm, there is 

absence of a query set Qn matching the request, it indicates a possible intrusion.  

 

 

 
 

Fig 3: Deterministic Mapping 

 

B. Empty Query Set  



International Journal of Emerging Trends in Engineering and Development                     Issue 4, Vol.2 (March 2014)                                                                                                    

Available online on http://www.rspublication.com/ijeted/ijeted_index.htm                                         ISSN 2249-6149 
 

R S. Publication (rspublication.com), rspublicationhouse@gmail.com Page 602 
 

 

In some cases, the SQL query set can be the empty set. That means, the web request neither 

caused nor generated any database queries. For instance, when a web request for retrieving an 

image GIF file from the same webserver is done, a mapping relationship does not exist because 

only the web requests are noticed.  

 
 

Fig 4: Empty query mapping 

 

C. No Matched Request  

 

In this case, these queries can’t match up with any web requests, and we place these unmatched 

queries in a set NMR. Any query within set NMR is observed as legitimate.  

 

 

 
Fig 5: No Matched mapping 

 

D. Nondeterministic Mapping 

  

In this case, each time that the same type of web request arrives, it always matches up with one 

(and only one) of the query sets in the pool. It is quite difficult to identify traffic that matches this 

pattern.  

 

4. Attack prevention module 

 

1) Privileges Escalation Attack 

 

For a regular user, the web request ru will trigger the set of SQL queries Qu; For an admin, the 

request ra will trigger the set of admin level queries Qa. Suppose that an attacker logs into the 

webserver as a normal user, upgrades his/her privileges to admin using the vulnerabilities in 

the webserver, and triggers admin queries to obtain an admin’s data. This attack can never be 

detected by either the webserver IDS or the database IDS since both ru and Qa are legitimate 

requests and queries. This approach, however, can detect this type of attack since the DB query 

Qa does not match the request ru, according to the mapping model. 
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The Working flow for detecting this attack is as follows:  

 

 Step 1: User send request to user level process and also pass to mapping model. 

Step 2: Find vulnerabilities and upgrades there Privilege   

Step 3: Send admin queries to database server and also pass to mapping model. 

Step 4: Database server replies to that query. 

Step 5: mapping model compare the Request and query if it belong to that user the    

replies is forward or otherwise it is discarded.  

 

2) Exfiltration Attack detection  

 

An attacker usually takes over the webserver and therefore hijacks all subsequent 

legitimate user sessions and start launching the attacks. For instance, by hijacking other user 

sessions, the attacker sends spoofed replies or eavesdrops. The technique use here is 

Deterministic Mapping model. According to the mapping model, the web request will invoke 

some database queries (e.g., a Deterministic Mapping), then the abnormal situation can be 

detected. Since all session are separated by individual session thus attacker can only hijack it 

own session and remaining session will be protected by the hijacking process and according to 

mapping model the hijacked session will destroyed immediately. 
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Fig 6: Privileges Escalation Attack Detection 
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3) SQL Injection Attack detection 

 

Attacks such as SQL injection do not require compromising the webserver. It  use existing 

vulnerabilities in the webserver logic to inject the data or string content that contains the exploits 

and then use the webserver to relay these exploits to attack the back-end database. Since this 

approach provides a two-tier detection, even if the injected data are accepted by the webserver, 

the relayed data to the DB server would not be able to take on the expected structure for the 

given webserver request. SQL injection is a code injection technique that exploits security 

vulnerability in an application's software. For instance, since the SQL injection attack changes 

the structure of the SQL queries, even though if the injected data were to go through the web 

server, it would generate SQL queries in a different structure that could be detected as a 

deviation from the SQL query structure that would normally follow such a web request. 
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Fig 8: SQL Injection Attack Detection 
 

 

Fig 7: Exfiltration Attack Detection 
 

 

http://en.wikipedia.org/wiki/Code_injection
http://en.wikipedia.org/wiki/Security_vulnerability
http://en.wikipedia.org/wiki/Security_vulnerability
http://en.wikipedia.org/wiki/Security_vulnerability
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4) DDoS Attack detection 

 

The prevention mechanisms are: pattern detection, anomaly detection and third-party detection. 

Mechanisms with Anomaly Attack Detection: Mechanisms that deploy anomaly detection have a 

model of normal behavior, such as a model of expected system behavior. The current state of the 

system is periodically compared with the models to detect anomalies. 

 However, anomaly-based detection has to address two issues: 

 

 Threshold setting: Anomalies are detected when the current system state differs from the 

model by a certain threshold.  

 Model update:  Systems patterns evolve with time, and models need to be updated to 

reflect this change. 

 

 

 

 

 

 

 

 

 
 
 

 

 

PROPOSED SOLUTION 

 

The proposed prevention method help us to prevent from the mention attacks even 

though attack is not able to detect by the classical model SESSIONGUARD detect it. In this 

experiment we have adopted an online library access website in which the user can view the site, 

search for book and the authorized user can order the book. The new user can registered them in 

this site by filling a registration form online. Each is restricted to order one copy of a book more 

copies are not allowed. The admin have the overall controlling right on the website. When the 

user registered them the admin can accept or reject the user. And the new book are add to the 

website is totally done by the admin.  

 

The user login a unique session ID is generated. Each user has a user ID which is 

generated when they register them. This user ID and session ID is used to detect the attack. The 

session id is passing with each and every request that the user provide to the server. The session 

ID that is created will be stored in a hash table and this hash table is not affected by the attack. 

The direct url request process is also restricted. Each page in the website is totally protected by 

two layer controller. The first controller check the web request that come towards the web server 

and second layer check the request come toward the database. This both request are compared by 

mapping method if the mapping occur properly then both request are from same user otherwise 

the session is destroyed by claiming that the user is an attacker. Since for each and every user 

separated session is used the information flow is separated and we can keep the track of each 

user. For implementing this experiment we use SQL server and a apache Server to run the site. 

Fig 9: DDoS Attack Detection 
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Fig.10 Online library website                              Fig.11 Admin Account 

 

 
 

Fig 12 Session Generation 

 

CONCLUSION  
 

Multi tier Intrusion Detection Systems are used to secure the web applications. The 

system can be integrated with any e-commerce application This Intrusion Detection System that 

builds models of normal behaviour for multitier web applications from both web (HTTP) 

requests and database (SQL) queries. Here it is shown that such correlation of input streams 

provides a better characterization of the system for anomaly detection because the intrusion 

sensor has a more precise normality model that detects a large number of attacks. This system 

provides a isolated information flow for each web server session with a lightweight 
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virtualization. This proposed container-based and session-separated webserver architecture 

enhances the security performances and also provides the isolation between the information 

flows that are separated in each session. In order to detect the abnormal behaviours that occur 

through normal traffic on a client level, Casual Mapping profile model is used.The Session 

Guard IDS improve the protection of web server and database server from Distributed Denial of 

Service (DDoS) attacks. This system controls the privilege and session based attacks. Query 

injection attacks are controlled by the system. 
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