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UUnniivveerrssiittyy,,  CCoocchhiinn  

22..  PPrrooffeessssoorr,,  EECCEE  DDeeppaarrttmmeenntt,,  TToocc  HH  IInnssttiittuuttee  ooff  SScciieennccee  aanndd  TTeecchhnnoollooggyy  //  CCoocchhiinn  

UUnniivveerrssiittyy,,  CCoocchhiinn  

 

ABSTRACT 

In the present scenario, it is very important for us to ensure that our data 

communications are safe and secure. Advanced Encryption Standard (AES) is the only 

encryption standard that has not been broken till date, since its introduction in 2001.The 

paper surveys different methods to increase the efficiency of AES and describes simulation of 

a different version of substitute bytes step in AES algorithm. The increased security of AES 

is contributed by its various rounds of substitution permutation steps. In today‘s  world,  it is 

very important that the AES circuit  used  in  embedded  systems  be  fast  and  efficient. 

Among the various steps that constitute AES, Substitute   bytes step   is the most time and 

power consuming step.  In this step, input data bits are replaced by S-box elements, which is 

a look-up table developed by the designers of AES. For   increasing   the   speed and memory 

efficiency of AES, S-box is replaced by   polynomial representations and implemented using 

combinational circuits. 

Keywords: Advanced Encryption Standard, Substitute Bytes Step, polynomial 

representations. 

 

 

INTRODUCTION 

Cryptography is the science of information and communication security. 

Cryptography enables confidentiality of communication through an insecure channel. 

Cryptographic applications are becoming increasingly more important in today‘s world of 

data exchange. Cryptographic services are essential in order to provide integrity of private 

data being transmitted. It protects against unauthorized parties by preventing unauthorized 

alteration of data. In practice, cryptography is the task of transforming information into a 

form that is not understandable, but at the same time allows the actual recipient to retrieve the 

original information using a secret key. There exist certain algorithms that don't need a key at 

all. An example is a simple Caesar-cipher that encrypts text by replacing each letter with the 

letter thirteen places down in the alphabet. Encryption and decryption are the two main 

functions in cryptography system. Encryption is used to provide confidentiality for data. 

Encryption also allows secure communication over an insecure channel especially Internet. 

The data to be protected is called plaintext. Encryption transforms the plaintext into 

ciphertext. Ciphertext can be transformed back into plaintext using decryption.   
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The Approved algorithms for encryption and decryption are: the Advanced 

Encryption Standard (AES) and the Triple Data Encryption Algorithm (TDEA). TDEA is 

based on the Data Encryption Standard (DES), which is no longer approved for Federal 

Government use, except as a component of TDEA. The Advanced Encryption Standard, 

referenced as AES, is the only standard approved by the US Government. Advanced 

Encryption Standard (AES) specifies the Rijndael Algorithm , a symmetric-key block cipher 

published by National Institute of Standards and Technology (NIST) in 2001. Advanced 

Encryption Standard is the successor of Data Encryption Standard which was in use during 

the early 1977 to 1990.  DES  is based on a symmetric key algorithm that uses a 56-bit key. 

However by the mid 1990‘s, it was clear that the DES with 56-bit is insecure for many 

applications since the key is very small. Then it was upgraded to Triple DES which was 

believed to be practically secure although there are theoretical attacks. Thus in Nov 26,2001 

the federal information processing standards publication 197(FIPS 197) specified an 

algorithm called Advanced Encryption Standard (AES). 

AES is based on the principle known as Substitution Permutation network (SP-

network) which means there will be a series of linked mathematical operations in the block 

cipher algorithm. The operations are based on Rijndael algorithm., whose name is based on 

the names of its two Belgian inventors, Joan Daemen and Vincent Rijmen. It is a Block 

cipher, which means that it operates on a fixed-length group of bits,  called blocks. It takes an 

input block of 128 bits, and produces a corresponding output block of the same size.  This 

operation requires another input, which is the secret key. For the AES algorithm, the length of 

the input block, and the output block is 128 bits. The AES algorithm uses a round function 

that is composed of four different byte-oriented transformations: 1) Substitute bytes, 2) Shift 

rows, 3) Mix columns, and 4) Addround key.  The different transformations operate on the 

intermediate results, called state. The state is a rectangular array of bytes .128 bits is divided 

into 16 bytes and represented as 4x4 array. 

 

 

 
 

Fig 1: Encryption part of AES algorithm 

 

The SubBytes transformation performs non-linear bytes transformation using an S-

box .Next, the ShiftRows transformation performs the fixed cyclic byte shift according to 

different row positions. In the 0th row, this row does not act byte shift. In the 1st row, this 

row acts one byte shift. In the 2nd row, this row acts two bytes shift. In the 3rd row, this row 
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acts three bytes shift. The ShiftRows performs cyclic left shift during AES encryptions, and it 

performs cyclic right shift during AES decryptions.In substitute bytes step using S-box, pre-

computed values are stored in a ROM based lookup table. However, this method suffers from 

an unbreakable delay since ROMs have a fixed access time for its read and write operation.  

Furthermore, such implementation is expensive in terms of hardware.So a new method is 

proposed for S-box substitution step [2]. 

 

 

RELATED WORK 

Various approaches have been carried out for improving AES  and a few of them are 

briefly discussed in this section . 

 

Ritu Agarwal et al., 2011[7] talks of various encryption algorithms. It describes DES- 

Data Encryption Standard DES as a block cipher ,a form of secret key encryption that was 

selected by the National Bureau of Standard as an official Federal Information Processing 

Standard (FIPS) for United States in 1976 and which has subsequently enjoyed widespread 

use internationally. It is based on symmetric key algorithm that uses a 56 bit key.The Data 

Encryption Standard (DES) became effective in July 1977. It was reaffirmed several times, 

but   the DES algorithm is no longer approved to adequately protect Federal government 

information. Therefore, DES was withdrawn as an approved algorithm in 2005. However, 

DES  may  continue to be used as a component function (i.e., the cryptographic engine) of the 

Triple Data Encryption Algorithm (TDEA). 

  

In January 1997, the National Institute of Standards and Technology (NIST) 

announced the initiation of an effort to develop the AES and made a formal call for 

algorithms on September 12, 1997. After public analysis of the finalists, NIST  approved 

Rijndael as the new Advanced Encryption Standard (AES) on 2nd October 2000. It is 

expected to replace the DES and Triple DES so as to fulfill the stricter data security 

requirement because of its enhanced security levels .In the summer of 2001, AES replaced 

the aging DES as the Federal Information Processing Encryption Standard (FIPS). DES is 

seen as reaching the end of its life, as cracking of its cipher is seen to be more tractable on 

current computer hardware. The AES algorithm will be used for many applications within the 

government and in the private sector. Breaking an AES encrypted cipher text by trying all 

possible keys is currently computationally infeasible with technology advances. 

 

Oyshee Brotee Sahoo et al.,2011[3] presents an optimized Substitution Box(S-Box) 

for Advanced Encryption Standard (AES) design. S-Box is one of the most important 

component of AES. They have modified the affine transformation, which  is a step in the 

construction of s-box and tried to reduce the time complexity of AES.But the time 

consumption for AES S-Box is not that much decreased by the proposed affine 

transformation  

 

PROPOSED METHODOLOGY [2] 

 

SUBBYTE AND INVERSE SUBBYTE TRANSFORMATION 
 

The SubByte transformation is done by taking the multiplicative inverse in GF( )  

followed by an affine transformation[2]. For  InvSubByte transformation, the inverse affine 

transformation is applied first prior to computing the multiplicative inverse[2] 
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MULTIPLICATIVE INVERSE IN GF (2
8
)  

The individual bits representing a GF (28) element can be viewed as coefficients to 

each power term in the GF(28)  polynomial. For instance,  10001011 2 is representing the 

polynomial  𝑞7 + 𝑞3 + 𝑞 + 1  in GF(28)  . Any arbitrary polynomial can be represented as bx 

+ c, given an irreducible polynomial of 𝑥2 + 𝐴𝑥 + 𝐵. Thus, element in GF(28)  may be 

represented as bx + c where b is the most significant nibble while c is the least significant 

nibble. The multiplicative inverse is computed using the equation below[9] 

 

(𝑏𝑥 + 𝑐)−1 = 𝑏(𝑏2𝐵 + 𝑏𝑐𝑎 + 𝑐2)−1𝑥 + (𝑐 + 𝑏𝑎)(𝑏2𝐵 + 𝑏𝑐𝑎 + 𝑐2)−1 
 

the irreducible polynomial that we selected is 𝑥2 + x + λ Since A = 1 and B = λ, 

then the equation is simplified to the form as shown below 

(𝑏𝑥 + 𝑐)−1 = 𝑏(𝑏2𝐵 + 𝑏𝑐𝑎 + 𝑐2)−1𝑥 + (𝑐 + 𝑏𝑎)(𝑏2𝐵 + 𝑏𝑐𝑎 + 𝑐2)−1 

 

ISOMORPHIC MAPPING AND INVERSE ISOMORPHIC MAPPING 

 

The multiplicative inverse computation will be done by decomposing the more 

complex GF(28)  to lower order fields of GF(21), GF(22)  and GF((22)2) [2] . In order to 

accomplish the above, the following irreducible polynomials are used. 

   GF(22)  → GF(2 )   : 𝑥2 + 𝑥 + 1 

  GF((22)2) → GF(22) : 𝑥2 + 𝑥 + ∅ 

  GF(((22)2)2) → GF((22)2)  :     𝑥2 + 𝑥 + ⅄ 

where ∅={10}2, ⅄={1100}2 

Computation of the multiplicative inverse in composite fields cannot be directly 

applied to an element which is based on GF(28)  .That element has to be mapped to its 

composite field representation via an isomorphic function, δ. Likewise, after performing the 

multiplicative inversion, the result needs to be mapped back from its composite field 

representation to its equivalent in GF(28)  via the inverse isomorphic function, 𝛿−1. Both δ 

and 𝛿−1 can be represented as an 8x8 matrix. Let q be the element in GF(28)  , then the 

isomorphic mappings and its inverse can be written as δ*q and 𝛿−1*q, which is a case of 

matrix multiplication as shown below, where 𝑞7 is the mostsignificant bit and 𝑞0 is the least 

significant bit. 

 

 
Fig 2: Isomorphic function [2] 
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Fig 3: Multiplicative Inverse Circuit[2] 

 

 COMPOSITE ARITHMETIC FIELD OPERATIONS 

 Any arbitrary polynomial can be represented by bx + c where b is upper half 

term and c is the lower half term. Therefore, from here, a binary number in Galois Field q can 

be split to 𝑞𝐻x + 𝑞𝐿. For instance, if q = {1011}2, it can be represented as {10}2x + {11}2, 

where 𝑞𝐻 = {10}2 and 𝑞𝐿  = {11}2. The decomposing is done by making use of the 

irreducible polynomials. Using this idea, the logical equations for the addition, squaring, 

multiplication and inversion can be derived. 

 

ADDITION IN GF (𝟐𝟒) 

 

Addition of 2 elements in Galois Field is equivalent  to simple bitwise XOR operation 

between the 2 elements. 
 

 SQUARING IN GF (𝟐𝟒) [2] 

 

  Let k =𝑞2, where k and q are elements in GF(24),represented by the binary number 

of {𝑘3𝑘2𝑘1𝑘0}2  and {𝑞3𝑞2𝑞1𝑞0}2 respectively. 

 k=𝑘3𝑘2 
𝑘𝐻

𝑘1𝑘0 
𝑘𝐿

=𝑘𝐻𝑥 + 𝑘𝐿=(𝑞3𝑞2 
𝑞𝐻

𝑞1𝑞0 
𝑞𝐿

)2=(𝑞𝐻𝑥 + 𝑞𝐿)2=𝑞𝐻
2𝑥2 + 𝑞𝐿

2 

The 𝑥2  term can be modulo reduced using the irreducible polynomial , 𝑥2+x + ∅. 

By setting, 𝑥2 = x + ∅,  

k =𝑞𝐻
2(x +  φ) + 𝑞𝐿

2 ∈ GF(22). 

𝑘𝐻  =𝑞𝐻
2=(𝑞3𝑞2)2=(𝑞3𝑥 + 𝑞2)2=𝑞3𝑥

2 + 𝑞2 

Using 𝑥2 = 𝑥 + 1, 𝑘𝐻=𝑞3(𝑥 + 1) + 𝑞2 ∈ GF(2).-----------1 

𝑘𝐿=𝑞𝐻
2φ + 𝑞𝐿

2=(𝑞3𝑞2)2{10}2+(𝑞1𝑞0)2=(𝑞3𝑥 + 𝑞2)2({1}2𝑥 + 0)+ (𝑞1𝑥 + 𝑞0)2 

𝑘𝐿=𝑞3𝑥
3+𝑞2𝑥+𝑞1𝑥

2 + 𝑞0 

Substituting    𝑥2 = x + 1, 𝑥3=𝑥2 x 𝑥 

Substituting and cancelling equal terms, 𝑥3=1 

𝑘𝐿=𝑘1𝑥 + 𝑘0=(𝑞2 + 𝑞1) 𝑥+(𝑞3 + 𝑞1 + 𝑞0) ∈ GF(2).  -------2 

From 1 and 2,  

𝑘3=𝑞3 
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𝑘2=𝑞3 + 𝑞2 

𝑘1=𝑞2 + 𝑞1 

𝑘0=𝑞3 + 𝑞1 + 𝑞0 

 

MULTIPLICATION WITH CONSTANT, ⅄ [2] 

 

 Let k=q ⅄, where ⅄={1100}2 

k =𝑘3𝑘2 
𝑘𝐻

𝑘1𝑘0 
𝑘𝐿

=𝑘𝐻𝑥 + 𝑘𝐿=(𝑞3𝑞2 
𝑞𝐻

𝑞1𝑞0 
𝑞𝐿

) 𝜆3𝜆2 
𝜆𝐻

𝜆1𝜆0 
𝜆𝐿

 

k =(𝑞𝐻𝑥 + 𝑞𝐿)( 𝜆𝐻𝑥 + 𝜆𝐿)  , 𝜆𝐿 can be cancelled out since 𝜆𝐿={00}2 

So k=𝑞𝐻𝜆𝐻𝑥2 + 𝑞𝐿𝜆𝐻  𝑥 

By setting, 𝑥2 = x + ∅,  k=𝑞𝐻𝜆𝐻(x +  ∅) + 𝑞𝐿𝜆𝐻  𝑥 

k=(𝑞𝐻𝜆𝐻  +  𝑞𝐿𝜆𝐻) 𝑥              
𝑘𝐻

 +𝑞𝐻𝜆𝐻  φ     
𝑘𝐿

   ∈ GF(22). 

It can be further broken down to  GF(2). 

𝑘𝐻 = 𝑞𝐻𝜆𝐻  +  𝑞𝐿𝜆𝐻 

𝑘𝐻=(𝑞3𝑞2) {11}2+ (𝑞1𝑞0) {11}2 

𝑘𝐻 = (𝑞3𝑥 + 𝑞2) (x + 1) + (𝑞1𝑥 + 𝑞0) (x + 1) 

Substituting 𝑥2 = x + 1, 

𝑘𝐻 = 𝑞3 (x + 1) + (𝑞3 + 𝑞2) x +𝑞1 (x + 1)+ (𝑞1 + 𝑞0) x + 𝑞0 

𝑘3𝑥 + 𝑘2 =(𝑞2 + 𝑞0) x +( 𝑞3 + 𝑞2 + 𝑞1 + 𝑞0) ∈ GF(2).--------------1 

The same procedure is taken to decompose 𝑘𝐿 to GF(2). 

𝑘𝐿 = 𝑞𝐻𝜆𝐻  ∅ 

𝑘𝐿 = (𝑞3𝑞2) {11}2{10}2 

𝑘𝐿 =  (𝑞3𝑥 + 𝑞2) (x + 1)x 

Substituting 𝑥2 = x + 1 and  𝑥3 = 1 

Then 𝑘𝐿=(𝑞3 + 𝑞2 + 𝑞2) x +  (𝑞3 + 𝑞3 + 𝑞2) 

𝑘1𝑥 + 𝑘0 =  𝑞3𝑥 + 𝑞2  ∈ GF(2) .--------------2 

From 1 and 2, 

  𝑘3=𝑞2 + 𝑞0 

                𝑘2=𝑞3 + 𝑞2 + 𝑞1 + 𝑞0 

               𝑘1= 𝑞3 

 𝑘0=𝑞2   

 

GF(𝟐𝟒) MULTIPLICATION [2] 

 

 Let k=qw where k= {𝑘3𝑘2𝑘1𝑘0}2 , q= {𝑞3𝑞2𝑞1𝑞0}2 and w=  {𝑤3𝑤2𝑤1𝑤0}2 

𝑘𝐻𝑥 + 𝑘𝐿 = (𝑞𝐻𝑥 + 𝑞𝐿)( 𝑤𝐻𝑥 + 𝑤𝐿) 

By setting, 𝑥2 = x + ∅, 

k =(𝑞𝐻𝑤𝐻+ 𝑞𝐻𝑤𝐿+ 𝑞𝐿𝑤𝐻)x + 𝑞𝐻𝑤𝐻  ∅+ 𝑞𝐿𝑤𝐿) ∈ GF(22). 

 

There exists addition and multiplication operations in GF(22). Addition in GF(22) is 

bitwise XOR operation. Multiplication in GF(22) on the other hand, requires decomposition 
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to GF(2) to be implemented in hardware. Also,  the expression would be too complex if it is 

to be broken down to GF(2). Thus, the formula for multiplication in GF(22) and constant φ 

will be derived. 
 

GF(𝟐𝟐)) MULTIPLICATION [2] 

 

 Let k=qw where k= {𝑘1𝑘0}2 , q= {𝑞1𝑞0}2 and w=  {𝑤1𝑤0}2 are elements of GF(22). 

𝑘1𝑥 + 𝑘0 = (𝑞1𝑥 + 𝑞0)(𝑤1𝑥 + 𝑤0) 

Substituting 𝑥2 = x + 1, 

𝑘1𝑥 + 𝑘0 = (𝑞1𝑤1+𝑞0𝑤1+𝑞1𝑤0)x +  (𝑞1𝑤1+𝑞0𝑤0) ∈ GF(2). 

𝑘1 = 𝑞1𝑤1+𝑞0𝑤1+𝑞1𝑤0 

𝑘0 =  𝑞1𝑤1+𝑞0𝑤0 

 

MULTIPLICATION WITH CONSTANT, ∅ [2] 

 

 Let k=q ∅ where k= {𝑘1𝑘0}2 , q= {𝑞1𝑞0}2 and ∅ ={10}2 are elements of GF(22). 

𝑘 = 𝑘1𝑥 + 𝑘0 =( 𝑞1𝑥 + 𝑞0)x 

𝑘 =  𝑞1𝑥
2 + 𝑞0x 

Substituting 𝑥2 = x + 1, 

𝑘 = ( 𝑞1 + 𝑞0)x + 𝑞1 ∈ GF(2). 

𝑘1 = 𝑞1 + 𝑞0 

𝑘0 = 𝑞1 

 

AFFINE TRANSFORMATION 

 

Affine Transformation and its inverse of an 8-bit vector ‗a‘ is shown below 

 

 
    

Fig 4: Affine Transformation[2] 
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   Fig 5: Inverse Affine Transformation [2] 

 

RESULTS AND DISCUSSION 

VHDL simulation results of substitute bytes step using conventional S-box  and inverse S-

box  in AES algorithm are shown 

 

 
 

Fig-6: Simulation Result of Subbytes  step 

 

Fig-7: Simulation Result of InverseSubbytes  step 

VHDL simulation results of substitute bytes step using modified S-box  and inverse S-box  in 

AES algorithm are shown below 

 

Fig-8: Simulation Result of Subbytes  step using modified S-box 
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Fig-9: Simulation Result of Inverse Subbytes  step using modified S-box 

 

CONCLUSION 

AES algorithm is unavoidable in todays world of data exchange. In this work,a 

system is proposed for increasing the speed and memory efficiency of AES algorithm. The 

system has been simulated in VHDL .When implemented using reconfigurable FPGA device, 

the system is expected to reduce the number of slices utilized and required time. 
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