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ABSTRACT 

 

  Data security is one of the key features in today’s world of advanced internet usage. 

From thousands of years back our ancestors have invented several ways of passing information 

in hidden form. As years passed, we invented several steganographic systems for message 

passing. The accessibility of the internet in every corner of the world forced the user of 

steganographic systems to invent and implement a much better secured algorithm for encryption 

and decryption of text. Here I propose a framework for embedding text string into digital color 

images and the text embedded is perceptually invisible to the Human Visual System. Nowadays 

many text steganographic systems which pass the text with digital media as a form of message 

digest can be hacked easily. Here a 32-bit secret key will be provided by the Encoder. The plain 

text is converted into a byte stream with respect to the UNICODE values of the characters 

present in the text. Triggering the UNICODE byte stream with the secret key and hash function 

produces the pseudo byte stream. Then embed each bit of  pseudo byte stream directly to LSBs 

of RGB bytes of image pixels and the text will become the physical property of the encrypted 

image ensure invisibility of text. On the other end if an invader tries to perform the extraction of 

text with a wrong secret key, he will not get succeeded. The extraction of text is blind i.e., other 

than the secret key nothing is needed for text decryption. This method can be used in Military 

applications mainly, as messages can be sent from one person to another with less chance of 

information being detected by an invader. 

  
Key words: Steganographic System, text encryption, decryption, secret key, pixel, blind 

extraction, UNICODE, military. 

 

  

 

INTRODUCTION   

  

Now a day in the field of Data Communication, text steganographic system with image attains 

the high priority. The key aesthetics of this kind of systems are - quality of encrypted image and 

security. Classical cryptography is one of the approaches to secure plain text messages from 

many years back. And so far the security of data transmission is concerned that can be imparted 

with the concept of steganography, watermarking, etc. In classical algorithm of steganography, 
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the text message is passed along with the host media. Some modern steganographic algorithm 

that uses images as the host media, inserts the text characters directly in the image pixel's LSBs. 

Working with LSB algorithm [1] [3] surely ensure the invisibility to HVS. But the leading 

drawbacks of these aforesaid algorithms are - passing text in the form of message digest is 

considered to be a separate packet and can easily be dropped as it is not included as a physical 

property of the host media, collaborating the LSBs from the pixels of encrypted image is 

absolutely easy. 

The proposed framework overcomes both of the aforesaid drawbacks. In current communication 

it proposes a framework for text encryption in color host image with a secure algorithm. At the 

encryption side input text that is to be passed will be converted to a byte stream corresponding 

UNICODE values of the characters present in the text. A 32-bit long secret key along with a hash 

function will be applied on the said byte stream to produce a pseudo byte stream. Subsequently 

the LSBs of R, G, B bits of the pixels of color host image will be retrieved and individual bits of 

pseudo byte stream will be embedded into those LSBs. At the extraction end the same secret key 

should be provided to decrypt the original text from the host image. If the decryption method is 

done with an improper key then no text will be extracted. Moreover if a hacker tries to 

collaborate the LSBs of image pixels he will get a wrong text because the LSBs of the encrypted 

image contain the bits of pseudo byte stream and until and unless the hash function and the secret 

key is known, no one can convert the pseudo byte stream to original text byte stream. 

BACKGROUND 

 

To protect the data we are using cryptographic systems and steganographic systems. Classical 

cryptography is one of the approaches to secure plain text messages from many years back. In 

classical algorithm of steganography [4] [5] [6] [7] [10] the text message is passed along with the 

host media. Some modern steganographic algorithm that uses images as the host media, inserts 

the text characters directly in the image pixel's LSBs. Working with LSB algorithm surely ensure 

the invisibility to HVS [2]. But the leading drawbacks of these aforesaid algorithms are - passing 

text in the form of message digest is considered to be a separate packet and can easily be dropped 

as it is not included as a physical property of the host media, collaborating the LSBs from the 

pixels of encrypted image is absolutely easy.  

To overcome these drawbacks the proposed system has introduced. It is a framework for text 

encryption in color host image with a security algorithm. At the encryption side the input text 

that is to be passed will be converted to a byte stream corresponding UNICODE values [8] [9] 

[11] [12] of the characters present in the text. A 32-bit long secret key along with a hash function 

will be applied on the said byte stream to produce a pseudo byte stream. Subsequently the LSBs 

of R, G, B bytes of the pixels of color host image will be retrieved and individual bits of pseudo 

byte stream will be embedded into those LSBs. 

TECHNIQUE FOR EMBEDDING AND EXTRACTING THE TEXT 

 

In course of color image watermarking already AN LSB algorithm was proposed. I modified the 

existing algorithm to embed text into the host image and security issues are also been imparted 

with secret key and hash function. 

 

A. Algorithm for Embedding Text using LSB Scheme: 
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Let the color host image be 'HI'. A text string 'S' will be embedded in it to form the encrypted 

image (EI) and again will be extracted from it with the implemented application software. In 

following discussion, we propose the algorithm for embedding text into the color host image. 

 

[INSERT_TEXT] 

 Input: Color host image (HI), Text String (S), Secret key (K). 

 Output: Text encrypted image (EI). 

Step1: HI = get_pixel_info (HI) 

Step2: LI = LSB_to_zero (HI) 

Step3: UT = UNICODE_chopper (S) 

Step4: HASH = Hash_func (K, LI) 

Step5: PT = Pseudo_generator (UT, HASH) 

Step6: EI = replace (LI, PT) 

 Function Definitions: 

 get_pixel_Info(): This function will bring the binary information of R, G, B 

values of the pixels of host image(HI) that forms HI. 

 LSB_to_zeroO: This function will convert the LSB of the binary values of HI to 

zero to form LI.  

 UNICODE_chopper(): This function will grab the UNICODE values of the 

characters present in the text string (S) to form byte stream (UT). 

 Hash_func(): This function will generate a byte stream with the help of a secret 

key (K) and LI to form HASH. 

 Pseudo_generator(): This function will perform XOR operation between UT and 

HASH to form PT.  

 replace(): This function will replace the LSBs of LI with the individual bits of PT 

that forms encrypted image (EI). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 1 Schematic Diagram for Text Embedding 
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B. Algorithm for Extracting Text using LSB Scheme: 

 

[EXTRACT_TEXT] 

 Input: Text encrypted image (EI), Secret key (K). 

 Output: Extracting Text (S1). 

Step1: PT1 = retrieve(EI) 

Step2: LI1 = LSB_to_zero (EI) 

Step3: HASH = Hash _ func (K, LI1) 

Step4: UT1 = UNICODE_generator (HASH, PT1) 

Step5: S1 = Text_generator (UT1) 

 

 Function Definitions: 

 retrieve(): This function will retrieve LSB of blue value of each pixel of encrypted 

image (EI) that forms PT1 i.e., the pseudo byte stream. 

 UNICODE_generator(): This function will perform XOR operation between PT1 

and HASH to form UT1. This function performs just reverse operation of 

Pseudo_generator (). 

 Text_generatorO: This function will convert the UNICODE byte stream UT1 to 

text string S1. 

Other functions are already defined during embedding text. 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 2 Schematic Diagram for Text Extracting 

 

CONCLUSION  
 

The proposed algorithm is able to embed text strings into the color host images. With the 

proposed application, text passing in hidden form through digital color images is done in a very 
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efficient manner. In the encrypted image the embedded text is entirely invisible. The 32-bit 

secret key and an efficient hash function ensure high security aspects. Moreover it is extremely 

user friendly. Secured steganographic scheme based on UNICODE values assures image 

authentication also. Since it is perceptually invisible to Human Visual System (HVS), 

meaningful images will be the output. Only knowing the secret key, extraction of text from 

encrypted image occurs. Blind extraction of text is guaranteed by this way. These messages do 

not attract attention of invaders and protect both messages and communicating parties.  Plainly 

visible cryptic message – no matter how unbreakable – will arouse suspect and this may lead to 

destruction of the coded message. By this type of steganography invisible cryptic message is 

produced. 
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