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ABSTRACT 

 

  The remote login services that uses password only systems faces widespread and 

increasing brute force and dictionary attacks. Internet banking fraud can be performed in two 

ways: either internally by genuine staff or externally by customers or suppliers. It is a great 

challenge to enable convenient login for legitimate users while preventing such attacks, in a 

banking system. Automated Turing Tests (ATTs) is an effective, easy-to-deploy approach to 

identify automated malicious login attempts with some reasonable cost of inconvenience to the 

users. This approach discusses the inadequacy of existing and proposed login protocols designed 

to address large scale online dictionary attacks in banking applications. This proposes a new 

Password Guessing Resistant Protocol (PGRP), derived upon revisiting prior proposals designed 

to restrict such attacks. While PGRP limits the total number of login attempts from unknown 

remote hosts to as low as a single attempt per username, legitimate users in most cases (e.g., 

when attempts are made from known, frequently-used machines) can make several failed login 

attempts before being challenged with an ATT. 
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INTRODUCTION   

  

In this era of globalization, information security has become more important because the 

world has becoming highly interconnected with the Internet. At present customers normally do 

banking online which is easy and time saving and at the same time which are vulnerable to 

threats. Security is the key components of a computer system. The critical aspects are becoming 

higher when it comes to online solutions which  have millions of secure transactions occurring[2]. 

Once the user credentials are passed to unintended user, the security of that particular entity in 

ongoing vulnerable harmful events could occur in different magnitudes. So the system requires a 

reliable, efficient and hardware independent solution to authenticate online systems mainly from 
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intruders and hackers. Online guessing attacks on password-based systems are inevitable and they 

commonly observed against web applications and SSH logins. In a recent report, SANS has 

identified password guessing attacks which work on websites as a top cyber security risk.  

 

As an example of SSH password-guessing attacks, one experimental Linux honey pot 

setup has reported to suffer on average 2,885 SSH malicious login attempts per computer every 

day. Interestingly, SSH server disallow standard password authentication, but may also suffer 

guessing attacks, e.g., through the exploitation of the lesser known/used SSH server configuration 

called keyboard interactive authentication. However, online attacks have many inherent 

disadvantages compared to offline attacks: attacking machines should  engage in an interactive 

protocol, thus allows easier detection; and in most cases, attackers can try very limited number of 

guesses from a single machine before being lockedout, delayed, or challenged for an Automated 

Turing Tests. Consequently, attackers  must employ a large number of machines to avoid 

detection or lock-out[1]. On the other hand, as users generally choose relatively weak passwords 

(thus allowing effective password dictionaries) online attacks are becoming much easier than 

before. 

One effective defense against automated online password guessing attacks is to better 

restrict the number of failed trials without ATTs normally to a very small number, limiting 

automated programs which are used by attackers to three free password guesses for a targeted 

account, even if different machines from a botnet are used [1]. However, this inconveniences the 

legitimate user who should answer an ATT on the next login attempt. The proposal which called 

Password Guessing Resistant Protocol (PGRP), significantly improves the system security-

usability trade-off, and can be more recently deployed beyond browser based authentication. 

PGRP is building on these two previous proposals. In particular, to limit the attackers in control of 

a large botnet, PGRP enforces ATTs only after a few failed login attempts are made from 

unknown machines. On the other hand, PGRP allows a large number of failed attempts from 

known machines without any ATT challenge. It normally defines known machines as those from 

which a successful login has been occurred within a fixed period of time. These are usually 

identified by their IP addresses which are saved on the login server as white-list cookies stored on 

client machines. A white-listed IP address and/or client cookie will expires after a certain time. 

 

BACKGROUND 

  

 Today the use of internet banking in people is increasing, at the same time it is becoming 

vulnerable to various attacks. The use of passwords has become a necessity in computer security 

but passwords are often easy to guess by automated programs or tools which are  running 

dictionary attacks. In the existing system, an automated test has been implemented that humans 

can pass, but current computer programs cannot pass. Any program that has high success over 

these tests can be used to guess passwords which cause security risks[2]. An example of such a 

test is the „captcha‟. A captcha is aunique test which is used in computing which ensures that the 

response is generated only by a person and not by any tool. The process usually involves a 

computer which asks a user to complete a simple test which ensures a successful login. These 

tests are designed which are easy for a computer to generate, but very difficult for a computer to 

solve[3], so that if a correct solution has received, it can   considered  to have been entered by a 

human. 
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The question about whether it is possible for machines to think is having a long history, 

which is firmly entrenched in the normally distinction between dualist and materialist views of 

the mind. One effective defense against the automated online password guessing attacks is to 

restrict the number of failed trails without ATTs to a very small number, limiting the automated 

programs which are used by attacker to three free password guesses for a targeted account, even 

if different machined from a various botnets are used[3]. Several other techniques have been 

deployed in practice, including: allowing login attempts continuously without ATTs from a 

different machine, when a certain number of a failed attempts occurs from a given system; 

allowing more attempts without ATTs after a time-out has occurred; and time-limited account 

locking is happened. Many existing techniques and proposals usually involve ATTs, with the 

underlying assumption that these challenges are sufficiently very difficult for the bots to solve 

and easy for most people. However, users increasingly dislike these ATTs as these are perceived 

as extra steps. Due to successful attacks which breaks these ATTs without human solvers. ATTs 

perceived to be more difficult for bots are being deployed today[4]. As a consequence of this 

arms-race, present-day ATTs are more difficult for humans users, fueling a growing tension 

between the security and usability of ATTs. Therefore, focus on reducing the user annoyance by 

challenging users with fewer ATTs, while at the same time allowing  bot logins to more ATTs, 

to drive up the economic cost to attackers. 

Although online password guessing attacks had been known since the early days of the 

Internet usage, there is little academic literature on the prevention techniques. Account locking 

is a customary mechanism to prevent these adversary from attempting multiple password for a 

particular username, the adversary can mount a DoS attack which makes enough failed login 

attempts to lock a particular account [2]. Delaying the server response after receiving the user 

credentials, whether the given password is correct or incorrect, prevents the adversary from 

attempting a large number of passwords in a considerable amount of time for a particular 

username. However, for the adversaries with has access to a large number of machines, this 

mechanism is ineffective. Similarly, prevention techniques which rely on requesting the user 

machine to perform the extra nontrivial computation prior to respond to the entered credentials 

are not effective with such adversaries. ATT challenges are used in some login protocols to 

prevent the automated programs from thebrute force and the dictionary attacks. Pinkas and 

Sander presented a login protocol based on the ATTs to protect against these online password 

guessing attacks [4]. It reduces the number of ATTs that the legitimate users must correctly 

answer so that the user with a valid browser cookie will be occasionally promoted to answer an 

ATT. A deterministic function of the entered user credentials is mainly used to decide whether 

to ask the user an ATT challenge. To improve the security features of the PS protocol, Van 

Oorschot and Stubblebine suggested a modified protocol which challenges ATTs once the 

number of failed login attempts for a particular username exceeds a particular threshold ; other 

modifications were introduced for the effects of cookie theft. 

 

JUSTIFICATION 

 

  With increasing number of online users in the real world entity, maintaining privacy details 

and protecting them with a password is becomes difficult. Password guessing attacks have been 

very increasing rapidly. To put an end to these, it proposes to use PGRP. PGRP will restrict the 

number of attempt which are made by a system or a machine and allows the legitimate user to 

have a full, much secured access over their account. PGRP appears to be suitable for 
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organizations of both small and large number of user accounts. This paper seeks to investigate 

the current debate regarding the attacks against the security of online internet banking and to 

study some of the possible remedial actions to defend these attacks [1]. PGRP can be used to 

restrict brute force attack and dictionary attack, so it enhances the security of the user‟s account.  

The general idea behind the PGRP is that user does not need to face an ATT challenge for the 

following two conditions 1) When the number of failed login attempts for a given username is 

more 2) When the remote host has been successfully logged before reaching the threshold limit 

of failed login attempts. In contrast to the previous protocols, PGRP uses either the IP 

addresses, cookie identify systems from which users have been successfully authenticated. 

Number of failed login attempts for a specific username is below a threshold, then the user is 

not required to answer an ATT challenge even if the login attempt is from a new machine for 

the first time. 

 

EXISTING SYSTEM 

 

The use of passwords is becoming a necessity in computer security but passwords are very 

often easy to guess by automated programs or tools which run dictionary attacks. In the existing 

system, an automated test is implemented that the humans can pass, but the current computer 

programs cannot pass. Any program that is having high success over these tests can be used to 

guess passwords will cause security risks. An example of such a test is the „captcha‟. A captcha is 

the test used in computing which ensures that the response is surely generated by a person and not 

by a tool. The process usually involves a computer which asks a user to complete a simple test 

ensures a successful login. These tests are designed to be very easy for a computer to generate, but 

very difficult for a computer to solve, so that if a correct solution is received, it can be assumed to 

have been entered by the human. 

Most of the time when talking of passive online attacks, we consider it as sniffing the 

password on the wired or wireless networks [4]. The password is captured usually during 

authentication phase and then compared to the dictionary file or word list. The majority of Sniffer 

tools are usually suited to sniff data in hub environment. These tools are also known as passive 

sniffers because they passively wait for the data to be sent before capturing the information. User 

account passwords are commonly hashed or encrypted when sent on the network to prevent the 

unauthorized access and use. In such cases the hacker uses his special tools to crack password. 

       The most time-consuming type of attack is the brute-force attack, which tries every 

possible combination of uppercase and lowercase letters, numbers, and symbols. A brute-force 

attack is considered to be the slowest of the three types of attacks because of the many possible 

combinations of characters in the password. However, brute force is very effective; if given 

enough time and processing power, all passwords can eventually be identified. During these 

attacks the user cannot find the attackers. 

 

 Distributed Protection mechanisms against the Distributed Brute Force Attacks 

A brute force attack on an authentication service is normally done by automated with 

attempts to log into a system with various user names and passwords. As it is recently becoming 

very popular to distribute various tasks and computations to many nodes, it is also popular to 

perform the various attacks from many different hosts, which are usually parts of a botnet. In case 

of the brute force attacks on the system authentication, individual members of the botnet can do 
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only one or a very small number of attempts to log into the destination system and thus make the 

detection of such attack much more complicated[3]. One of the services on the unix systems, 

which are most frequently attacked with the brute force attacks, is SSH (Secure Shell). 

 

 Prevention and Protection system: Common methods of the prevention against brute force 

attacks on the SSH authentication are: disabling root login, as it is the most frequently tried user 

name and compromising this account is becoming very dangerous, it is a very good idea to 

disallow user root to log into the system directly, enforcement of using strong passwords, so an 

attacker shouldnot be able to guess the correct password by the dictionary or hybrid attack, 

generating them in a generic attacks is unlikely, use of non-standard and non-deductible user 

names, running the sshd on non-standard ports, allowing only the specified source addresses to 

connect to the  system, use of asymmetric keys for the authentication instead of passwords, and 

finally blocking the source addresses from which some failed login attempts were detected. 

 

 Protection and the Tracking System: Nowadays, there is a bunch of simple software 

applications which are designated to protect a system from the brute force attacks. The principle 

of their work is to watch and parse this system log and after the detection of these predefined 

number of failed login attempts to log into the system from the same source address it modifies 

system firewall by adding the rule to drop the SSH packets from that source for a specified time 

period. This method is normally very simple and its purpose is to minimize the attacker‟s chance 

to guess the right password by reducing the number of login attempts[2]. The main weaknesses of 

this simple approach are that: they guard only one single computer at a time, each host has its own 

attackers database and detection is done only by the host itself, so it can easily ignore attack 

which is performed on many network nodes with very small number of attempts per node, 

detection is based only on the same source IP address, so the distributed attacks aren‟t detected or 

they are detected as single attacks, and they do not keep any context between these single attacks. 

Here it designed an experimental system called DBFAP (Distributed Brute Force Attack 

Protection) to test some of the new approaches of distributed attacks detection and tracking. The 

system works in a similar manner as above mentioned systems, it watches and parses the sshd log 

and it configures host firewall to block the selected source addresses. The difference is in storing 

the information about the failed attempts and in the attack evaluation. DBFAP is intended to 

protect the small or middle-sized computer network. 

 

 Dos and Don’ts of the Client Authentication on the Web: Client authentication is a very  

common requirement for modern. Web sites as more and more personalized and access-controlled 

services usually move online. Unfortunately, many of the sites use authentication schemes that are 

extremely weak and vulnerable to the attack. These problems are most often happen due to 

careless use of authenticators stored on the the client[5]. This in an informal survey of the 

authentication mechanisms used by the various popular Web sites. Of the twenty-seven sites that 

were investigated, weakened the client authentication of two the systems, gained unauthorized 

access on eight, and extracted the secret key used to mint the authenticators from one. 

 

 Secure Internet Banking Authentication scheme: The Internet has become an integral part 

of our daily lives, and the proportion of people who expect to be able to manage their bank 

accounts anywhere, anytime is constantly growing today. As such, Internet banking has become 

as a crucial component of any financial institution‟s multichannel strategy. Information about the 
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financial institutions, their customers, and their transactions is, by necessity, extremely sensitive; 

thus, doing such business through a public network introduces new challenges for security and 

trustworthiness [7]. Any Internet banking system need to  solve the issues of authentication, 

confidentiality, integrity, and nonrepudiation, which means it must ensure that only the qualified 

people can access an Internet banking account, that the information viewed remains private and 

can‟t be modified by the third parties, and that any transactions made are traceable and verifiable. 

 Attacks on authentication: Internet banking systems must authenticate the users before 

granting them access to particular services [6]. More precisely the banking system must determine 

whether a user is, in fact, who he or she claims to be by asking for direct or indirect proof of 

knowledge about some bits of secret or credential. With the assumption that only the authentic 

user can provide such answers, successful authentication eventually enables the users to access 

their private information. All Internet banking authentication methods can be classified based to 

their resistance to two types of common attacks: offline credential-stealing attacks and online 

channel-breaking attacks. Offline credential-stealing attacks aim to collect a user‟s credentials 

either by just invading an insufficiently protected client PC through malicious software (such as a 

virus or Trojan horse) or by tricking a user into voluntarily revealing his or her credentials 

through a phishing [5]. 

 Internet Banking: Client-Side Attacks and the Protection Mechanisms 

Most current Internet banking solutions use the Secure Sockets Layer (SSL) or Transport 

Layer Security (TLS) protocol to authenticate the server and to cryptographically protect the 

communication channel between the client and server. With these secure protocols, the server 

authenticates itself with a public-key certificate. The client then pseudo randomly generates the 

cryptographic secret for the session, encrypts the secret usually with the server‟s public key 

(extracted from the server‟s certificate), and transmits it to the server. 

All messages subsequently transmitted are usually cryptographically protected in terms of 

authenticity, integrity, and confidentiality with the  keys derived from the secret. Although all the 

Internet banking solutions offer equal server authentication, they differ in how they authenticate 

the users. Some of the banks use passwords or PINs[7]. Others often use transaction 

authentication or authorization numbers (TANs) and TAN lists (also known as scratch lists). Still 

others use more sophisticated user-authentication mechanisms, such as the one-time passwords or 

challenge-response systems. To the best of our knowledge, no bank of significant size has 

successfully deployed the public-key certificates for user authentication. 

 

 Client-side attacks:   In a credential-stealing attack, an adversary will tries to fraudulently 

gather user credentials either directly by invading insufficiently protected client systems, or 

indirectly by the tricking users into voluntarily revealing their credentials, using, for example, 

phishing or other social engineering techniques. These attack strategies aren‟t mutually exclusive 

and can be effectively combined. For example, some attacks, such as the pharming and visual 

spoofing, affect the client but are mounted to make the subsequent user-level attacks more 

powerful and very effective[6]. Because the attacker uses the collected credentials at a later time 

to spoof the user‟s identity, these are called offline attacks. In a channel-breaking attack, an 

adversary tries to break the security of the supposedly secure channel between the client and the 

server. Again, there are many techniques to mount such an attack. An adversary can, for example, 

crypt analyze the SSL and TLS protocol. Several such attacks have been studied in the theory, but 

none has been found particularly successful or relevant in practice. 
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 Protection against the offline credential-stealing attacks: Several mechanisms can protect the 

Internet banking users against offline credential-stealing attacks. First and foremost, many banks 

educate their users to follow the best practices and exhibit safe behavior on the Internet. This 

includes not clicking on links in e-mail messages from an unknown or unauthenticated sources, 

not executing the binary mail attachments, regularly updating and patching software, and 

installing a personal firewall or the intrusion detection/prevention system[5]. A couple of tools 

protect against the specific attacks, such as pharming, or use heuristics to help users to decide 

whether a given site is likely to be phishy. Fortunately, many browser manufacturers have not  

incorporated antiphishing technologies wouldn‟t into their products. For example, Internet 

Explorer (since version 7) includes the phishing filter, and Mozilla Firefox (since version 2) 

includes the Google‟s safe browsing technology. Spoof Stick (www.spoofstick.com) is a browser 

extension that provides a simple but relatively effective mechanism for revealing the spoofed 

(fake) websites. The tool helps users to detect spoofed sites by displaying the most relevant 

domain name information. 

 

 Protection against the online channel-breaking attacks: Unlike protection against offline 

credential-stealing attacks, only a few mechanisms will protect the Internet banking users against 

online channel-breaking attacks. It assume the SSL/TLS to be  cryptographically secure and don‟t 

consider cryptanalytical attacks (this exclusion also applies to the side-channel attacks). Instead, it 

look to be protective  against more sophisticated online channel-breaking attacks, such as MITM 

attacks[6]. Part of the reason that there are only a few measures for protecting the Internet banking 

clients against online channel-breaking attacks is that the situation is often misunderstood. For 

example, would-be experts sometimes state that the strong (possibly two-factor) user-

authentication mechanisms are needed to thwart MITM attacks. This statement is very flawed. 

Vulnerability to the MITM attacks isn‟t a user-authentication problem—it‟s a server-

authentication problem. If the users properly authenticated the server with which they establish an 

SSL/TLS session, they would be protected against MITM attacks. Unfortunately, users rarely do 

so, and whether such authentication can be enforced at all is very questionable. 

 

PROBLEM SOLUTION  

 

One effective defense against automated online password guessing attacks is to restrict the 

number of failed trials without ATT cahllenges to a very small number (e.g., three), limiting 

automated programs (or bots) which are  used by attackers to three free password guesses for a 

targeted account, even if different machines from various  botnet are used[3]. However, this 

inconveniences the legitimate user who then must answer an ATT challenge on the next login 

attempt. Many existing techniques and proposals involve the ATTs, with the underlying 

assumption that these challenges are sufficiently difficult for bots and easy for most of the people. 

However, the users increasingly dislike ATTs as these are perceived as an (unnecessary) extra 

step. Two well-known proposals used for limiting online guessing attacks using ATTs are Pinkas 

and Sander and van Oorschot and Stubblebine. The PS proposal reduces the number of ATTs sent 

to the legitimate users, but at some meaningful loss of security; for example, in an example setup 

(with p = 0:05, the fraction of the incorrect login attempts requiring an ATT) PS allows attackers 

to eliminate 95% of the password space without answering any ATT challenge. The VS proposal 

reduces this but at a significant cost to the usability; for example, VS may require all users to 

answer the ATTs in certain circumstances. 
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OBJECTIVES 

 

Password Guessing Resistant Protocol (PGRP), which is the  proposed system, enforces 

ATTs after a few failed login attempts are made from the unknown systems. It defines trusted or 

known systems as those from which a successful login has been occurred within a fixed period of 

time. These are usually  identified by their IP addresses saved on the login server as a white list. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig.1: Flow Chart 

 

 

PGRP accommodates both the graphical user interfaces and the character interfaces, while 

the previous protocols deal exclusively with the former. PGRP uses IP addresses for tracking the 

legitimate users. The proposed system is more sensitive against the  brute force and the dictionary 

attacks while also allows a number of failed login attempts for the legitimate users[2]. The 

proposed system is much more convenient than the existing system and consists of minimal steps 

for the legitimate user to login.  Two processes involved in this:If the  trusted system fails the first 

login attempt then it is given two more chances (totally three chances). If the user fails for the 

third attempt to login then the intimation will be given. If an unknown system fails in the first 

login attempt then it will not be given any more chances for ATTs and intimation The aim of this 

is to analyze security measures in online banking. This would lead to the investigating the security 

of online banking and justifying the acceptance of online banking by the customers[5]. The 

research finds out that the threats of security of online banking with and proposes different 

security measures that can be taken to protect the internet frauds. These measures will help the 

customers to improve online services provided by the banks which could develop a safeguard 

against the frauds by using the advanced security measures. 
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DATA STRUCTURES 

 

PGRP usually maintains three data structures: 

 W: A list of {source IP address, username} pairs for each pair, a successful login from the 

source IP address is initiated for the username previously. 

 FT: Each entry in this table represents the number of failed login attempts for an entered 

valid username, un. A maximum of k2 failed login attempts are usually recorded. 

Accessing a non-existing index will returns 0. 

 FS: Each entry in this table will represents the number of failed login attempts for each 

pair of (srcIP, un). Here, srcIP is the IP address for a host in W or a host with the valid 

cookie, and un is a valid username attempted from srcIP. A maximum of k1 failed login 

attempts are mainly recorded; crossing this threshold may mandate passing an ATT (e.g., 

depending on FT[un]). An entry is set to 0 after the successful login attempt. Accessing a 

non-existing index will returns 0. Each entry in W, FT, and FS has the “write-expiry” 

interval such that the entry is deleted when the given period of time (t1, t2, or t3) has 

been lapsed since the last time the entry was inserted or modified. There are different 

ways to implement the write-expiry intervals (e.g., hashbelt ). A simple approach is to 

store the timestamp of the insertion time with each entry such that the timestamp is 

updated whenever the entry is modified. At anytime the entry is accessed, if the delta 

between the access time and the entry timestamp is greater than the data structure write-

expiry interval (i.e., t1, t2, or t3), then the entry is deleted. 

 

FUNCTIONS 

 

PGRP normally uses the following functions (IN denotes input and OUT denotes output): 

 ReadCredential(OUT: unme,pw,cookie): Shows the login prompt to the user and returns the 

entered username and password, and the cookie received from the user‟s browser (if any). 

 LoginCorrect(IN: unme,pw; OUT: true/false): If the provided username-password pair is 

valid,then the  function returns true;otherwise, it returns false. 

 GrantAccess(IN: unme,cookie): These function sends the cookie to the user‟s browser and 

then enables access to the specified user account. 

 Message(IN: text): Shows the text message. 

 ATTChallenges(OUT: Pass/Fail): It challenges the user with an ATT and returns “Pass” if 

the answer is correct; otherwise, it returns “Fail”. 

 ValidUsername(IN: unme; OUT: true/false): If the provided username exists in the login 

system, the function returns true; otherwise, it returns false. 

 Valid(IN: cookie,unme,k1,state; OUT: cookie, true/false): First, the function checks the 

validity of the cookie (if any) where it is considered invalid in the following cases:  

a) the login username does not match with the cookie username; 

b) the cookie has expired; or 

c) the cookie counter remains equal to or greater than k1.  

The function returns true only when the valid cookie is received. If state = true (i.e., the 

entered user credentials are correct) the new cookie is created (if cookies are supported in the 

login system) including the following information: username, expiry date, and the counter of the 

number of failed login attempts (since the last successful login; initialized to 0). Notice that if 

state = true, the function does not send the created cookie to the user‟s browser. Rather, the 
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cookie is sent after by the GrantAccess() function. If state =false (i.e., the entered user 

credentials are incorrect) and the valid cookie is received, the cookie counter is incremented by 

one and the cookie is sent back to the user‟s browser. No action is performed for all the other 

cases performed. 

 

ALGORITHM 

     Input: 

 t1 (def=30d), t2 (def=1d), t3 (def=1d), k1 (def=30), k2 (def=3) 

// The keyword „def‟ denotes the default parameter value and the  „d‟ denotes day, k1; k2  

 unme, pw, cookie //denotes username, password, and remote 

host‟s browser cookie if any 

 W (global variable, will expires after t1)1 //white list of the  IP addresses with successful 

login 

 FT (global variable, def=0, will expires after t2) //table of number of failed logins per 

username 

 FS (global variable, def=0, will expires after t3) //table of number of failed login attempts  

indexed by (srcIP,username) for hosts in W or hosts with valid cookies 

 

1 begin 

2      ReadCredential(unme, pw, cookie) 

3      if LoginCorrect(unme, pw) then 

4        if (((V alid(cookie, un,k1,true) _ ((srcIP; unme) ) then 

5 FS[srcIP; unme]  

6  Add srcIP to W  

7  GrantAccess(unme, cookie)  

8         else 

9  if (ATTChallenge() = Pass) then 

10       FS[srcIP; unme] ( 0 

11       Add srcIP to W 

12      GrantAccess(unme, cookie) 

13 else 

14       Message(„The answer of ATT  is incorrect‟) 

15     else // username/password pair is  not correct 

16        if ((V alid(cookie, un,k1,false) _ ((srcIP; unme)))  

18      Message(„The username or password is not 

correct‟) 

19        else if (V alidUsername(unme) ^ (FT[unme] < k2)) 

then 

20      FT[unme] ( FT[unme] + 1 

21       Message(„The username or password is incorrect‟) 

22 else 

23      if (ATTChallenge() = Pass) then 

24  Message(„The username or password is not correct‟) 

25      else 

26  Message(„The answer to the ATT is not correct‟) 

27 end 
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With the increasing number of online users in the real world, maintaining the privacy 

details and protecting them with a password also becomes difficult. One effective defense against 

the automated online password guessing attacks is to restrict the number of failed trials without 

ATTs to a very small number (e.g., three), limiting automated programs (or bots) as used by the 

attackers to three free password guesses for a targeted account, even if different machines from a 

botnet are used[4]. Password Guessing Resistant Protocol (PGRP), which is the proposed system, 

enforces the ATTs after a few failed login attempts are made from unknown systems. It defines 

the trusted or known systems as those from which a successful login has occurred within a fixed 

period of time. These are identified by their IP addresses mainly saved on the login server as a 

white list. PGRP accommodates both the graphical user interfaces and character interfaces, while 

the previous protocols deal only with the former. PGRP uses IP addresses for tracking the 

legitimate users. The proposed system is more sensitive against the brute force and the dictionary 

attacks while also allows a number of failed login attempts for legitimate users. The proposed 

system is much more convenient than the existing system and consists of minimal steps for the 

legitimate user to login. 

 

CONCLUSION  
 

      PGRP accommodates both the graphical user interfaces and character interfaces, while the 

previous protocols deal exclusively with the former. PGRP uses IP addresses for tracking the 

legitimate users. The proposed system is more sensitive against the brute force and the dictionary 

attacks while also allows a number of failed login attempts for legitimate users. The proposed 

system is much more convenient than the existing system and consists of minimal steps for the  

legitimate user for login. CAPTCHAs are simple and easy to solve by the humans. The original 

purpose of CAPTCHAs is to distinguish the humans from machines[1]. To this day, no 

completely general means of solving CAPTCHAs has been emerged, nor is the cat-and-mouse 

game of creating automated solvers viable as a business model. In this regard, then, CAPTCHAs 

have been succeeded. CAPTCHAs naturally limit site access to those attackers whose business 

models are efficient enough to be profitable in spite of these costs and will act as a drag on profit 

for all actors. 

The development of the Internet banking is still at an early stage, yet it has been already 

provided interesting insights for students of innovation. Banking is a mediating technology that 

provides a service connection between the  two or more parties who wish to be interdependent, 

such as lenders and depositors. Banks mainly utilize their access to information about the 

depositors and lenders to bring them together, structure deals, design innovative products, cross-

sell and up-sell products to make the profits. The Internet is likely to have a significant impact on 

the industries that use mediating technologies. It is, however, well aware of the incompleteness of 

any set of preventive security technologies; effective protection of the Internet banking therefore 

also requires accurate and careful transaction monitoring and batch processing. Fortunately, these 

activities have a long tradition and are fairly very well understood in the banking industry. 
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