
International Journal of Emerging Trends in Engineering and Development                     Issue 4, Vol.2 (March 2014)                                                                                                    

Available online on http://www.rspublication.com/ijeted/ijeted_index.htm                                         ISSN 2249-6149 

R S. Publication (rspublication.com), rspublicationhouse@gmail.com  Page 892 
 

 

 SSEECCUURREE  NNEEIIGGHHBBOORR  DDIISSCCOOVVEERRYY  IINN  MMAANNEETT  UUSSIINNGG  

AAOOMMDDVV  PPRROOTTOOCCOOLLSS  

S.V .Analin 1#1, S. Meenatchi 2#2,K.Roobini 3#3,K.Saranya 4#4 

#1 Assistant Professor, Department of ECE, ACET, 7598014433 

#2 UG Scholar, Department of ECE, ACET, 8940111489 

#3 UG Scholar, Department of ECE, ACET, 8870209872 

#4UG Scholar, Department of ECE, ACET, 8508692105 

 

 

 

 

 

ABSTRACT  

 

Wireless Ad hoc Networks plays a key role and become a tremendous attention to the 

global communication in emergency scenario. But it has probabilities to increase the 

vulnerability attacks. Ad hoc Networks creates the versatile routing based on demand of the 

situation and to increase the vulnerability attacks. Contrasting to mobile wireless networks, Ad 

hoc Networks do not rely on any fixed infrastructure such as base station or switching centers. 

One of the basic challenges in Mobile Ad hoc Network is to discover the route with secure 

neighbor nodes and less overhead. However, due to unpredictability of ad hoc networks, it is 

hard to detect anomalies behavior in route discovery. This paper presents a new mechanism 

Random Casting (RC) of security technique in AMODV protocols in wireless networks by 

Neighbor discovery (ND).The entire framework presents here targets to improve 

meticulousness level of the global communication by considering the time and location features 

of individual nodes in the network. It defenses a reliable protection against bit level attacks and 

reduces congestion when an Intrusion Detection System (IDS) is coupled to the network. 

Key words: Wireless security, ad-hoc networks, random casting, attacks, secure neighbor 

discovery. 

 

 

 

 

 

I. INTRODUCTION  

     In the recent years, the take-up of mobile phone-enabled with Internet services however, 

initially slower than expected but now it has been a rapid expansion in the field of mobile and 

demand for  wireless ad-hoc network access has grown at an overwhelming rate. Recent 

reports indicate trends are changing in communications as social networking becomes more 

popular nowadays, generating significant traffic, and streaming video becomes increasingly 

important, constituting the largest portion of data traffic. The evolution of wireless ad-hoc 
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networks is the dynamic area in the communication field today. This is due to a confluence of 

several factors. First, there has been an explosive increase in demand for tether less 

connectivity; route discovery and support anytime, anywhere network access for portable 

user. A mobile ad-hoc network is an autonomous collection of mobile devices (laptops, smart 

phones, sensors, etc.) that communicate with each other over wireless links and cooperate in a 

distributed manner in order to provide the necessary network functionality in the absence of a 

fixed infrastructure. This type of network operating as a stand-alone network or with one or 

multiple points of attachment to cellular networks or the Internet, paves the way for numerous 

new and exciting applications. Application scenarios includes, not only limited to emergency 

and rescue operations, conference or campus settings, car networks, personal networking, etc. 

Ad hoc networks which are also called mesh networks are defined by the manner in which the 

network nodes are organized to provide pathways for data to be routed from the user to and 

from the desired destination. Actually, the two names ascribed to these networks provide 

considerable insight. Ad hoc has two definitions—the first can be either “impromptu” while 

the other is “for one specific purpose.” Ad hoc networks follow both definitions, as well. 

They are formed as they are needed (impromptu), using resources on hand, and are configured 

to handle exactly is needed by each user—a series of “one specific purpose” tasks. 

In wireless ad hoc network, neighbors are usually termed as nodes. The term mesh 

networks accurately portray the structure of the network. All available nodes are conscious of 

all other nodes within range. The entire collection of nodes is interconnected in many 

different ways, just as a physical mesh is made of many small connections to generate a larger 

framework. 

Mobile nodes within each other’s radio range can communicate directly via wireless 

links, while those that are far apart rely on further nodes to transmit messages as routers. 

Node mobility in an ad hoc network causes recurrent alteration of network topology. 

Neighbor discovery is mainly significant to the appropriate implementation of wireless 

networks. The foremost advantages of an ad hoc network: (i) independence from central 

network direction (ii) self-configuring, a node are also routers (iii) self-healing through 

continuous re-configuration (iv) scalable—accommodates the addition of more nodes (v) 

flexible—similar to being able to access the internet from many different locations 

Despite the advantages of ad hoc networking, are still quite a number of problems that 

are open. Particularly among ad hoc networks designed for the military, scalability and 

security is one of the most important open harms. The capability of fixed, wireless networks 

to convince Quality of Service (QoS) necessities is another open problem. Ad hoc networks 

further complicate the known QoS challenges in wire line networks with RF channel 

uniqueness that often change unpredictably, along with the complexity of distribution the 

channel medium with several neighbor, each with its own set of potentially changing QoS 

requirements. While ad hoc networks are typically used where they have the greatest 

emphasis on its advantages, there are some limitations: (i) each node must have full 

performance (ii) throughput is affected by system stack (iii) reliability oblige an ample 

amount of available nodes.  (iv) sparse networks can have troubles (v) large networks can 

have excessive latency (time delay), which affects some applications. 
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In this paper, we discuss the characterization of MANET .In Sec. II we describe the neighbor 

routing discovery in ad-hoc network. In Sec. III we discuss the related work and security 

problem .In Sec.  IV we give an overview of AODV protocol activities. In Sec. V we make the 

results on performance analysis based on AODV protocol by comparing the different types of 

bandwidth. In Sec. VI AOMDV protocols, in sec VII and VIII, we define the implementation, 

conditions of random casting algorithm. In Sec. IX we coupled the intrusion detection system 

AOMDV protocols in network simulator and have a comparison of performance analysis 

between AODV and AOMDV protocols. In SEC. X conclusion and future work. 

 

II. BACKGROUND DESCRIPTION OF SECURE NEIGHBOR DISCOVERY 

 

In wireless networks, routing protocols are designed because of dynamic structure (mobile 

nodes), specific nodes dedicated to control, and diverse link and node characteristics. Neighbor 

discovery (ND) is to determine the devices within radio communication is one of the building 

blocks of network for localization [15] and time based protocols. In Fig. 1a each node identifies 

[3] the nodes that are available for communications, based on signal strength, which is mainly 

related to distance, but is also affected by obstructions or interference. Some nodes may be 

beyond ranges; others may be detectable but have insufficient signal strength for reliable 

communications. Once the available nodes are identified, this information is communicated to 

other nodes, along with information about the desired destination in Fig. 1b. Using the lists of 

available connections, the network configuration algorithm selects a particular routing for each 

user to its destination. This process requires system operating software to have good decision-

making algorithms, based on practical criteria for signal strength, path reliability over time, and 

network configuration patterns. 

Over time, or even near-continuously, the network will changes. Users may come and go, 

nodes may be in motion, or changes in the electromagnetic environment may alter the 

propagation between nodes. As these changes take place, the network will update its 

configuration and identify new paths from users to destinations, as illustrated in Fig. 1c. This 

type of reconfiguration will be repeated over and over as the network changes. Note that this is 

the same process used in the internet, where system loading and hardware issues require 

redirection of a user’s data through different routers. 

 

 
(a)                        (b)                            (c) 

Fig 1: Creation of an ad hoc network (a) Determination of available Nodes, (b) Selection of the 

optimal routing, and (c) Reconfiguration when the network makeup changes. 
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III. RELATED WORK 

 

In this section, we introduce the problem of secure routing, types of attacks, routing algorithm 

and neighbor discovery, to compare the details of the application schemes with our proposal. 

The scheme proposed [1] says about exposure of secure attacks in ad-hoc networks by setting 

security goal of in terms of availability, confidentiality, integrity, authentication and non-

repudiation and establish a secure key management service in an ad-hoc networking environment 

[2] the information is verified by means of multi-hop network between two neighbor nodes by 

using distance bounding techniques to prevent wormhole attack, on one way hash chains and 

Merkle hash trees.[3] The information over an unknown network forms a malicious nodes and 

sends the query to the  unidentified network and  arrives at the destination and  reversing the 

query to the source by using secure routing protocol. 

The neighbor validation is Secure Neighbor Discovery (SND) is a problem and assumes the 

attacker capabilities are the limited during initial sensor deployment nodes securely determine 

neighbors during this period. Validation is handled through neighbor table exchanges and 

requires a static and well-connected network [10]. Direction antennas [19, 20] results in higher 

degree of spatial reuse of shared channel and classified into switched and steered antenna by 

comparing switched antenna is inexpensive and can be selected. By sharing the information 

among neighbor nodes, the verified neighbor discovery protocols can prevent wormhole 

attack[4],general mechanism called packet leashes for detecting and thus defending against 

wormhole attacks and present a specific protocol called TIK [5],and the True Link challenge 

response protocol [12], statistically determine wormhole induce distortion of the average number 

of neighbors and average shortest path length throughout the entire network [9].A secure 

network wide clock synchronization protocol which allows the nodes to securely discover the 

network topology by detecting and separating links. The protocol is based on detecting attacks 

using time information only under certain conditions like detection, dissemination and isolation 

[7].   

Time and location-based protocol have a secure neighbor discovery in which the nodes get 

exchange messages and are able to measure time with perfect accuracy which is called T- 

protocols and nodes are aware for their location is called as TL-protocols [6].Group membership 

poses a paradigm makes transparent the failures due to node mobility and assemble mobile nodes 

to meet specific properties. It depends on resource sharing with QoS awareness, trustworthiness 

and group leader enabling a group member discovery [8].A number of formal network designed 

for verification of time and location based protocols have been proposed. Distance Bounding 

protocols allow a node to establish a secure distance to another node [11]. In our approach RC 

safeguards the route discovery and makes use of cryptographic tools, an essential requirement for 

any security scheme in a neighbor discovery. 

 

IV. AODV PROTOCOL ACTIVITIES IN SECURE NEIGHBOR DISCOVERIES 
 

AODV is a modification of the DSDV [17] algorithm. Ad Hoc On -Demand Distance Vector 

(AODV) [16] routing protocol is a reactive protocol. AODV message format is of 32-bit length. 

The first 8-bits are used to display the type of AODV message and the remaining 24-bits are 

allotted for data. There are two phases for the protocol: Route Discovery and Route 

Maintenance. The AODV is able to maintain both unicast and multicast routes even for nodes in 

constant movement. AODV responds to topological changes that affect active routes of overhead 
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in a quick and timely manner. It builds routes with only a small amount of overhead from routing 

control messages and no additional network overhead. 

AODV requires nodes to maintain only next-hop routing information, thereby decreasing the 

storage at each of the mobile nodes. Finally, AODV does not place any additional overhead on 

data packets because it does not utilize source routing. 

 Reactive Protocol: discovers a route on demand. 

 Nodes do not have to maintain routing information. 

 Route Discovery 

 Route Maintenance. 

Route Request from source broadcasts Route Request (RREQ) message for specified 

destination. Intermediate node performs to forwards (broadcasts) message toward destination and 

creates next-hop entry for reverse path to source, to use when sending reply (bidirectional 

link).Route reply reaches the destination .Route Reply (RREP) from message to source and 

contains sequence number, hop-count field (initialized to 0).It will be sent along “reverse” path 

hops created by intermediate nodes which forwarded RREQ. Intermediate node again creates 

next-hop entry for destination as RREP is received, forward along “reverse path” hop. Increment 

hop-count field in RREP and forward to source, if multiple replies, uses one with lowest hop 

count. 

The link breakage is detected by link-layer ACK, “passive ACK”, AODV “Hello” messages. 

Detecting node may attempt “local repair” and send RREQ for destination from intermediate 

node. Route Error (RERR) message contains list of unreachable destinations and sent to 

neighbors who recently sent packet which was forwarded over broken link and propagated 

recursively. 

The ability to securely determine valid neighbors is an important part of many network 

functions. In a network with wormholes, failure to protect neighbor discovery could lead to 

information disclosure, incorrect localization, routing problems, and adversary control of the 

network at any time. MSND (Mobile Secure Neighbor Discovery) is a protocol based on   Time 

and localization routing. Mobile Secure Neighbor Discovery is a protocol for detecting the 

presence of   attacks and obtained in peer to peer communication. The performance evaluation 

through simulations to have security analysis and correctness of MSND. To develop a formal 

framework for the analysis of security protocols in wireless networks. The framework captures 

the    necessary to reason about neighbor discovery protocols, such as the neighbor relation, 

device location, and message propagation time. The security of concrete neighbor discovery 

protocols, including two novel time-and-location based   protocol. 

 The drawbacks are Information disclosure, Routing problems, correct localization, and 

increased exposure to DOS, Wormhole attack, one way communication. 

 

V. PERFORMANCE ANALYSIS IN AODV 

 

MSND detect the presence of wormhole in scenarios both nodes are mobile. The security 

analysis demonstrates the secureness of the protocol. By using network simulator (NS- 2) as a 

tool, we generate a graph to consider the packet loss when the nodes sense the data and send to 

base station ,so the graph consist of x axis in time and y axis is no. of data  by using  Mobile 

Secure Neighbor Discovery (MSND).In existing method the frequency value is varied due to the 

packet loss .The default value of the frequency in WLAN is 2.47 Hz shown fig.2a.If the 
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frequency is varied up to 4.47 Hz is shown in fig.2b the packet loss is better when compare with 

previous frequency. The data is not transmitted from the source to the destination due to the high 

frequency (5.47Hz) the packets get losses as shown in fig.2c 

 

   
Fig 2: (a) Frequency 2.4Hz. 

 

 
 

Fig2: (b) Frequency 4.47Hz. 

 
 

 Fig2: (c) Frequency 5.7Hz. 
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Fig 3: Bandwidth Allocation in AODV. 

 

The above graph is obtained in terms of bandwidth when compared with time fig.3.The 

performance evaluation through simulations to have security analysis and correctness of MSND. 

To develop a formal framework for the analysis of security protocols in wireless networks. The 

framework captures the necessary to reason about neighbor discovery protocols, such as the 

neighbor relation, device location, and message propagation time. The security of concrete 

neighbor discovery protocols, including two novel time-and-location based   protocol. 

 The drawbacks are Information disclosure, Routing problems, correct localization, and 

increased exposure to DOS, Wormhole attack, one way communication. 

 

VI. AOMDV PROTOCOL ACTIVITIES 

 

Ad-hoc On demand Multipath Distance Vector Routing (AOMDV)   protocol   is an extension 

to the AODV protocol. It computes multiple loop-free and link disjoint paths. With multiple 

redundant paths available, the protocol switches routes to a different path when an earlier path 

fails.  Thus   a new route discovery is avoided.  Route discovery is initiated only when all paths 

to a specific destination fail. For efficiency, only link disjoint paths are computed so that the 

paths fail independently of each other. There  can  be  multiple  next hops  for  the  same  

destination  with  same  sequence number.  This help in maintaining pathway of a route.  An 

advertised hop count is maintained for each destination by node. Hop count is the maximum hop 

count for particular destination.  Each duplicate  route  advertisement  received  by  a  node 

defines  an  alternate  path  to  the  destination.  Loop freedom is assured for a node by 

discovering hop counts.  Alternative paths are only considered if they have less hop count than 

advertised hop count. Because  the  maximum  hop  count  is  used,  the advertised  hop  count  

therefore  does  not  change  for the  same  sequence  number  [7].  When  a  route advertisement  

is  received  for  a  destination  with  a greater  sequence  number,  the  next-hop  list  and  the 

advertised hop count are reinitialized. 

 

VII. IMPLEMENTATON OF RC 

 

The set of applications for MANETs is diverse, ranging from small, static networks that are 

constrained by power sources, to large-scale, mobile, highly dynamic networks.  The design of 

network protocols for these networks is a complex issue Regardless of the application, MANETs 
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need efficient distributed algorithms to determine network organization, link scheduling, and 

routing. However, determining viable routing paths and delivering messages in a decentralized 

environment where network topology fluctuates is not a well-defined problem. While the 

shortest path (based on a given cost function) from a source to a destination in a static network is 

usually the optimal route, this idea is not easily extended to MANETs. Factors such as variable 

wireless link quality, propagation path loss, fading, multiuser interference, power expended, and 

topological changes, become relevant issues. When a node has a large number of neighbors, it is 

possible that one of them offers a routing path to the node when it asks for it by sending a 

RREQ. Therefore, the overhearing decision is related inversely to the number of neighbors. 

Overhearing decision can be made based on the above four criteria, but in this paper, we adopt a 

simple scheme using only the number of neighbors placed randomly to show the potential benefit 

of Rcast and satisfies any one of the RC condition in an ad-hoc network. 

 

VIII. CONDITION FOR RC AND RESULT  BASED ON RC 

 

A new communication mechanism is Random Cast, via which a sender can specify the desired 

level of overhearing, making a prudent balance between energy and routing performance. In 

addition, it reduces redundant rebroadcasts for a broadcast packet, and thus, saves more energy. 

In random casting, the server gets request from the client and gives response back through the IP 

address. In mobile ad hoc networks (MANETs), every node overhears every data transmission 

occurring in its vicinity and thus, consumes energy unnecessarily. 

 It either takes the pathway in clockwise or anticlockwise. 

 Source node initiates the sub source to find neighbor nodes. 

 Least Afford Path Detection (LAPD). 

 Maximum bandwidth. 

 

 

 
  

Fig 4: Bandwidth allocation in AMODV protocols. 
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IX. INTRUSION PREVENTION SYSTEM 

 

An intrusion detection system (IDS) is a system that monitors which is joined to a ad hoc 

network for malicious activities such as security threats or policy violations. The main function 

of an IDS is to identify suspicious activity, and then log information, attempt to block the 

activity, and then finally to report it. Intrusion prevention systems are also known as intrusion 

detection prevention systems (IDPS).Network IDS performs in-line inspection of network traffic 

in a near-real-time manner. The inspection identifies attacks using known vulnerabilities of 

commonly used software products and protocols, as well as known attack patterns with unusual 

activity based on connection sequences or traffic volume. Intrusion Detection System is 

considered extensions of Intrusion Detection Systems because both systems monitor network 

traffic or system activity for threats. The primary difference between the two systems is that 

Intrusion Prevention Systems are placed in-line and are therefore able to actively prevent or 

block intrusions that are detected. More specifically, IDS can take such actions as sending an 

alarm, dropping malicious packets, resetting the connection and/or blocking traffic from an 

offending IP address. An IPS can also correct Cyclic Redundancy Check (CRC) errors, 

defragment packet streams, prevent TCP sequencing issues, and clean up unwanted transport and 

network layer. 

Table1. Comparison of Simulation between Aodv and Amodv protocols in terms of Secure  

Route Neighbor Discovery 

 

AODV Sent     : 868 AMODV  Sent      :4199 

AODV Recv    :4376 AOMDV Recv      :20378 

Data Sent         :305 Data Sent              :1046 

Data Recv        :96 Data Recv             :843 

Router Drop     :183 Router Drop          :182 

Delivery Ratio   :31.1802 Delivery Ratio      :80.5927 

 

X. CONCLUSION AND FUTRE WORK 

 

To have a formal security of network based on time and location based protocols in 

wireless network. We make an enhancement security in a MANET. Using the random cast 

technique, the packet delivery ratio and the throughput of the network will be increased, 

which would be analyzed by the simulation result. From the simulation results, we will be 

able to determine a pure AMODV protocol with RC algorithm can perform a maximum 

delivery where as in a network employing both AODV and malicious attack produces a 

comparatively low packet delivery ratio. This is over come by random cast AMODV with a 

considerably high packet delivery than malicious attack. The article represents the first step of 

our research to analyze the security threats, understand the security requirements for ad hoc 

networks, and identify existing techniques, as well as propose new mechanisms to secure ad 

hoc networks. More work needs to be done to deploy these security mechanisms in an ad- hoc 

network and to investigate the impact of these security mechanisms on network performance. 

Ongoing and future work will include the enhancement of energy consumption. 
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