
International Journal of Emerging Trends in Engineering and Development             Issue 5, Vol. 4 (June.-July. 2015)           

Available online on http://www.rspublication.com/ijeted/ijeted_index.htm                                         ISSN 2249-6149 

R S. Publication (rspublication.com), rspublicationhouse@gmail.com Page 252 
 

Efficient Machine Learning Techniques for Intrusion 

Detection System in WSN 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

INTRODUCTION 

 A wireless sensor network, shortly WSN, is consists of specialized transducers with a 

communication infrastructure, this help to monitor and record the condition at diverse location 

such as temperature, sound, vibration, pressure, motion and pollutants. The development of 

WSN was first initiated by military application, but recently they are used in all different fields. 

While being a beneficial application for these networks, they are exposed to various kinds of 

attacks. To cope up with these attacks the concept of Intrusion detection was invented by James 

Anderson in 1980 and a method based on this was introduced by Denning in 1987. 

  

ABSTRACT  

 Due to the tremendous growth of Wireless Sensor Network (WSN) in various area 

especially military application, environment monitoring, health care application, home 

automation, etc., they are highly exposed to the security threats as well as online fraud.  

Intrusion Detection System (IDS) are the major research problem and an effective method to 

detect and analyze various kinds of attack in an internetwork system. Intrusion Detection System 

(IDS) is mainly designed for security purpose by alerting administrator automatically when 

someone or something is trying to compromise information system through malicious activities 

or through security policy violations. Therefore, developing IDS for WSN have attracted many 

recently and thus, there are many enhanced machine learning techniques that are integrated with 

IDS to identify unusual access or attacks that approach network system. 
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Intrusion Detection System (IDS) is a device or software application that monitors the 

activities to identify malicious behavior or suspicious event in different environment. Intrusion 

Detection System is a type of sensor that raise the alarm when specific event occurs and it 

produce the log report to the management system.IDS basic aim is to provide confidentiality, 

integrity and availability to the critical network system. 

 

 

Figure 1: Intrusion Detection System 

 

CLASSIFICATION OF IDS  

Based on the type of system the IDS protect: 

 Network Intrusion Detection System :  

 

  This type of system handles the traffic on single networks or subnets by 

frequently checking the traffic and analyzing it with well defined attacks. If any new attack is 

detected then an alert signal is raised to the system administration and it is placed in a particular 

point, in which individual traffic travelling from one point to another point of different device is 

monitored accurately. Intrusion Detection System is usually consists of network sensor with a 

NIC (Network Interface Card) that operates in promiscuous mode and it is placed in between the 

server and the network or network boundary. An advantage of such system is it can be deployed 

easily at low cost, it’s not necessary to load in each system. 

 

 

 Host Intrusion Detection System : 

  

   A HIDS (Host Intrusion Detection Systems) and software application (agents) is 

installed on workstation that should be monitored. The agents keep monitoring the operating 

system and write the data to the log files and it trigger out the alarm according to the data it 

receives. A Host Intrusion Detection System cannot monitor the whole entire workstation; it can 



International Journal of Emerging Trends in Engineering and Development             Issue 5, Vol. 4 (June.-July. 2015)           

Available online on http://www.rspublication.com/ijeted/ijeted_index.htm                                         ISSN 2249-6149 

R S. Publication (rspublication.com), rspublicationhouse@gmail.com Page 254 
 

monitor only single workstation where agents are installed and it is used to handle any type of 

attacks. The merit of such systems is without any other requirement, it can monitor the entire 

system accurately, whereas the drawbacks are the intrusions that try to attempt on multisystem is 

quiet difficult to analyze. 

 

Based on the method of working: 

 Signature Based Intrusion Detection System :  

 

   Signature based IDS are otherwise called as Knowledge based IDS; it uses a 

database where all previous attack signatures and system vulnerability are stored. It takes this as 

an evidence to match the known signature with the packet that arrives from the user. Signatures 

are footprint like packet characteristics, failed attempt history, fail login etc, these footprints are 

left by intrusions. Signature based IDS help to prevent the same attack from occurring in future. 

It has more accurate and standard alarms that is well understood by user whereas its main 

drawbacks are, it has to update its database frequently and it should be maintained carefully, and 

sometime this system fail to recognize an unique attacks. 

 

 Anomaly Based Intrusion Detection System : 
  

  Anomaly based IDS are also named as Behavior based IDS, it consists of 

statistical model of network traffic with a baseline or learned pattern of normal system activity. 

Using this model it identifies the active intrusion as well as the attacks that deviate from the 

baseline or learned pattern by causing an alarm to intimate an administrator. Higher False Alarm 

rate are high in this system and it has a capability for identifying a new or unique attack. 

 

TYPES OF NETWORK ATTACKS  

  In network there are many different types of attack and each attack create 

different problems in and around network system. Basically all type of attacks will fall into one 

of the following four categories and these categories are formed based on the performance and 

goals of the attacker. Thus simulated attacks are classified as: 

 

 Denials-of-Service (DOS) attack: The main goal of DOS is to limit the user from 

accessing the service. In a DOS, the attacker keeps sending a false message to an invalid 

address. The server or network will not be able to find the location due to the invalid address, so 

the system will always wait for the respond and it keeps the system busy till terminating the 

connection. E.g.: Smurf, Neptune attacks. 

 Probing or Surveillance Attack: This type of attack gain information from the target 

system and read the weakness or vulnerabilities so that it compromise the system from getting 

exploited .Some of the examples is Satan, Ipsweep, nmap attacks.                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                         
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 User-to-Root (U2R) Attack: These attack starts with a normal user account of the 

system and slowly it can exploit the system vulnerability in order to gain higher privileged user 

on a root. E.g.: Eject Perl attacks. 

 

 Root-to-Local (R2L) Attack: This type of attacks will not have an account on remote 

system but it sends data to that system over a network and it exploits vulnerabilities to gain local 

access as a user of that machine E.g.: imap, ftp_write attacks. 

 

 

Figure 2: Analysis of Intrusion Records 

 

MATERIAL AND METHODS 

1. Data Collection : 

Data collection is a task of collecting the information using the software or tool. 

Using particular software, it is possible to collect the data of network traffic which contain 

information’s about packet types, host and protocol types. Apart from, it can be used in Data 

Mining process where collecting the dataset is the main requirement. There are many datasets 

used for IDS process, the most and foremost dataset used in IDS are KDD Cup 1999 datasets. To 

meet the goal, there are loads of various data collection techniques and procedures are available. 

 

  

2. Preprocessing :  

 

  It is the main step in data mining used to improve the data efficiency. Data from 

the data warehouse consists of noise, inconsistent, incomplete and missing values such type of 

data is cleaned using preprocessing techniques. It includes normalization, transformation, etc. 

The techniques are: 
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 Data Cleaning: This task is used to detect or correct error in data and it fill the missing 

values using methods like binning, regression. 

 Data Integration and Transformation: Combining the data from different multiple source 

into coherent data, the source may include multiple databases, flat database etc .Transformation 

is a task of converting the data format into another format and it includes aggregation, 

generalization. 

 Data Reduction: Concept of reducing the dataset representation from complex size into 

smaller volume and its analytical results remain constant. Some of the strategies are 

Dimensionality reduction, numerosity reduction. 

 Concept Hierarchy Generation: It condenses the data and replace to higher level concept 

into lower one. 

 

 

 Figure 3: Data Preprocessing 

 

3. Feature Selection : 

  It is similar to preprocessing techniques. Using particular techniques it selects 

specific subset of features to achieve the target output. The main aim of feature selection is to 

remove the redundant and irrelevant attributes (features), it is also named as attribute subset 

selection [1].Through this selection, the level of accuracy increases, dimensionality and over 

fitting reduces .When new features are created from original dataset, it is termed as feature 

extraction. Feature selection is categorized into three approaches they are filter approach, 

wrapper approach [2].and embedded approach. 

 

 

 

 

 

 



International Journal of Emerging Trends in Engineering and Development             Issue 5, Vol. 4 (June.-July. 2015)           

Available online on http://www.rspublication.com/ijeted/ijeted_index.htm                                         ISSN 2249-6149 

R S. Publication (rspublication.com), rspublicationhouse@gmail.com Page 257 
 

 

 

 

Table 1: Feature Selection Approaches 

 

 

 

4. Techniques applied in IDS 

 

There are different approaches available to observe the activities of intrusions in 

large network. This session briefly explains about the techniques that are used in detecting 

intrusions. 

 

 

4.1  K-Nearest Neighbor 

    

   K-nearest neighbor (k-NN) is a simple and traditional technique to classify the 

inputs. K-NN algorithm calculates the distance between different points on the input vectors, and 

based on the result it assign the unlabeled points to the class. Here k is termed to be an important 

parameter and on different value of k, it produces unique result.  

If k value is considerably huge, then classification time may exceed beyond the time. K-NN is 

termed as “Inductive Based Learning” because it does not contain the model training stage, it can 

only search for the input vector to classify them into new instances.  

 

Approach Description Advantage Disadvantage 

Filter 

Approach 

It uses a statistical measure to 

assign scoring to each feature 

and based on ranking the 

features are either kept or 

removed from dataset. E.g.: 

information gain, PCA. 

Easy to handle high 

dimensional dataset, 

simple and fast 

No feature 

dependencies 

Wrapper 

Approach 

Features are selected based 

on search problem technique 

and the output seems to be 

like predictive model. E.g.: 

recursive feature elimination 

algorithm 

Good Interaction 

between features 

subset and model, 

feature dependencies 

High risk of 

over fitting. 

Embedded 

Approach 

It acquires knowledge from 

each feature to produce best 

model with good accuracy 

rate.E.g.: Regularization 

methods 

less computationally 

intensive than 

wrapper methods 

Specific only to 

learning 

machine. 
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4.2  K-Means 

   

  K-means algorithm is widely used clustering techniques that are applied in different 

scientific and industrial applications. K-means algorithm group the data based on inputs 

characteristic values into K unique clusters. Each cluster size may differ and the inputs in each 

cluster will have same features. The steps involved in K-means algorithm are: 

1. K is an important parameter. 

2. K value indicates the number cluster it has to create and it is usually in primary group 

centroid. 

3. Each single data will assign to the group which is adjacent to the centroid. 

4. Once all data is assigned to the group it again recalculate to its centroid. 

 Step 3 and 4 are reiterated until centroid stop keep moving further. 

 

     

4.3 Support Vector Machines 

 

Support Vector Machine are generally belong to binary classification algorithm, 

which first map the input vector into higher dimensional feature space which helps to obtain the 

hyper-plane in higher dimensional feature space. Moreover, a decision boundary separates each 

hyper-plane surface forming a margin between each class. Here maximum work is done by SVM 

rather than the whole training sample and that is the reason the SVM remains robust. 

 

4.4 Self-Organizing Maps 

 

  Self-organizing maps (SOM) belong to an unsupervised technique that helps to 

reduce dimension of data visualization. SOM clusters the higher dimensional features i.e. input 

vectors onto the low dimensional visual map. SOM consists of input layer but it mostly uses the 

Kohonen’s layer. Kohonen’s layer is mainly designed to view the input vector into two 

dimensional layers of neurons and it can map any n number of dimensional inputs into two 

dimensional layers. Kohonen’s SOM trains the input vectors systematically such that all input 

vector holding similar features or weights are grouped separately and that is send as output units 

on 2-dimensional map. 

 

  

4.5 Decision Trees 
 

Decision Tree classifier is basically a decision tree built on the basis of instance. 

Decision tree classifier has two types of nodes: a) the root and the internal nodes, b) the leaf 

nodes. The root and internal nodes are associated with attributes whereas leaf nodes are associated 

with classes. If any leaf node does not carry out any outgoing branches then it is termed to be 

non-leaf. 

Decision Tree start its process from the root node and then it move on to the successive internal 

node, at each node test process will take place in order to find the next node that has to be visited. 

This process continues till it reaches its end node of the class instance. 
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4.6  Genetic algorithm 

 

Genetic Algorithm (GA) is a robust search algorithm, it provides efficient and an 

effective search progress in complex space, it is based on natural genetics system.GA is an 

iterative process that operates on a set of candidate solution. Each solution is derived by encoding 

and decoding mechanism, which enable as a chromosomes. In beginning stage, population is 

generated randomly. Every individual is assigned by the fitness function, and this function 

resembles the quality or an idea to solve the problem. A chromosome is the input for the fitness 

function and the output will be the fitness value. In each cycle, fitness value is calculated for each 

candidate and in next stage the selection process is carried out in which fitness individuals are 

considerably will have higher number of chances than less fitness individuals to be a parent for 

next cycle. To generate new yield of production, mutation and crossover techniques are used as a 

reproductive operators. 

 

 

RELATED WORK 

  The followings are survey of different machine learning techniques that have applied to 

IDS by different group of research center.  

Author [3] proposed a Neural Network to distinguish between the normal and intrusion behaviors. 

They have used unify method in order to code the field in categorical manner similarly used it in 

character string field and then they have map the network result onto the neural network, [5] 

proposed an approach using hierarchical NNs for intrusion detection. 

Known intrusions are recognized by supervised learning method whereas unknown intrusions are 

recognized by unsupervised learning method. K-means approaches and self-organizing map 

approaches are widely used as unsupervised learning method to handle any type of unknown 

attacks [6]. 

 

Author [7] proposed SOM and K-Means for intrusion detection .Initially SOM are used for 

training process and K-means are used for clustering finally again SOM are used to refine the 

result. 

 

Z. Muda [8] proposed a new algorithm MDKM it is modified dynamic K-Means algorithm, it 

reduces the negative impact by removing the noise and isolated points on the data set in order to 

provide better detection effect.  

 

Author [9] proposed a hybrid algorithm, combination of BIRCH hierarchical cluster and SVM 

algorithm. This combination gives an effective result than using it individually. 

Author [10] simulated wireless sensor network using OPNET tool, and used K-means clustering 

approach to detect the intrusion. They detected two types of attack in WSN. 

S. Siripanadorn [11] proposed a new approach by combining Discrete Wavelet Transform (DWT) 

combined with a competitive learning neural network called self-organizing map (SOM). This 

proposed algorithm gives an accurate result in detecting intrusion. 
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Author [12] has introduced a new proposed technique i.e. CSOACN, it is a combination of SVM 

and ANT Colony. This proposed algorithm gives a better result because it avoids the weakness of 

algorithm (SVM & ANT) using individually. 

 

Author [17] proposed extended Naive Bayes approaches, this result is better than the old Naive 

Bayes algorithm. Here Naive Bayes is enhanced using multiclass classifier which is named as 

Hidden Naive Bayes. 

 

Elsayed .A [18] improved the result of K-means by replacing it with the weighted K-means 

approaches. Weighted K-means version includes the weights of the data features .This gives 

better accuracy value and it s more complexity. 

 

 

CONCLUSION 

   

Intrusion detection system (IDS) monitors and analyzes the proceedings of the computer 

system in order to detect the attack in early stage.IDS drastically growing in huge numbers in all 

area and it stores in computer network system like slow poison. After study on many research 

works, we come to an end that there are many advantages and disadvantages but many 

techniques which produce best results in detecting DOS attacks , are fail to give best results for 

U2R and R2L attacks. Based on study, we provide certain ideas to improvise the result in future 

work i.e.  

1. Hybrid approach with Optimization can increase the result. 

2. In Real Time, Wireless Sensor Network can be simulated using some tool like OPNET, 

MATLAB and then proceed the work using its datasets to have fruitful results. 

3. Algorithms which produce poor results can be combined with efficient algorithm to avoid 

its drawbacks. 
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