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I.  INTRODUCTION 

 A wireless sensor network (WSN) is a collection of 
hundreds or thousands of these sensor nodes which are densely 
deployed in an unattended environment which performs 
sensing, wireless communications and computations [1]. These 
sensor nodes will forward the sensed data to the base station by 
communicating with other sensor nodes in the network. As the 
wireless sensor networks are small in size they constraints such 
as powered with low battery, less computation speed and less 
memory. Wireless sensor networks are having limitations in 
regard to scalability, reliability and energy efficiency [2]. 
Because of these constraints and issues, efficient routing of 
data from source to destination is a major issue. Different 
routing protocols are designed for efficient routing of data. 
There are various techniques that are used to reduce the energy 
consumption in a network. Data aggregation is Technique used 
to reduce the energy consumption and avoid data redundancy 
in the network. Data aggregation is the process of aggregating 
the data from multiple sensors to eliminate redundant data 

transmission and provide aggregated information to the base 
station. Data aggregation involves the aggregation of data from 
multiple sensors at intermediate nodes and transmission of the 
aggregated data to the base station [3]. The data Aggregation 
within the network increase the Wireless Sensor Networks 
overall lifetime. In data aggregation scheme instead of sending 
each sensor node’s data to sink node, one of the sensor nodes, 
called data aggregator collects the information from its 
neighboring nodes, aggregates them and sends the aggregated 
data to the base station. 

 As the network is wireless and the sensor nodes are 
deployed in remote area the data is prone to various kinds of 
attacks, providing security to data while transmission is a major 
challenge [4]. Secure data aggregation is providing security 
during data transmission between sensor nodes. Secure data 
aggregation protocols are mainly divided into 2 types they are 
1) Hop-by-hop secure data aggregation: these protocols cannot 
provide data confidentiality and the overhead also increases. 2) 
End-to-end secure data aggregation: in order to overcome the 
limitations of hop-by- hop data aggregation end-to-end secure 
scheme is introduced. The main functionality of these protocols 
is to perform data aggregation without decrypting the sensor 
data at aggregator node [4].  

In this Paper we have proposed a layer based data 
aggregation in wireless sensor network using Dynamic agent. 

A. Layer Based Approach 

Layering is one of the technique used to reduce the hop 
count and in turn energy consumption in the network. When 
the network is first time deployed, the energy of all the nodes 
are same. As the network starts functioning, some nodes lose 
their energy faster and die earlier as compared to other nodes. 
The major problem is that how to manage the energy 
consumption among the nodes so that less energy could be 
consumed among nodes and we can increase the lifetime of the 
network. In the layered architecture, nodes that have the same 
hop count to the sink are partitioned into one layer [5]. The 
number of layers and the number of nodes in each layer are 
determined by the geographical distribution of the nodes and 
the sink location. Nodes in the same layer selects one node in 
its adjacent layer closer to the sink as the forwarding node. 
Advantage of this type approach is that energy efficiency will 
be enhanced. 
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Abstract— Wireless sensor nodes are deployed to perform 

three major functions: sensing, data processing and 

communication. Sensor nodes are usually limited in energy, data 

communication, storage, and capability to compute, which are 

powered by batteries, cannot be replaced optionally. Because the 

Wireless Sensors are resource-constrained and battery- powered, 

energy consumption is always a major concern. Data aggregation 

deals with collecting and aggregating the data in order to reduce 

the energy consumption and redundancy in wireless sensor 

network. Since data is transmitted in multiple hops, security is 

very much essential. In this paper we propose layer based data 

aggregation in wireless sensor network using Dynamic agent. 

Here the Wireless Sensor nodes are placed in a layered format 

based on number of hops from Sink using slicing and mixing 

method. The role of dynamic agent is that it moves around the 

layered network and monitors the aggregator node. The main 

advantage of the proposed system is that it provides secure data 

aggregation by using slicing and mixing method and reduces the 

number of hopes required to transmit the data. The dynamic 

agent used in the proposed system monitors the health of 

Aggregator node. In the Simulation section we have analyzed our 

proposed architecture for both proactive and reactive protocols.   

Keywords— Wireless Sensor Network (WSN), Dynamic Agent, 

Data Aggregation, Residual Energy, Layering, Slicing and Mixing. 
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B. Dynamic Agent 

In the proposed architecture one Dynamic Agent moves 

around the layered Wireless Network and collects the 

information about the aggregator nodes and updates its status 

on the table, based on this updated information the Dynamic 

Agent isolates the malicious nodes. Section two explains about 

the existing systems, section three explains about the proposed 

architecture in detail section four shows the simulation result 

of the proposed methodology and finally section five gives 

about the conclusion and future enhancement work. 
 

II. RELATED WORK 

     Babu Ram, Narottam Chand, Prateek Gupta, Siddhartha 

Chauhan proposed a Layered architectural approach where 

sensor nodes are distributed among layers according to the 

distance from the Base Station and each layer is consisting of 

many sensor nodes. Each layer is at a distance R from the 

previous layer. The main purpose of layered approach is to 

communicate and send the data of higher level to the lower 

level sensor nodes using minimum energy for transmission 

[6]. Sensor nodes are distributed among layers according to 

the distance from the Base Station and each layer is consisting 

of many sensor nodes. Each layer is at distance R from the 

next layer. First layer is at distance R from the Base Station, 

second layer is at distance R from the first layer, third layer is 

at distance R from second layer. The main task of layered 

approach is to communicate and send the data of higher level 

to the lower level sensor nodes using minimum transmission 

energy. All sensor nodes of higher level will communicate to 

the lower level sensor nodes which are at the minimum 

distance R and hence reduces unnecessary energy 

consumption in the network. Ioana Rodhe and Christian 

Rohner say that the nodes are organized into layers according 

to their hop distance from the base station. During the 

deployment phase, a wave algorithm is used from the base 

station is used to determine the layers in the network and that 

nodes exchange layer information with their neighbors. 

Xiaoqing ZHANG; Zhongtang HE, Tongkai JI proposes a 

approach which divides nodes into layers. BS broadcasts one 

HELLO message with a fixed sending power. After all sensor 

nodes have received this message, they calculate the distance 

from BS according to the signal strength. This distance helps 

sensor nodes to choose a suitable Sending power for saving 

energy when they transmit data to BS. 

A. Privacy Preserving Techniques in Data Aggregation 

Data aggregation is designed to reduce the volume of traffic 
being transmitted over the network by fusing or compressing 
data in the intermediate sensor nodes (Aggregator nodes). 
Aggregation is a common and effective method to preserve 
private data against an external attack, because the process 
compresses large inputs to small outputs at the intermediate 
sensor nodes. Data aggregation also leads to vulnerability 
against internal adversaries. In particular, if an aggregator node 
is compromised, it may undergo either passive or active 
attacks. 

Different privacy protecting techniques are proposed which 
aims at providing the confidentiality to the data in the network. 

B. Cluster-based privacy data aggregation (CPDA) 

The basic idea of CPDA is to introduce noise to the raw 
data sensed from a WSN, such that although an aggregator can 
obtain accurate aggregated information but it cannot get 
individual data points. CPDA classifies sensor nodes into two 
category: cluster heads and cluster members. There will be a 
one-to-many mapping between the cluster heads and cluster 
members. The cluster heads are responsible for directly 
aggregating data from cluster members, with the 
communication secured by a different shared key between any 
pair of communicating nodes. 

C. Slice-mixed aggregation (SMART) 

SMART is a solution to protect individual data in the SUM 

aggregation. The main objective of SMART is to preserve 

privacy by slicing original data into pieces and recombining 

the data pieces randomly. There are three steps in this kind of 

approach. In the first step (Slicing), each sensor randomly 

selects J neighbor nodes within h hops to form a set S. Then it 

slices its data into J pieces, keeps one piece for itself and then 

sends the j - 1 encrypted pieces to j - 1 sensors randomly 

selected from the set S. In the second step (Mixing), after a 

sensor receives pieces of data from some other sensors, it 

decrypts the data using the key shared with the data sender. 

Each sensor waits for a while to make sure that all of the 

round aggregation data have already been sliced and received 

separately. In the third step that is aggregation, the 

intermediate sensor node aggregates all pieces of data and 

transmits it towards the base station. Joyce Jose, M Princy, 

Josna Jose proposes a secure data aggregation scheme which 

promises the privacy, authenticity and freshness of individual 

sensed data as well as the accuracy and confidentiality of the 

aggregated data without introducing a significant overhead on 

the battery limited sensors. This scheme involves aggregation 

tree construction, slicing, mixing and aggregation. 
 

III. PROPOSED WORK 

Since sensed data contains the redundant information, data 
aggregation is a technique which aggregates the sensed data 
and forward to the base station which eliminates the 
redundancy. The proposed work focuses on secure data 
aggregation. Initially an aggregation tree is constructed by 
ordering nodes into layers. The secure data aggregation is 
achieved by using slicing and mixing techniques. 

 The proposed approach uses small scale wireless network. 
Base station is placed at the center of the network. All the 
sensor nodes are deployed around the base station as shown in 
figure 1. 

A. Layer Formation 

Layers are formed based on the hop distance. Aggregation 
tree is constructed by ordering nodes into layers based on hop 
distance. 
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Three layers which are formed are as shown in the figure 1. 

 Layer 1 – Aggregator Nodes 

 Layer 2 – Intermediate Nodes 

 Layer 3 – Leaf Nodes 

 

Figure 1: Network Architecture 

B. Slicing and Mixing 

 Leaf nodes will sense the data and divide or slice the sensed 
data into three pieces. The leaf node will distribute the slices to 
its neighboring nodes of the same level by keeping one slice 
for itself. One among the m encrypted slices is left for the node 
itself and the remaining m-1 encrypted slices are appended 
with the node ID and transmitted to m-1 neighbor nodes within 
the h hop (for a dense network h=1) except the encrypted slices 
to its parent. The encrypted slice with its ID to the parent is 
appended with the encrypted slice kept on the node, and it is 
transmitted to its parent with the aggregation result obtained 
from the leaf node. All the slices are encrypted, 

Encryption 𝐶𝑖j = ( ) mod M 

Where dij = 0, when there is no data transfer between node, i 
to node j 

Aggregator dia = ( ) mod M 

Decryption fR = ( −   ) mod M 

 If M is smaller than the average sum of all sampled values 
and encryption keys, the sink fails to reproduce the actual sum, 
instead it produces a smaller number than M. So, in order to 
avoid this problem take M as large M=n*t, where n is the 
number of nodes and t=max (di), i.e., maximal value, which 
may appear in the measurement. 

 All the data slices from each leaf nodes are sent to the 
intermediate nodes in the next level for mixing process. Each 
intermediate node will collect the slices from respective leaf. 
Each intermediate node will send the mixed encrypted data to 
the aggregator node for data aggregation. Aggregator node will 
check if the received data is from the valid member nodes or 
not. Each node in a sensor network is assigned with a common 
secret key (K), node specific key (Ki) and a unique IDi. If there 
is any changes in the sensing region of the leaf node, the leaf 

node will now sense the changed data and follow the same 
procedure as discussed above to keep the aggregator node 
updated. The aggregated data at the aggregator node is 
encrypted.  When the base station requires data, it sends a 
request to the aggregator node. Aggregator node will in turn 
send the requested data to the base station. The received data at 
the base station is decrypted to obtain the original aggregated 
data. 

C. Dynamic agent 

The Dynamic Agent (DA) is the key element in our 
proposed architecture. The DA is a moving agent which moves 
around the network and monitors the Aggregator nodes (ANs) 
status, AN status means it checks whether the AN is in active 
state or the AN node has sufficient amount of energy to 
continue the aggregation process. If any of the above 
conditions are failed means immediately the Dynamic Agent 
actively participates in Weak DA identification and recovery 
process. The Dynamic Agent contains the following fields. 

Table.1. Dynamic Agent Fields 

 

In the above Table.1, AN ID defines the Aggregator Node’s 
identification number. Life Time (LT) defines the total life 
time of the nodes in the network and Residual Energy defines 
the nodes energy level value. 

This LT value is used for finding the next generation 
Aggregator node from the earlier existing network environment 
that is, at the end of previous aggregation process the DA will 
checks the LT value, if one node or AN has high LT value 
means that nodes will be chosen as a AN for the next 
generation. 

D. Weak Aggregate Node(AN) Identification 

 Finding the Weak AN and which AN was attacked by the 
malicious nodes will be done by the Dynamic Agent (DA). The 
DA in the network moves around the network and checks 
which are the AN’s which have less energy level than the 
Threshold energy (T) level, if any AN has lesser value means 
then that AN will be marked as weak AN. 

E. Residual Energy 

The residual energy (RE) of each node (Ni) is calculated 

by using the following formula. 

RE = Ei – (Etx + Erx + Ea) 

Where, 

          RE - It is the Residual Energy 

          Ei - Initial Energy of Each node 

          Etx - Energy utilized at the time of transmission  

          Erx - Energy utilized at the time of data reception  

          Ea - Energy required to keep the node active. 

F. Dynamic agent Algorithm 

Step 1: Initially the Dynamic Agent (DA) moves around the 

network. 

Step 2: DA updates its DA Field table [i.e., the AN-ID, Life 

Time (LT) Value and Residual Energy (RE)] 
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Step 3: Check, if the Residual Energy (RE) < Threshold (T) 

Step 4: If yes, the AN will mark as weak AN 

Step 5: Otherwise the DA moves to the next AN and repeat 

step (2) to (4). 

The following flow chart shows about the Dynamic Agent 

Process. The Proposed architecture and the Dynamic Agent 

algorithm are explained through the below flow chart. 

 
 
Figure 2: Dynamic Agent Process Flow Diagram 

IV. SIMULATION RESULTS 

The Network Simulator (NS2), is used to simulate the 
proposed system. In the simulation, the dynamic nodes move in 
a 500 meter × 500 meter region for 50 seconds which is the 
time for simulation. All nodes have the equal transmission 
range that is 250 meters. The simulated traffic is Constant Bit 
Rate (CBR). 

The simulation settings and parameters are shown in table. 

  Table.2. Simulation Settings and Parameters 

No. of Nodes 20,40,60,80 and100 

Area Size 500 × 500 

Mac IEEE 802.11 

Transmission Range 250m 

Simulation Time 50 sec 

Traffic Source CBR 

Packet Size 512 

Rate 50,100,150,200 and 250kb 

Initial Energy 10.1J 

Transmission Power 0.660 

Receiving Power 0.395 

Routing Protocols AODV and DSDV 

The proposed Layer based Secure Data aggregation in wireless 
network using Dynamic Agent is analyzed for proactive and 
Reactive Protocols. Here AODV and DSDV protocols are 
used. The performance is evaluated according to the metrics 
listed below. 

 Packet Delivery: It is the ratio between the number 
of packets received and the number of packets sent 
between the nodes. 

 Packet Drop: It refers to the average number of 
packets dropped during the transmission 

 Residual Energy: It is the energy level that remain in 
each node after the flow transmission 

 Delay: It is the amount of time taken by nodes to 
transmit the data packets. 

A. Results 

In the initial experiment our proposed architecture is 
evaluated based on number nodes as one of the parameters and 
the results are shown below. Number of nodes are taken to be 
20, 40, 60, 80 and 100 on x-axis. 

 

Figure 3: Nodes Vs Delay 

 

Figure 4: Nodes Vs Delivery Ratio 
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Figure 5: Nodes Vs Drop 

 

Figure 6 : Nodes Vs Residual Energy 

 

Figure 7 : Nodes Vs Throughput 

From the above results we can analyze the efficiency of our 
proposed methodology for the proactive routing protocol and 
reactive protocols for different number of nodes scenario. 

V. CONCLUSION 

The proposed approach is mainly aimed at reducing the 

energy consumption by minimizing the number of hops and 

providing the secure data aggregation. A centralized base 

station is placed at the center of the wireless sensor network 

and the sensor nodes are placed around the base station. 

Layers are formed based on hop distance of the nodes from the 

base station. While transmitting data from the leaf nodes to the 

base station a forwarding node will select a node which is in 

the higher level and hence minimizing the cost of unnecessary 

computation at the forwarding node. Here privacy of data is 

preserved using slicing and mixing methods. 

The leaf node in the network will sense the data slice it and 

forward to its neighboring nodes at the same level. Received 

data from the neighboring nodes are encrypted and sent to the 

intermediate nodes placed at the next level along the 

aggregation tree. Finally all the mixed data in the intermediate 

nodes are encrypted and sent to the aggregator node for data 

aggregation. When the base station sends request to the 

aggregator node for data, aggregator node will send the 

encrypted data to the base station. The base station will 

decrypt and obtain the original data and hence preserving the 

privacy of data by providing end to end security to the data. 

In here the dynamic agent moves around the network and 

checks the status of each Aggregate node whether the 

Aggregate node is available to transmit the data to the Sink or 

the Aggregate node is in weak state based on their status it 

will update its table. We have analyzed the proposed 

architecture for two different routing protocols. Aggregation 

reduces redundancy of data and hence reduces energy 

consumption as well. As the sensor nodes are wireless 

security. Is major issue that has to be addressed the proposed 

approach achieves efficiency by reducing the number of hops 

and provides security by using slicing and mixing techniques. 

Efficient end to end security is achieved in this method. In 

future we have the plan to improve our dynamic agent based 

secure data aggregation scheme by using some standard 

encryption and decryption methods. 
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