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Abstract:  

Data Mining is a computational process of analyzing the data and extracting the meaningful data 

from large useful data sets. In recent years, exchanging and publishing of data faces the problem 

of security. Security privacy and data integrity are considered as a challenging problem in data 

mining. Privacy is an ability to create and maintain different sort of social relationship with 

people. Privacy preserving data mining is used to safeguard sensitive information of 

unauthorized disclosure.  A number of techniques such as randomization, generalization have 

been proposed to perform privacy preserving data mining.  . Recent work has shown that 

generalization not support for high- dimensional data. Bucketization cannot prevent membership 

disclosure and does not apply for data that do not have a clear separation between quasi-

identifying attributes and sensitive attributes. A new technique is introduced that is known as 

slicing, which partitions the data both horizontally and vertically. This all technique is present in 

this paper. Also presents different existing methods for privacy preservation of microdata. 

Keywords- Data anonymization, membership discloser, slicing, privacy. 

 

I. Introduction 

Data Mining is the process of analyzing data from different perspectives and summarizing it into 

useful information. Now a day’s data mining is used with a strong consumer by many companies 

focus such as communication, financial, and marketing organizations. Knowledge  discovery 

from databases the different algorithms and techniques like Clustering, Regression, Association 

Rules, Decision Trees, Classification, Genetic Algorithm etc., are used. Now a days, data mining 

widely used in the areas of science and engineering, such as bioinformatics, genetics and 

education. Data collection is the process of collecting the data form record owners (e.g., Alice 

and Bob).Data publishing is the process of proving collected data publically for data recipient. 
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The privacy-preserving is the process of protecting publishing information from the attackers [2], 

The privacy-preserving data publishing model is shown in figure1.  

 

 

 

 

 

 

In recent years privacy preserving publishing of microdata has been studied extensively. 

Data publishing gives useful information to researchers and analyzers. The problem of privacy-

preserving data mining has become more important because of the increasing ability to store 

personal data about users. A number of privacy notions for protecting data publishing have been 

proposed. Nevertheless, data anonymization is still an active research Direction. Data 

anonymization is the process of destroying the electronic trail, or tracks on the data that would 

lead an eavesdropper to its origins.  

Organizations typically need to publish microdata. Microdata consist of records each of 

which contains information about anindividual entity, such as a person or an organization. There 

are three types of attributes in an original microdata table:  

1. Identifiers (I): some attributes are uniquely identified know as identifiers. eg. Social 

Security Number;  

2. Quasi-identifiers (QI): some attributes are which the adversary may already know and 

which, when taken together, can potentially identify an individual know as Quasi Identifiers 

(QI), e.g., Birth date, Sex, and Zip code; and  

3.  Sensitive attributes (SAs): some attributes are unknown to the adversary and are 

considered sensitive know as Sensitive Attributes (SAs), like Disease and Salary. 

In this paper, in first section presents a introduction of privacy preservation of microdata. In  

second section presents a related work or contribution in this field. After that presents a different 

privacy approaches regarding data publishing. In fourth section different annonymization 

techniques presents. In the next section different privacy threats is discussed. The in next part a 

slicing technique is introduced.  In last section in comparative analysis and conclusion part is 

included. 

II.    Related Work 

i.  K-Anonymity 

The various phenomena arise when analysing and publishing the data in high dimensional 

space.K-Anonymity was a method to support the curse [1]. Generalization on KAnonymity 

wasapplied to mask the exact value of an attribute [1]. The perturbation technique on K-
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Fig. 1. Privacy Preserving Data  Publishing Model 
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Anonymitywas suitable for aggregate distribution of an individual than the inter-attribute relation 

of anindividual. 2-anonymity and Gaussian cluster methods proposed on K-Anonymity 

technique,ensure privacy by evaluating probability and assigning its value to zero [1]. As per the 

author sview [1], this method tried to understand the probability distribution which would have 

maximum likelihood of its attributes. As per the authors [1], there would be a loss for high-

dimensional data. 

ii. ℓ-Diversity 

Information about an individual could not be published without revealing sensitive attribute 

[2].K-Anonymization was not enough to protect the data which include homogeneity attack and 

background knowledge attack [2].ℓ-Diversity technique described that sensitive attributes 

wouldhave at most same frequency. For example, with positive disclosure, if Alice wants to 

discoverBob, Alice would determine Bob with high-probability distribution. The negative 

disclosurewould happen when an adversary could correctly eliminate some possible value of the 

sensitive attributes .There could be a minimum difference between the prior belief and posterior 

belief [2]. 

iii.  t-closeness 

Anil Prakash, Ravindar Mogili found that K Anonymity and ℓ -Diversity was not used to 

preventattribute disclosure [16]. ℓ-Diversity would have well represented sensitive attribute 

value thatwas assigned only with certain number of limitations [2]. t-closeness has been 

proposed to describe the distribution of sensitive attribute with equivalence class. Earth Mover 

Distance wasused to measure the distance between the two probabilistic distributions 

[10].conjunction has been  proposed to combine machine learning and statistical analysis. 

Closeness among the columns was reduced by aggregation [3]. 

iv. K
m

 Anonymity 

K
m

 Anonymity has been proposed for an anonymize transactional database[4]. K
m

 Anonymity 

aim at protect the database against an adversary who has knowledge about almostm items in the 

transaction [8]. The generalization was used to maintain the set valued data. For any transaction 

on K-1 records, other identical transaction would also appear. Km anonymity has been 

introduced via top down local generalization process to record the number of transaction records 

[4]. The partition based approach was used to group (partition) the similar items in a 

topdownmanner [4]. The km anonymity model would help to prevent privacy breaches raised 

from an adversary who would discovered m items in a transaction database. 

v. Distributed K-Anonymity framework (DKA) 

The collection of data from different sites cannot be shared directly. The key step was to 

anonymize the data in order to generalise a specific value [5]. A secure 2-party framework 

wasdesigned for multiparty computation that has been used to join the dataset from various sites 

[5]. Distributed K-Anonymity (DKA) prevent identification of an individual by make use of 

global Anonymization in the encrypted form. DKA provide a secure framework between two 

parties. Two parties would agree on Global Anonymization algorithm that could produce local 

KAnonymous dataset. In addition, DKA provide a secure distributed protocol which would 
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require that two parties could mutually semi-honest. Still the trade-off between utility and 

potential of data was misused in DKA [5]. 

vi. K-Anonymity Clustering 

Among various clustering methods, hierachical clustering was mostly used to achieve K 

Anonymity[14]. Weighted Feature C-means Clustering [WFC] used to reduce the information 

distortion. WFC partition all records into equivalence class and would merge the class using 

class merging mechanism [6]. The numerical values of quasi identifier were used to evaluate the 

Weighted Feature C-means Clustering technique. The authors also try to provide the 

dissimilarity evaluated approach which would take different types of feature values for class 

merging mechanism. 

III.  Privacy   Preserving Approaches 

According to Sweeny [9], the specific information about a person are stored in the table (or a 

relation) of columns (or attributes) and rows (or records). Several privacy preserving approaches 

in data publishing such as randomization, sampling, cell suppression, data swapping and 

perturbation have been designed for microdata publishing [10]. Privacy preserving crossed over 

various stages in its development. Due to the level of complexity in the existing technique, a 

thought to preserve privacy considered as a new area of research. 

i.  Randomization 

Randomization was an ability to anonymize the entire dataset, to preserve certain semantics. In 

the existing privacy preserving data mining techniques, the randomization is considered as one of 

the most important technique. This provides knowledge discovery and a balance between privacy 

and utility [11]. The balance between privacy and utility was achieved by adding noise to the 

data. The randomized data after balanced would transmit to the recipient. The recipient would 

receive the data using distribution reconstruction algorithm. 

ii.  Suppression 

Suppression have not involved in releasing the actual value of the data. Suppression would 

replace the value of specific attribute description, typically the Quasi Identifiers as the attributes, 

with less specific description. Like generalization, Suppression would hide some details of Quasi 

Identifiers [13]. A specific value could be replaced by a generic value at the time of suppression. 

Suppression indicates that replaced value was not disclosed [13]. 

iii. Generalization 

Data Generalization is the process of creating successive layers of summary data in an 

evalutional database. With the help of semantically consistent value generalization is applied on 

the quasi-identifiers (QI) and replaces a quasi-identifiers value. More records will have the same 

set of quasi-identifier values display as a result. We define an equivalence class of a generalized 

table to be a set of records that have the same values for the quasi-identifiers. Three types of 

encoding schemes have been introduced for generalization: Global Recording, Regional 

Recording, Local Recording. he property gifted to global recoding is that the generalized value 

can be replaced with the multiple occurrences of the same value. Regional record partitions the 
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domain space into non- intersect regions and data points in the same region are represented by 

the region they are in. Regional record is also called multi-dimensional recoding. Local recoding 

allows different occurrences of the same value to be generalized differently and does not have 

the above constraints. Generalization consists of substituting attribute values with less precise 

but semantically consistent values. Generalization maintains the correctness of the data at the 

record level. Generalization may also results in less specific information that may affect the 

accuracy of machine learning algorithms applied on thek-anonymous dataset [3],[4]. 

iv. Bucketization 

Bucketization partitions tuples in the table into buckets and then separates the quasi-identifiers 

(QI) with the sensitive attribute by randomly permuting the sensitive attribute values in each 

bucket. A set of buckets with permuted sensitive attribute values called as anonymized data. In 

particular, bucketization is used for anonymizing high dimensional data. Its main aim is to 

separation between QIs and SAs [1],[7].  

v. Slicing 

 A new technique is developed for privacy-preserving is known as Slicing. Slicing has more 

advantages when compared with generalization and bucketization. It provides better data utility 

than generalization. Slicing preserves more attribute correlations with the SAs than 

bucketization. It can handle high-dimensional data and data without a clear separation of QIs and 

SAs. It can be effectively used based on the privacy requirement of l-diversity for preventing 

attribute disclosure. l-diverse slicing ensures that the adversary cannot learn the sensitive value 

of any individual with a probability greater than 1/l. 

       Slicing partitions the dataset both horizontally and vertically. Vertical partitioning contains 

grouping of attributes into columns based on the correlations among the attributes. Each column 

consists of a subset of attributes that are highly correlated. Horizontal partitioning contains by 

grouping tuples into buckets. Within each bucket, values in each column are randomly sorted to 

break the linking between different columns. The basic idea behind slicing is to break the 

association cross columns, but also it preserve the association within each column. Slicing 

reduces the dimensionality of the data. Slicing maintains utility because it groups highly 

correlated attributes together, and also preserves the correlations between such attributes. It 

protects privacy because it breaks the associations between uncorrelated attributes, which are 

infrequent. When the dataset contains QIs and one SA, thenbucketization has to break their 

correlation; on the otherhand, slicing, can group some QI attributes with the SA, and preserving 

attribute correlations with the sensitive attribute. The main important benefit of slicing is that it 

can manage data with greater dimension. Slicing provides enhanced utility than generalization 

and is more efficient than binning in assignments comprising the sensitive attribute. Slicing is 

used to stop membership exposure. Many algorithms like generalization, bucketization havetried 

to preserve privacy however they exhibit attribute disclosure. So to remove this problem an 

algorithm called slicing is used.  

IV. Privacy Threats 

Releasing the result of data mining could cause privacy threats. Several privacy disclosure 

threats were possible in microdata publishing like identity disclosure, membership disclosure and 
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an attribute disclosure. Privacy threats results in more disclosure risk. Anonymizing the data and 

preserving the data through various disclosure protections would result in better utility. 

i.  Identity Disclosure 

Usually an individual was linked to a record in the published table. If his identity was 

disclosed,then the corresponding sensitive value of an individual would be revealed. 

ii.  Attribute Disclosure 

Attribute disclosure was possible when information about individual record would be revealed. 

Before releasing the data, it is the must to infer attributes of an individual with high confidence. 

As per the authors view [9], matching multiple bucket was important to protect attribute 

disclosure. 

iii.  Membership Disclosure 

Membership information in the released table would infer an identity of an individual through 

various attacks. If the selection criteria were not a sensitive attribute value, then it would lead to 

have a membership disclosure [8]. 

V.  Proposed Method 

In this paper introduce slicing as a new technique for privacy preserving data publishing. Slicing 

has several advantages when compared with generalization and bucketization. Developing an 

efficient algorithm for computing the sliced table that satisfies ℓ-diversity. An algorithm 

partitions attributes into columns, applies column generalization, and partitions tuples into 

buckets. Attributes that are highly-correlated are in the same column; this preserves the 

correlations between such attributes. 
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             Also would like to point out a nice property of slicing that is important for privacy 

protection. In slicing, a tuple can potentially match multiple buckets, i.e., each tuple can have 

more than one matching buckets. This is different from previous work on generalization and 

bucketzation, where each tuple can belong to a unique equivalence-class (or bucket). In fact, it 

has been recognized that restricting a tuple in a unique bucket helps the adversary but does not 

improve data utility. Following are the advantages  

 

 It preserves better data utility than generalization. It preserves more attribute correlations 

with the SAs than bucketization.  

 It can also handle high-dimensional data and data without a clear separation of QIs and 

SAs. 

 Another important advantage of slicing is its ability to handle high-dimensional data. By 

partitioning attributes into columns, slicing reduces the dimensionality of the data. 

 Slicing can be used to prevent membership disclosure. 

 Finally, by allowing a column to contain both some QI attributes and the sensitive 

attribute, attribute correlations between the sensitive attribute and the QI attributes are 

preserved. 

 

VI.  Conclusion 

This paper, discussed about various anonymization techniques to preserve the privacy in data 

mining. Due to the large collection of information, it is important to maintain the 

Privacy.Number of anonymization techniques has been designed, still it remains an open 

problem onhow to use the anonymization  techniques effectively. The extra rows can be 

introduced toincrease the redundancy in order to maintain the privacy. The more effective 

anonymization technique slicing will be found to preserve the privacy and also ensure the 

privacy by cross-disciplinaryfields. Slicing overcomes the drawbacks of generalization and 

bucketization. It preserves better utility while protecting against privacy threats where each 

attribute is in exactly one column. 
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