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Abstract--In large scale Wireless sensor network, the nodes are distributed in the dense area. 

For increasing the efficiency we need routing protocol. The routing protocol increases the 

communication ability and network performance. The key issue present in the design of 

routing protocol will be energy consumption.  Energy consumption plays an important role in 

network performance. Information transferred can be sensitive, so it is important to secure the 

data. This security mainly affects the network performance. This paper proposed an reliable 

routing method with RC-5 based encryption standard. So that security can be improved with 

much less performance losses. Simulation results show the network performance of the 

protocol in compared with existing system. From this result network performs better than the 

existing method. 

Keywords—reliable routing, energy consumption, network lifetime, encryption, wireless 

sensor networks 

 

 

I. INTRODUCTION 

 

In wireless sensor networks the nodes are dispersed in large area and they 

communicative themselves in multiple hops. These nodes automatically configure their 

topology by coordinating and communicating with each other. Sensor node sends packet to 

the base station through another nodes or directly. So that the node act as both sensor and 

router. The communication ability, storage capacity and energy of the nodes are limited. It is 

important to design routing protocol for effectively transmit the data to receiver. Several 

routing protocol are there for effective transmission of packets to the base station. Most of the 

routing protocols are based on shortest path.  If the distance between node to hub/base station 

is large then the node require high energy for transmission. In order to tackle this problem , 

the node selection based on energy and distance are considered [1]. 

Information transferred in the network could be sensitive, so it requires security. By  

encrypting the data, we can implement the security. RC-5 is one of the encryption standard. It 

is simple and faster. Provides high levels of security. Same algorithm used for encryption and 

decryption and requires less memory.It is a symmetric encryption algorithm. It converts the 

fixed length data into encrypted data of same length. This can be done using user provided 

security key. In receiver side reverse operation that is decryption takes place.  

WSN is used in many different kinds of field like monitoring , control and 

surveillance. The node forms the cluster. This clustering provides network scalability and 
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resource sharing. The clustering scheme provides less communication overhead and efficient 

resources allocation. So that energy consumption was reduced.  The main idea behind the 

clustering routing method is to reduce the energy in communication. In clustering only the 

cluster head will have more communication not all nodes [2]. The cluster member node 

forwards the packet to cluster head. Then cluster head forward it to hub. Cluster head is 

selected based on threshold value. Each cluster has only one cluster head. Based on thorough 

analysis of data transmission, this paper proposes an routing method that uses the clustering 

technique to balances the energy consumption and increase the network lifetime. 

 

II. RELATED WORK 

 

In Energy balanced routing method based on forward aware factor (FAF-EBRM) , the 

next hop node is selected based on forward energy density. In this method forward 

transmission area was defined based on location of the sink and cluster nodes. Forward 

energy density of the node can be calculated by using forward transmission area [3].  

In FAF-EBRM, nodes are dispersed in the rectangular sensing field. They form the 

cluster and then cluster head node was elected based on the threshold value. The packets are 

forwarded from the cluster member node to cluster head and then from CH to base station. 

All nodes are similar. Initial energy was set as E0. The next hop node for data transmission 

was selected based the forward energy density. The sink node broadcast the message to all 

node in the rectangular sensing field. Based on the received signal strength, distance between 

the sink and node is determined. Then FED of all nodes can be calculated. FED and link 

weight constitute the FAF. Then the packet will be forward to hub through appropriate route. 

Each time the node completes its transmission, the energy density of the node is 

checked. If the energy of the node drains, topology reconfiguration is implemented. The new 

nodes are selected for next round of transmission. In FAF-EBRM, if the node is closer to sink 

then the cluster head node then that node directly transmits its packets. It leads to backward 

transmission. 

 

III. PROPOSED METHOD 
 

The design of efficient and reliable routing method is divided into three segments: path setup, 

selection and distribution. 

 

A. Path Setup 

 

In this phase the hub and the node communicate with each other for setting the 

route/path to  hub from node. Once the hub is powered on, it relay an advertisement packet 

(ADV) to all nodes. This packet indicates that the hub is ready to receive the packet. When 

the node receives this ADV packet, store the route to the hub in its routing table. Node delays 

random amount of time for starting the initialization process. Node sends an RREQ packet to 

other node and asking for the route to hub. The node has route to hub transmits the RREP 

packet, otherwise ignore the RREQ packet.  When the RREP packet arrives then the node 

store the route in its routing table. When the node has more than one route to hub it quits the 

initialization process. Node stores the route in the routing table. The routing tables are 

indexed with ID. 
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B. Selection Phase 

 

The best route is selected in this phase. The best route is the shortest and it utilizes 

low energy and has low latency. Shortest routes are stored initially on the routing table based 

on the hop count. More desirable routes are selected , so packet loss will be reduced. This 

method uses the sliding window concept. A metric Link score is defined for route selection.  

It can be defined as   

 Link score= Pe*We+ Pt*Wt 

Where Pe is the next hop node’s energy level, We is the weight of that node, Pt is the success 

rate of transmission, Wt is the weight assigned for it.  

The link score is high means link will be better. The link score determines the 

performance of the corresponding path/link. The  link score is used when two routes with 

same hop count, then the best route is selected based on the value of link score. If the more 

than one link has same link score means then the shortest route will be selected. Link score 

value assigned between 0 to 100. The value of Pt drops from 100. Initially the value of next 

hop node’s energy level not known, so assigned as some arbitrary value. The value of Pe 

increases as the packet delivers successfully. 

 
Fig 1.Link score value calculation 

 

C.  Distribution Phase 

 

In this phase in addition to link score, the expected path length and number of hop 

traversed is also consider for best route. ExpPathLen  is the number of hop the packet will 

need to travel before it reaches the hub. NumHopTraversed indicates the distance that the 

packet traversed and it initialized as 0. It is incremented only when the packet forwarded to 

the next node. The ExpPathLen is defined as NH* α.  If the number of hops  go beyond the 

expected number . Then there will be changes in the network topology. These changes 

introduce the deadlock. To avoid this potential deadlock, BufUtiLvl is used [4]. 
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IV. SIMULATION 

 

There are several network simulator are used to simulate the wireless sensor 

networks. NS2 is the one of the simulator software used for WSN [5]. It is an open source 

tool and used in complex scenario also easy to debug. So here NS2 is used. The performance 

of this routing method is analyzed based on three parameters: packet drop, latency and packet 

delivery ratio. Comparison with existing method i.e LEACH, FAF-EBRM was made. 

 

A. Performance Analysis 

 

The performance parameters like PDR, Packet drop, latency are determined using 

NS2. Comparison graph was shown using nam window. Packet delivery ratio (PDR) defines 

the ratio of total number of packets that are delivered to the total number of packets that are 

sent. If the PDR is high means most of the packets are successfully delivered to base station. 

Packet drop can be defined as the difference between the packets sent and the packets 

received. Latency defines the time taken for a packet to reach the destination. 
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V. CONCLUSION 

 

This paper has proposed efficient and reliable routing method. Performance 

parameters like packet delivery ratio, packet drop and latency are calculated. Simulation 

results show the performance comparison of these parameters. This comparison results shows 

that the proposed method performs better than existing method in terms of packet delivery 

ratio, latency. Thus  increase the network lifetime and balances the energy consumption. 
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