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Abstract— Data mining is a well-known technique for automatically and intelligently extracting information or knowledge 

from a large amount of data, however, it can also disclose sensitive information about individuals compromising the 

individual’s right to privacy. Most of the privacy preserving solutions based on cryptography proposed by different 

researchers are in semi-honest model approach, where participating parties always follow the protocol. But providing 

stronger solutions considering malicious approach would be more useful for many practical applications because it tries to 

protect a protocol from arbitrary malicious behaviour using cryptography tools. An novel approach having a new protocol 

for privacy preserving in multiparty communication is designed for maintaining data integrity & implemented in malicious 

approach by using threshold homomorphic encryption & non interactive zero knowledge protocols according to real world 

paradigm. 
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I.  INTRODUCTION  

Data mining is a well-known technique for automatically and intelligently extracting information or knowledge from a large 

amount of data, however, it can also disclosure sensitive information   about individuals compromising the individual’s right 

to privacy [1]. Privacy preserving data mining is a novel research direction in data mining. In order to make a publicly 

available system secure, we must ensure not only that private sensitive data have been trimmed out, but also to make sure 

that certain inference channels have been blocked as well. A number of effective methods for privacy preserving data mining 

have been proposed [2-10]. But most of these methods might result in information loss and side-effects in some extent, such 

as data utility-reduced, data mining efficiency-downgraded, etc. Privacy can be invaded by the adversaries. In cryptography 

literature, adversaries have been classified into the following two categories in general. 

Semi-honest adversary: A semi-honest adversary follows the protocol specification faithfully and tries to learn extra 

information from the message transcript during the execution. 

Malicious adversary: A malicious adversary does not follow the protocol specification and can alter the input from the 

message transcript during the execution. On the basis of the above specifications, we have constructed our protocol in 

malicious model so that we can provide stronger security guarantee. 

On the basis of the above specifications, we have constructed our protocol in malicious model so that we can provide 

stronger security guarantee. 
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II. RELATED WORK        

Most of the existing privacy-preserving k-means schemes (either two-party or multiparty “privacy-preserving distributed 

mining of association rules on  horizontally partitioned data”, kantarcioglu  and clifton  [1]  & “privacy preserving data 

mining”  lindell, yehuda, pinkas  [2]  deal with the semi honest model. Also they have some security problems “a secure 

protocol for computing dot-products in clustered and distributed environments”, i. Ioannidis, a. Grama, m.j. atallah [4] & 

“privacy preserving naive bayes classifier for vertically partitioned data”, vaidya and clifton introduced a solution [6] based 

on t. Okamoto and s. Uchiyama, “a new public-key cryptosystem as secure as factoring”  homomorphic cryptosystem [13] 

which is not secure without random padding. Jagannathan et al.’s proposal [7] applies a scheme [8] whose security is not 

proven and the whole protocol is inefficient in clustering update computation.  

“Privacy-preserving distributed k means clustering over arbitrarily partitioned data” , G. Jagannathan & R. N. Wright[14] 

proposed a scheme for  secure scalar production protocol is used which has the serious weakness that a leakage of some 

database entries, can reveal the whole database as well as it is very inefficient when the database is large. In “Non-

cryptographic fault-tolerant computing in constant number of rounds of interaction” J. Bar-Ilan and D. Beaver[15] proposed 

circuit technique is used which is time consuming. In  “Privacy preserving clustering in malicious model” S. Jha, L. Kruger, 

and P. McDaniel [16] the above problems are covered but none of  these schemes can deal with malicious adversaries. The 

cost of communication in these protocols are mostly reasonable . So, we cannot ignore the matter of cost. In “A new privacy 

preserving distributed k-clustering algorithm” G. Jagannathan, K. Pillaipakkamnatt, and R. N. Wright [17]  an idea about 

how to convert the k-means clustering process from semi-honest model to malicious model without giving any kind of 

details about the protocols. In “Privacy-preserving two-party k-means clustering via secure approximation” C. Su, F. Bao, J. 

Zhou, T. Takagi, and K. Sakurai [20]  the protocols have been constructed considering more than two participating parties in 

malicious model. They have used secret sharing with code based identification scheme. But secret sharing scheme is not 

efficient in some cases.  

       III.   PROPOSED WORK 

A simple network is created of multiple nodes which perform data communication through specified protocol. Next, in the 

network a malicious node is detected by using weighted trust evaluation algorithm. A weighted-trust evaluation (WTE) 

algorithm detects the compromised nodes by monitoring its reported data. It is a light-weighted algorithm that would incur 

little overhead & detects misbehaved nodes accurately with very short delay. After detecting malicious node in the network, 

privacy preserving protocol is used this consists of four sub protocols which preserves the data integrity & data privacy from 

malicious nodes. The privacy preserving protocol is constructed using threshold homomorphic encryption & non-interactive 

zero knowledge protocol. The data preserved using privacy preserving protocol is needed to be routed to other nodes in the 

network, this is done by calculating shortest path between the surrounding nodes & malicious node using Dijkstra’s 

algorithm to find the shortest path. The algorithm finds the path with lowest cost (i.e. the shortest path) between that vertex 

and every other vertex. It can also be used for finding costs of shortest paths from a single vertex to a single destination 

vertex by stopping the algorithm once the shortest path to the destination vertex has been determined. 

A. Creation of network nodes 

A wireless sensor network (WSN) consists of a large number of small sensor nodes that are deployed in the area in which a 

factor is to be monitored. In wireless sensor network, energy model is one of the optional attributes of a node. The energy 

model denotes the level of energy in a mobile node. If the node is a sensor, the energy model should include a special 

component called “sense Power”. It denotes the energy consumed during the sensing operation. In this module, multiple 

network nodes are created using Network Simulator2 (NS2). It consists of three types of sensor nodes Low-power “Sensor 

Nodes (SN)" with limited functionality, Higher-power “Forwarding Nodes (FN)" that forward the data obtained from sensor 



International Journal of Emerging Trends in Engineering and Development         Issue 5, Vol.2 (Feb.-Mar. 2015)                                                                                                    

Available online on http://www.rspublication.com/ijeted/ijeted_index.htm                                  ISSN 2249-6149 

 

R S. Publication (rspublication.com), rspublicationhouse@gmail.com Page 36 
 

nodes to upper layer, “Access Points (AP)", or called “Base Stations (BS)” that route data between wireless networks and the 

wired infrastructure. Sensor nodes can be imagined as small computers. They usually consist of a processing unit with 

limited computational power and limited memory, a communication device and a power source. 

 

                                                              Figure1: System Architecture 

 

B. Detecting malicious nodes 

In this module, a malicious node is detected by using weighted trust evaluation algorithm. The malicious node may be 

defined as a node which does not follow the exact behavior. Most of the attacks are accomplished by modifying a message or 

simply not to forward the  

message which it is supposed to forward. A weighted-trust evaluation (WTE) algorithm detects the compromised nodes by 

monitoring its reported data. It is a light-weighted algorithm that would incur little overhead & detects misbehaved nodes 

accurately with very short delay. As shown in the figure, a weight W is assigned to each sensor node.Updating the weight of 

each sensor node has two purposes.First, if a sensor node is compromised (becomes a malicious node) and frequently sends 

its report inconsistent with the final decision, its weight is likely to be decreased. Then if a sensor node’s weight is lower 

than a specific threshold, we can identify it as a malicious node. Second, the weight also decides how much a report may 

contribute to the final decision. 

         

                                                         
 
                                                             Figure 2 : A weight based network 

 

C. Privacy preserving in malicious model 

In this module, privacy preserving protocol is used consisting of four sub protocols which preserves the data integrity & data 

privacy from malicious nodes. The privacy preserving protocol is constructed using threshold homomorphic encryption 

which allows specific types of computation to be performed on encrypted data without compromising the encryption & 

obtain encrypted result  & non-interactive zero knowledge protocol to prove that the actions taken by the party are correct. 
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(I) Secure Data Standardization Protocol Checks correctness problem from the malicious node by calculating mean & 

standard deviation between the two parties thus getting the standardized data. In case of multi-attribute data, it computes the 

distance function using the Euclidean distance. 

 

(II) Secure Distance Measuring Protocol using threshold encryption computes distance between two closest nodes with their 

secret keys & private data input. The distances between a data object & all other nodes are found as a distance dataset. 

 

(III) Secure Clustering Update Communication Protocol assigns data object to closest nodes  by finding out the most proper 

clustering center for each data object .When data objects have been assigned to their nearest clusters, the cluster shares have 

also been changed. The protocol is used to calculate new center of cluster. 

 

(IV) Secure Iteration Stopping Protocol stops the iterations after the all the provisions for securing privacy of data is done & 

output satisfies our requirements this is done by running the iterations until the difference of Euclidean distance between two 

consequent calculations. 

 

 

D. Finding shortest path 

It finds the shortest path between the malicious node & neighboring nodes to maintain the data privacy & route the data to 

other nodes using Dijkstra’s shortest path algorithm. For a given source vertex (node) in the graph, the algorithm finds the 

path with lowest cost (i.e. the shortest path) between that vertex and every other vertex. It can also be used for finding costs 

of shortest paths from a single vertex to a single destination vertex by stopping the algorithm once the shortest path to the 

destination vertex has been determined. It picks the unvisited vertex with the lowest-distance, calculates the distance through 

it to each unvisited neighbor, and updates the neighbor's distance if smaller & mark visited when done with neighbors. 

 

 

E. Conclusion 

We have proposed a new scheme based on NIZK proofs for privacy-preserving between two parties in malicious node. Most 

of the existing privacy-preserving k-means schemes deal with the semi-honest model having various security and correctness 

problems. Ours is a challenging work because it guarantees stronger security and has overcome such problems. Moreover, 

we have minimized the communication cost. As ours is a two-party model, it will be a great future work in considering more 

than two parties in the presence of malicious adversaries.  

 

F. Future work 

The protocols have been constructed considering more than two participating parties in malicious model. They have used 

secret sharing with code based identification scheme. But secret sharing scheme is not efficient in some cases. A stronger 

security guarantee with reasonable cost is needed to achieve with higher reliability & optimum efficiency. Further, the 

investigation can be done on security and improvement proposal for better secure communication in network environment. 
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