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Abstract 

 When is it time to buy a new server—and what exactly do you need? Whether you’ve made this 

decision already or someone else has tasked you with the assignment, buying a new server for 

your IT department can be a long process. There are a number of different types, models and 

options, including blade centers, freestanding floor models and more I am not to mention you 

any options. But  if you’re considering a virtual or cloud-based environment, this paper focus on 

types of server with their functionality which helpful for users to take decision. 
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1.  Introduction to Server: 

 

If you don't already have a server in your business, you're probably already using a desktop 

system as a server of sorts[1]. Maybe it controls some files or printers that you can share with 

other PCs, but there are key differences between servers and desktops, and many good reasons to 

invest in a server for your small business. Both have a CPU, RAM, and hard drives for storage. 

Servers, however, are designed with heavy‐duty back‐end tasks in mind, and aren't well equipped 

to run normal desktop workloads, such as graphics‐intensive applications. 

A server is a running instance of an application capable of accepting requests from the client and 

giving responses accordingly. Servers can run on any computer including dedicated computers, 

which individually are also often referred to as "the server"[4]. The advantage of running servers 

on a dedicated computer is security. Servers operate within client-server architecture. Servers are 

computer programs running to serve the requests of other programs, the clients. Thus, the server 

performs some tasks on behalf of clients. It facilitates the clients to share data, information or 

any hardware and software resources. 
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2. Types of Server: 

According to Appearance, there are two types of Structure 

2.1 Physical Server: 

Physical Servers are the traditional way of doing things (in IT traditional means more than 3 

years ago!) and involve a piece(s) of hardware that are configured to perform the tasks of your 

business. Generally this hardware is in your server room or broom closet[2]. They can play any 

role required in the business, from Mail Server to a Web Host Server or even a combination of a 

wide variety of roles where required. With physical servers there is a tendency to try and do 

more with less. The advantage of a Physical Server for a small business with limited server 

needs, is that the one server can perform all the tasks required for the day to day running of the 

business  Each server will generally be critical to the business in some form because rarely do 

people sign off on implementing a new server to do something inconsequential[4]. The server 

runs non-stop until the end of times, or until you decide to stop using it. 

2.1.1 Some Facts of Physical Server: 

1. Cost 

The first reason to virtualize is to save money. This may be hardware, human resource, or energy 

related savings[1]. An ideal virtualization plan should result in lower equipment, power, 

management and hardware costs. Most businesses will review their current situation and 

determine where they can save money. 

The cost of buying individual servers is much higher than virtualization. Even though you may 

save costs on hardware, the costs of the virtualization software and licensing may be high. You 

may have to treat each virtual server as a physical instance like before, so normal licensing costs 

for each virtual server stays as same. 

2. Performance 

Performance is not as good if you increase the work load for a single machine must handle. 

While the virtualization hardware is getting faster and faster each year, you still have more 

resources being used with virtualization [6]. Performance needs for an application should to be 

addressed on a case by case basis [2]. 

Many dedicated servers are only using about 20% of their computing capacity. This is a waste of 

usable resource and also one of the main reason companies are looking for virtualization. Trying 

to get the most out of your hardware is more difficult using a dedicated server environment. 

A server that is running one application will be faster than the same server running multiple 

applications. There are times when a virtual server cannot perform like a dedicated server and we 

all have to determine when that time comes[7]. For example consider a database server. All 

things being equal the dedicated server wins on performance but may loose on efficiency. 
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3. Managing Time 

Many of the virtualization products have advanced management tools that help you to monitor 

and review information quicker across more servers [6]. This can reduce the human resource 

needed and less 3rd party software that you have to learn along with less error [7]. When you 

have more items to manage, the risk of making mistakes also increases. 

Dedicated hosting solutions are more complex due to their hardware separation. Hardware 

management requires more time [7]. For virtualization, many of these items are build into the 

software package. 

4. Disaster Recovery 

Most virtualization software comes with a number of features that may increase server up-time. 

If one virtual server fails, it will come up instantly on another machine. Load balancing is also 

easier. Many packages also come with their own data backup solutions such as 'snapshots' to 

protect data. In case of Physical server, we have to opt other backup and recovery options. 

5. Point of Failure 

If you have 10 virtual servers on a single piece of hardware and if that goes down, it won't be 

good. Minimizing these risks may require additional hardware like redundant physical servers 

and SANS. This adds more equipment and cost which are the exact items you are trying to 

reduce[6]. 

We can't let our entire business shutting down due to a single failure. With dedicated servers we 

know that a single server failure rarely takes down everything. Virtualization increases the risk 

of a major event when you loose a single server. One of virtualizations selling point is the ability 

to load balance servers easily[7]. We can say that the separation of services could be a good 

thing for many different configurations. 

6. Security 

Setting up a security plan for a virtual server environment is easier because you can focus on a 

universal security model[6]. A more focused approach for overall security across fewer 

dedicated machines is easier than security for more hardware, right? 

Your virtual server might be on the same physical server of another company. This is especially 

true if you are using a hosting company on a cloud environment. If you are leasing cloud space 

from a hosting provider how are they protecting your data from the thousands of other people on 

the cloud[7]. The security of your virtual server depends on many factors and could complicate a 

few items when dealing with industry regulations. 

7. Ease in IT Growth 

Adding a new server or increasing RAM, CPU, or hard disk is as easy as pressing a few buttons 

using Virtualization. The ease of deploying new servers can decrease the time it takes to launch 

new products and services. When you have to add a new physical server to your environment it 
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takes some planning. You have to purchase equipment and then load the OS, security patches, 

and plan out physically connecting the server to your network. Using virtualization you can 

usually bring up another server within minutes by using a copy of a virtual server [7]. If you are 

a company adding 10 servers per month then this will be the perfect choice. The virtualization of 

servers does equal less hardware which can help reducing our net power usage with 

virtualization. 

8. Migration 

Many virtualization products come with software that helps you migrate applications from your 

older dedicated servers to new virtual servers[6]. This means that upgrades to your environment 

can be much easier as long as you stay with similar virtualization products. 

2.2 Virtual Server: 

A Virtual Server is normally one of many servers that operate upon a single physical server with 

each virtual server sharing the resources of the physical server between them [1]. However an 

effective virtual infrastructure cannot run upon a single physical server so proper implementation 

of virtual servers requires the use of multiple physical servers and more than likely a device 

capable of providing shared storage between the physical servers [2]. A Virtual Private Server is 

created by partitioning the physical server into multiple mini servers, made possible by the 

technology of Server Virtualization. The term Virtual Server is widely used by Internet hosting 

services and it is often used to refer a Virtual Machine. . It offers the same privacy, which is seen 

in separate physical computer environment, configured to run server software. Virtual Private 

Servers are also known with the synonyms Virtual Root Server VRS and Virtual Dedicated 

Server VDS[2]. The advantage of Virtual Servers is that each server can be run upon any 

capable physical server and so the failure of a physical server, with a proper environment in 

place, means any affected servers that were sharing that physical server, can be started up 

seamlessly on any other available physical server [3]. 

2.2.1 Benefits of Virtual Server 

1. Improved efficiency - The server footprint can be reduced by the presence of virtual servers 

in a data center [3]. With the help of virtualization technology, better space management is 

possible and there will be also a drop in the power consumption & need for cooling solutions, 

which all pave way in saving costs for the organization[4]. 

2. Faster Server deployment - Virtual servers can be easily reduplicated and so they allow fast 

deployment in the server environment [7]. This makes the IT department go for quick & efficient 

work environment and thus makes way for a speedy growth of a company in this highly 

competitive world. 

3. Reduces downtime effects - A Virtual server acts as connote for efficient back-up and this 

makes a business improve its planning for disaster recovery. 
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4. Reduces cost - It is a known fact that, all virtual servers run with 90 percent of utilization 

versus the servers which are non-virtualized, which only achieve 18 percent utilization ability[7]. 

So, when the utilization increases, it offers justification to the power consumed and also to the 

deployed cooling solutions. Thus from the above benefits, an enterprise can save, from their 

operational costs. 

5. Virtual private servers can provide a variety of disaster recovery options- As the template 

shows, some systems are more costly than others during downtime incidents[3]. Server 

virtualizationcan sometimes enable faster disaster recovery than dedicated servers, which can 

save serious money when disaster strikes. 

6. Dedicated servers are more customizable and provide greater control- Managed hosting 

of dedicated hardware gives you the most control over your environment, including resource 

allocation preferences, security preferences and service level agreements[7]. You also have the 

peace of mind of knowing exactly where your data and apps are running. 

7. The most powerful combination may be a fusion of public and private cloud-The hybrid 

cloud combines the speed, self-service and automation of a public cloud solution with the 

dedicated hardware that comes with the private cloud[7]. For many enterprises it’s the perfect fit 

for their changing IT infrastructure needs. 

2.2.2 Issues of virtual server: 

1. Reliability Issues 

The first issue that you need to be aware of has to do with reliability.  virtual Server is designed 

so that if one of the virtual servers were to fail it will not effect the physical hardware, the host 

operating system, or other virtual servers or applications running on the server[1]. The problem 

is that a hardware failure or a failure in the host operating system can take down the virtual 

servers running on that machine. 

2. Performance Issues 

 To successfully run Virtual Server, your physical server must have sufficient hardware to run 

the host operating system, plus any necessary virtual machines [7]. Each virtual machine has its 

own individual operating system and its own set of applications, and your server needs to be 

beefy enough to handle running all of this software simultaneously and also need to think about 

hard disk and processor utilization[6]. 

3. Security Issues 

 if the machine’s host operating system were brought down by a virus or other exploit, the virtual 

servers could potentially also crash since Virtual Server is dependent on the host operating 

system. you need to be aware of is that virtual machines must be secured, patched, and 

maintained, just like any other server in your organization[4]. It’s easy to think of a virtual server 
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as not being a “real server”, especially in a development environment, and therefore not taking 

the security precautions that might be taken with a production server[7]. To prevent a virtual 

server from being used to compromise the rest of your network, you must insure that all servers 

(real and virtual) use the proper security. The data protection is major security issue in virtual 

server. 

4. Licensing Issues 

Another issue that you will need to consider in relation to running virtual servers is software 

licensing[3]. While its true that running applications is a virtual server environment often saves 

money in hardware costs, you won’t save any money on software licensing[6]. you will have 

spent more money on software than you would have if all your virtual servers were running on 

separate hardware. 

3. Conclusion 

Finding the best server for your IT environment depends on your organization’s specific needs, 

requirements and constraints. Ultimately, the best server will be the one that meets and exceeds 

your primary requirements, while providing some extra features and capabilities to improve 

performance now and Many people are starting to move their servers into the Cloud (private or 

public) and some others are starting out directly using virtual servers. If we had to recommend 

one to you, it would be virtual servers, since it gives you a lot of control over resources and most 

importantly, how you spend your money[4]. If we overcome this number of performance, 

security, and software licensing issues that we are able to access best service of Server. 
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