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ABSTRACT—Information security has turn out to be prime challenge in today’s cyber 

world. Cyber Crime are growing rapidly day by day and alarming us to take initiatives to 

prevent our society from its socio technological impact. Although a variety of security 

measures have been implemented and numerous private and government organizations 

have been established to fight against emerging trends of cyber crime and these 

organizations had started working on it because of remarkable growth in percentage of 

cyber crime. This study analyzes global socio technological impact because of rapid growth 

in cyber crime. An analytical approach has been introduced from emergence of cyber 

crime to prevention strategies used for cyber crime. This paper also throws light on status 

of cyber crime in current scenario, available solutions including steps taken by 

nongovernment and government organizations to avoid cyber crime and forthcoming 

challenges as well as upon National, International accordance and solutions to deal with the    

same.  
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INTRODUCTION 

 

One click of mouse opens the world around us. Over the past decade, the Internet has clearly 

played a critical role in providing online services and given rise to a completely new channel. 

Today’s age of communication and information development provides us required data access 

easily and effectively. The new technologies have created a new space for the generation, called 
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as cyber space and facilitated the commission of traditional crimes as well as new crimes. 

Computer crime or cyber crime or e-crime in general refers to criminal activities related to a 

computer or a network of the computers where the computer itself is the source, tool, target and 

place of a crime. Security is the primary concern for every person who is using internet as a 

communication medium for transfer of information or financial amount. An integrated set of 

various components like hardware, software, telecommunication, database, human resource and 

procedure to collect, store and process data for the purpose of information, knowledge and digital 

products distribution is considered as information system. Information system is used to provide 

required information in an effective and efficient manner [1][2]. In context to cyber space an 

information system includes all information infrastructures which are accessible through the 

internet, in and beyond territorial boundaries [3][4]. With every new application, newer 

vulnerabilities crop up, posing immense challenges to those who are mandated to protect the IT 

assets. Information security management has been shown in fig 1[5]. 

 
       Fig 1: Information Security Management.  

 

Main targets of Cyber criminals are citizens, businesses and governments. Social networking and 

constant online communication, proliferation of communication devices, networks, and users 

have generated new vulnerabilities that create more cyber crime opportunities. Accountable 

factors which are responsible for cyber crime are- 

 Data access and sharing policies between private and public sectors. 

 Data leakage through mobile and wireless frauds and cloud computing also plays 

important role to augmentation of cyber crime. 

 Criminals Justice sanctions like internet restrictions and electronic monitoring. 

 Sentencing of cyber criminals etc. 

 

LITERATURE REVIEW 

In pre 2000 cybercrime was considered as immature or childish behavior of criminal as a 

practical joke or game by those who committed it. Earlier it was centered on or around one-

man operated crime with the intension to exploit the limitations in the computer operating 

system or computer network. In most cases these crimes were committed by those people who 
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felt challenged to prove that they could beat the system without any intension of gaining 

financial benefit where a great deal of financial damage could actually result. At this time 

Criminal defense policies was also largely based on the fact that no real intentional damage 

was done and, in a large number of cases, the penalty for the crime was showing how the 

computer system had been hacked by the hacker. In post 2000 cyber criminal gangs had 

introduced a professional element into the world of cybercrime. They had organized and 

focused their attention towards profit gain and had developed tactics to making use of 

computer networks to infiltrate and take advantage of the trust of other users of that computer 

network for huge financial gain. They had worked out hardened and they had realized that the 

Internet was a safe domain, with much less risk, with which to operate and generate large 

profits [9]. Few cases of fraud have been reported until 2004. That means that the escalation 

of attacks is relatively recent, and was concentrated in the last decade [10]. Various stages of 

cyber attack evolution from year 1980 to the year 2000+ has been shown in fig 2 [8]: 

   Fig 2: Various stages of cyber attack evolution 

According to an Assoc ham-Mahindra SSG study “The number of cyber crimes in the country 

may double to 3 lakh in 2015 and could pose serious economic and national security 

challenges” shown in fig: 3[6]: 

  

                       Fig 3: Increase in Number of Cyber Crimes in Country  

Top modes of attack are Phishing attacks of online banking accounts, Cloning debit cards, e-mail 

frauds and Obscene publication etc. figure 4 shows status of global internet attacks in the year 

2014 [7]. 
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                   Fig 4: Status of Global Internet Attacks In the Year 2014 

 

 

Fig 5 shows status of various attacks in the month july-2014[11]:

 
                          Fig 5: Status of various attack techniques in July 2014 

 

https://paulsparrows.files.wordpress.com/2014/08/techniques-july-2014.png
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OBJECTIVES OF THE STUDY 

Objectives of the study are  

 

 To identify how many cyber crimes are committed and what are the trends in the 

changing threat scenario. 

 To explore different methods by which cyber is committed? Who commits and reason 

behind why do people commit cyber crime. 

 To find out different preventive measures by different point of view like legal, technical 

and strategic perspective to reduce cyber crime. 

METHODOLOGY  

This study is descriptive in nature. An attempt has been made to analyze cyber crime report 

given by different media resources from theoretical and investigative points of views with 

sentencing research. The material has been referred from Online as well as desk based book 

reviews, articles, reports, research and conference papers. Thus a combination of existing 

literature studies and in-depth secondary database material is used to fulfill the objective.  

 

ONLINE CRIMINALITY GAINS 

Cyber crimes are reasonably easy with low risk and hard to trace because: 

 Less time, effort and money is required. 

 Secrecy is maintained without Physical presence. 

 Encryption is much preferable rather than a good  concealing outfit.  

 Evidence of a crime can be easily wiped out. 

 Ethical limitations are very few.  

 Massive audience target with unlimited geographical coverage without any eyewitnesses.  

 

CYBER CRIME TRENDS IN INDIAN SCENARIO 

India has emerged as a favorite among cybercriminals, mostly hackers and other malicious users 

who use the internet to commit crimes. The increasing use of smart phones and tablets for online 

banking and other financial transactions have increased risks. Phishing attacks of online banking 

accounts or cloning of ATM/debit cards are common occurrences. The attacks have mostly 

originated from the cyber space of countries including the US, Europe, Brazil, Turkey, China, 

Pakistan, Bangladesh, Algeria and the UAE, the study revealed. Smartphone users rarely check 

for security certificates while downloading apps (games, music and other software) from third 

party or unsecured sites, the study said, adding that mobile banking apps store data such as PIN 

and account number, on the phone. It further stated that mobile frauds are an area of concern for 

companies as 35-40 per cent of financial transactions are done via mobile devices and this 

number is expected to grow to 55-60 per cent by 2015 [6]. According to Computer Emergency 

Response Team-India (CERT-In) report till May 2014 total 9, 9,174 Indian websites were 

hacked by hacker groups spread across the world [12].  

 

Cyber crimes – cases of various categories under IT Act, 2000- According to National Cyber 

Crime Bureau Report (2013) total 4,356 cases were registered under IT Act during the year 2013 

and  2,876 cases were registered in the previous year (2012), thus showing an increase of 51.5% 

in 2013 as compare to 2012. In the table 1 Incidence of Cases Registered under Cyber Crimes in 
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various States During 2012 & 2013 and Percentage of Variation has been given in decreasing 

order [13]:  

SNo Name of the 

State 

IT Act IPC Section  

  20 

12 

20 

13 

% of 

variatio

n 

20 

12 

20 

13 

% of variation 

1 MH       471 681 44.6 90 226 151.1 

2 A. P.    429 635 48.0 25 16 -36.0 

3 Karnatak 412 513 24.5 25 20 -20.0 

4 U. P. 205 372 81.5 44 310 604.5 

5 Kerala   269 349 29.7 43  34 -20.9 

6 M. P.  142 282 98.6 55 60 9.1 

7 Raj  147 239 62.6 7 58 728.6 

8 W. B. 196  210  7.1 113  132 16.8 

9 Punjab  72  146  102.8 6 10 66.7 

10 Haryana  66  112  69.7 116  211  81.9 

Table 1: State wise incidence of Cases Registered under Cyber Crimes during 2012 & 2013  

As it is clear from table 1 that 15.6% of total such cases (681 out of 4,356 cases) were reported 

from Maharashtra followed by Andhra Pradesh (635 cases), Karnataka (513 cases), Uttar 

Pradesh (372cases), Kerala (349 cases), Madhya Pradesh (282 cases), Rajasthan (239 cases), 

West Bengal (210 cases), Punjab (146 cases) and Haryana (112 cases).    

Act/Section of cyber 

crime 

Total registered 

cases 

Persons arrested % of arrested 

persons 

IT Act 4356 2098 51.84% 

IPC Section 1337 1203 89.97% 

Table 2: Percentage vise variation of arrested people under IT Act and IPC Sections 2013 

 

Table 2 clearly depicts that under cyber crime IT Act out of 4356 registered cases only 2098 

persons were arrested, i. e. only 48.16% persons were arrested and 51.84% persons were not 

arrested and under IPC Section out of 1337 registered cases only 1203 persons were arrested, i. 

e. total 89.97% persons were arrested and only 10.03% persons were not arrested. Thus under IT 
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Act more cases were registered as compare to IPC Section but the percentage of persons arrested 

in IPC section is more than the persons arrested in IT Act.  

According to national cyber crime bureau report under IT Act for cyber crime like hacking, 

obscene publications, unauthorized access, digital signature certificate fraud and violation of 

confidentiality, persons of age group 18-30 are more involved whereas Under IPC Section 

offences like forgery, criminal violation of trust and counterfeiting, persons of age group 30-45 

are more involved. 

These figures show unawareness and needs strong standards and regulations at strategic and 

legal perspectives. 

CYBER SECURITY STRATEGY IN INDIA 

The economic growth of any nation and its security depends on how well is its cyberspace 

secured and protected. In recent cyber security measures Non Government (private) regulatory 

measures, National Law and enforcement measure, Defensive strategies, products as well as 

some limited forms of international cooperation and regulations plays important role. Some of 

the cyber security strategies have been discussed in table 2[5]. 

 

S. No. Cyber Security Strategy Initiatives 

1 
Research and 

Development 

Network Monitoring, Biometric Authentication and 

Network Security 

2 
Security Incident – Early 

Warning & Response 

CERT-In National Cyber Alert System and 

Information Exchange with international CERTs 

3 
Setting up Digital 

Forensics Centers 

Domain Specific training – Cyber Forensics 

4 
Capacity building Skill & Competence development, training of law 

enforcement agencies and judicial officials in the 

collection and analysis of digital evidence and 

training in the area of implementing information 

security in collaboration with Specialized 

Organizations in US 

5 
Security Policy, 

Compliance and 

Assurance – Legal 

Framework 

IT Act 2000, IT (Amendment) Bill 2006 – Data 

Protection & Computer crimes, Best Practice ISO 

27001 and Security Assurance Framework- 

IT/ITES/BPO Companies 

6 
International 

Collaboration 
 

Table 3:  cyber security strategies in Indian scenario 
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CONCLUSION AND SUGGESTIONS 

The pace at which cybercrime is emerging is one of the most alarming trends. In recent years, 

cyber crime has grown by leaps and bounds. Cyber crime revenue grew to levels comparable to 

that of a state, and major security analysts agree that it will experience sustained growth in the 

coming years. The improvement of online banking system and its increased use by consumers 

worldwide has made this service a privileged target for cyber criminals [10]. Phil Williams, a 

visiting scientist at CERT, summarize the issue concisely. “The Internet provides both channels 

and targets for crime and enables them to be exploited for considerable gain with a very low 

level of risk For organized crime it is difficult to ask for more” [14]. Some of the foremost 

policies involved in cyber safety mechanism are NCSP (National Cyber Security Policy)-2013, 

IT Act 2000 and ITA Act 2008, Counter Measures used to provide cyber safety mechanism, 

Intrusion Detection System (IDS), Intrusion Prevention System (IPS), An intrusion detection and 

prevention system (IDPS), Distributed Intrusion Detection System (DIDS) and GPRS Security 

Architecture etc[15][16][17].  

 

The economic growth of any nation and its security depends on how well is its cyberspace 

secured and protected. In recent cyber security measures Non Government (private) regulatory 

measures, National Law and enforcement measure, Defensive strategies, products as well as 

some limited forms of international cooperation and regulations plays important role. Some of 

the initiatives taken by Non Government Organization are IETF (Internet Engineering Task 

Force), Web Consortium House, FIRST (Forum of Incident Response and Security Teams), 

IEEE (Institute of Electrical and Electronics Engineers), ICANN (Internet Corporation for 

Assigned Names and Numbers). Government Organizations are DSCI (Data Security Council of 

India), NIC (National Informatics Centre), Cert-In (Indian Computer Emergency Response 

Team), NISAP (National Information Security Assurance Program). International Organizations 

are IUSCSF (Indo-US Cyber Security Forum) and USNSE (United State National Security 

Experts) [15][18]. 

 

Threat of cybercrime is coming out on intense level towards the economy, peace and security of 

our nation hence a holistic approach is required to fight with present scenario to provide ensured 

security in all consequences. There is no one measure that will cure the danger of cybercrime and 

ensure cyber security and due to complex nature of cybercrime it has become difficult to battle 

with it. It is necessary for individuals, organizations and government to take initiatives like to 

educate and create awareness on security practices by addressing people, process and technology 

issues as well as regarding to the collection of digital forensics evidences; and how to report 

cybercrime. 

 

REFERENCES 

 

[1]. Encyclopadia. Encyclopadia Britannica http://www.britannica.com/EBchecked/topic/287895 

/information-system website on “Information Systems” Latest Access Time for the website is 05 

January 2014. 

 

[2]. J.Paul, V.Belle, M.Eccles, and J.Nash. Discovering Informations sytems.  Berne Conversion, 

2003. 



International Journal of Emerging Trends in Engineering and Development              Issue 5, Vol. 5 (Aug.-Sep. 2015) 

Available online on http://www.rspublication.com/ijeted/ijeted_index.htm                                         ISSN 2249-6149 

R S. Publication (rspublication.com), rspublicationhouse@gmail.com Page 41 
 

 

[3] D.Clemente. Cyber Security and Global Interdependence: What Is Critical?. Technical 

Report. The Royal Institute http://www.chathamhouse.org/sites/default/files/pub       

lic/Research/International%20Security/0213pr_cyber.pdf, 2013. 

 

[4]  A.T. Kingsmith. “Virtual Roadblocks: The Securitisation of the Information Superhighway”. 

Bridges: Conversations in Global Politics and Public Policy. Vol.2, No.1, October 2013, pp.1-

14,. 

 

[5] Gulshan Rai (8 Feb 2009) “Cyber Security: Indian perspective”, Director, CERT-IN, Govt. of 

India, grai@mit.gov.in, Incident Response Help Desk, incident at cert-in.org.in, http://www.cert-

in.org.in, 8 Feb 2009. 

 

[6] The Economic Times  “Cyber crimes in India likely to double to 3 lakh in 2015:Report ”,    

       http://articles.economictimes.indiatimes.com/2015-01-05/news/57705670_1_cyber-crimes-  

      online-banking-pin-and-account-Number, Jan 5, 2015. 

 

[7] The Economic Times “A close look at the growing trend of cyber crimes in India”.       

http://economictimes.indiatimes.com/tech/internet/A-close-look-at-the-growing-trend-of-cyber-

crimes-in-India/articleshow/45815348.cms, 09 Jan 2015. 

 

[8] Lance James CTO,  “Phishing an evolution”, company confidential, secure science 

corporation Secure Science Corporation 7770 Regents Rd., Suite 113-535, San Diego, CA. 

92122-1967, (877)570-0455, http://www.securescience.net, July 2005. 

 

[9]  Criminal Defense “The evolution of cybercrime from  past to the present”        

http://www.criminallawyergroup.com/criminal-defense/the-evolution-of-cybercrime-from-past-

to-the-present.php,  (visited: 8-1-15). 

 

 [10] Pierluigi Paganini, “Modern Online Banking Cyber           

crime”,http://resources.infosecinstitute.com/modern-online-banking-cyber-crime/, November 

5th, 2013. 

 

[11] Paolo Passeri, “July 2014 Cyber Attacks Statistics”,  http://hackmageddon.com/category/ 

security/cyber-attacks-statistics/page/2/, visited:5-3-15. 

 

[12] Computer Emergency Response Team-India (CERT-In) reports 62,189 cyber attacks till 

May 2014, http://www.techmistory.com/2014/07/cert-in-reports-62189-cyber-attacks.html, 

visited: 10-1-15. 

 

[13] National Cyber Crime Bureau Report (2013) “Crime in India-2013”,          

http://ncrb.gov.in/, pp 6, visited:10-1-15. 

 

[14] Sumanjit Das and Tapaswini Nayak, “Impact of cyber crime: issues and challenges”, 

International Journal of Engineering Sciences & Emerging Technologies, ISSN: 22316604 

Volume 6, Issue 2, October 2013, pp: 142-153 ©IJESET. 

http://economictimes.indiatimes.com/tech/internet/A-close-look-at-the-growing-trend-of-cyber-crimes-in-India/articleshow/45815348.cms
http://economictimes.indiatimes.com/tech/internet/A-close-look-at-the-growing-trend-of-cyber-crimes-in-India/articleshow/45815348.cms
http://economictimes.indiatimes.com/tech/internet/A-close-look-at-the-growing-trend-of-cyber-crimes-in-India/articleshow/45815348.cms
http://resources.infosecinstitute.com/author/pierluigi-paganini/
http://resources.infosecinstitute.com/modern-online-banking-cyber-crime/
http://resources.infosecinstitute.com/modern-online-banking-cyber-crime/
http://resources.infosecinstitute.com/modern-online-banking-cyber-crime/
http://hackmageddon.com/2014/08/11/july-2014-cyber-attacks-statistics/
http://ncrb.gov.in/


International Journal of Emerging Trends in Engineering and Development              Issue 5, Vol. 5 (Aug.-Sep. 2015) 

Available online on http://www.rspublication.com/ijeted/ijeted_index.htm                                         ISSN 2249-6149 

R S. Publication (rspublication.com), rspublicationhouse@gmail.com Page 42 
 

 

[15] Atul M. Tonge, Suraj S. Kasture , Surbhi R. Chaudhari, “Cyber security: challenges for 

society- literature review”, IOSR Journal of Computer Engineering (IOSR-JCE) e-ISSN: 2278-

0661, p- ISSN: 2278-8727Volume 12, Issue 2 (May. - Jun. 2013), PP 67-75 

www.iosrjournals.org. 

 

[16] Janhavi J Deshmukh and Surbhi R Chaudhari, ” Cyber crime in Indian scenario – a 

literature snapshot, International Journal of Conceptions on Computing and Information 

Technology, Vol.2, Issue 2, 2014, pp 24-29, ISSN: 2345 – 9808. 

 

[17] Baroudi Siba, Ziade Haissam, Mounla Bassem ,“Are we really protected against hackers?” 

Proceddings International Conference on Information and Communication Technologies: from 

theory to application, 2004,PP. 621-622. IEEE. 

 

[18]  Col S S Raghav, “cyber security in india's counter terrorism strategy”, ids.nic.in, (visited: 

28-11-14), PP 5. 

 

    _______________________________ 


