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ABSTRACT  

  

Now a day’s security plays a very important role in each and every part of human life, as 

there is an abundant data to store and retrieve for every organization. As we know that this is 

very advantages but still there were a lot of security threats that occur during data storage, 

processing and retrieving the data to and from the internet. We also know that internet plays a 

vital role for data communication over remote systems, it lacks in preserving data securely 

during data transfer. One among the best security feature is session management in distributed 

internet services which is almost traditional approach based on username and password, explicit 

logouts. Recently there was a new techniques emerged by integrating biometric devices after 

verifying the username and password , but in such an approach also still a single verification is 

deemed sufficient, and the identity of a user is considered immutable during the entire session. 

Also the major limitation with this technique is the length of the session timeout which is almost 

very low and this will lead to poor service and user dis-satisfaction. In this paper for the first 

time we try to develop promising alternatives by integrating biometrics along with proper 

management of sessions. For this we have designed a secure protocol in which the system will 

initially authenticate itself by using a valid username and password and then it will go for bio-

metric authentication through a enough session time. If the protocol can able to take enough 

session time we can able to verify multiple users without that stipulated time instead of re-

connecting each and every time seperately.By conducting various experiments on our proposed 

protocol under various attacks through Java programming language, we finally came to an 

conclusion that this proposed protocol is best in providing continuous transparent user identity 

services over internet. 

 

Key Words: Session Management, Secure Authentication, Immutable, Bio-Metric 

Authentication, Secure Data Communication. 
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I. INTRODUCTION 
 

Secure user authentication is very important factor in recent Internet connected 

Continuous and Transparent systems. Generally the user authentication is mainly done with the 

help of username and password at the login phase. There is no type of security check once it is 

been login and current working session, only the security is provided by an explicit logout or 

expire after an idle activity period of the user. Now a day’s almost each and every application is 

run on web hosted over internet with various domains it is very crucial for the owners to secure 

their data over various cyber attacks. Hence bio-metric based authentication is replaced by the 

traditional password based authentication in order to provide a better level of security. However, 

parallel to the spreading usage of biometric systems, the incentive in their misuse is also 

growing, especially considering their possible application in the financial , banking sectors and 

shopping malls[1], [2]. 
 

Such observations lead to arguing that a single authentication point and a single biometric 

data cannot guarantee a sufficient degree of security [3], [4]. In fact, similarly to traditional 

authentication processes which rely on username and password, biometric user authentication is 

typically formulated as a “single shot” [5], providing user verification only during login phase 

when one or more biometric traits may be required. Once the user’s identity has been verified, 

the system resources are available for a fixed period of time or until explicit logout from the user. 

This approach assumes that a single verification (at the beginning of the session) is sufficient, 

and that the identity of the user is constant during the whole session. For instance, we consider 

this simple scenario: a user has already logged into a security- critical service, and then the user 

leaves the PC unattended in the work area for a while. This problem is even trickier in the 

context of mobile devices, often used in public and crowded environments, where the device 

itself can be lost or forcibly stolen while the user session is active, allowing impostors to 

impersonate the user and access strictly personal data. In these scenarios, the services where the 

users are authenticated can be misused easily [4], [5]. A basic solution is to use very short 

session timeouts and periodically request the user to input his/her credentials over and over, but 

this is not a definitive solution and heavily penalizes the service usability and ultimately the 

satisfaction of users. 

 

In order to avoid the malicious or un-authorized attacks ,it is better to use a multi-modal 

biometric authentication for a continuous period of time not for a single instance.[6]  To avoid 

that a single biometric trait is always forged, biometrics authentication can rely on multiple 

biometrics traits(I.e. Continuous attempts for a specified interval of time). Generally this type of 

security should be majorly implemented in the banking or financial sector where the use of 

biometric authentication allows credentials to be acquired transparently, i.e., without explicitly 

notifying the user or requiring his/her interaction, which is essential to guarantee better service 

usability. For instance we can discuss some best examples that come under the proposed model 

like: face can be acquired while the user is located in front of the camera, but not purposely for 

the acquisition of the biometric data; e.g., the user may be reading a textual SMS or watching a 

movie on the mobile phone. Voice can be acquired when the user speaks on the phone or with 

other people nearby if the microphone always captures background, which is clearly seen in 

figure 1. Keystroke data can be acquired whenever the user types on the keyboard, for example, 

when writing an SMS, chatting, or browsing on the Internet. This approach differentiates from 

traditional authentication processes, where username/password are requested only once at login 
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time or explicitly required at confirmation steps; such traditional authentication approaches 

impair usability for enhanced security, and offer no solutions against forgery or stealing of 

passwords. 

 

 
Figure 1. Represents a Sample Multimodal Biometric Recognition System for High Level 

of Security 

 

From the above figure 1, we can clearly represent that a multimodal Biometric 

recognition system is majorly used for providing high security for the user at the time of login 

and performing his tasks. Here in the above figure we have three distinct and different 

features like IRIS (I.e. Both the Eyes are used as a medium of security while authentication of 

user credentials) ,FACE ( as another medium where this is also used as one type of security 

principle) and Finally VOICE (Where the user voice is taken into account for authenticating 

user at the login of verifying the credentials).As this is a best approach in biometric 

authentication but it still face some problems like only single time verification will be done at 

the initial time in a cyclic manner but no continuous authentication is possible with this 

technique. Hence in this proposed paper we maximum try to propose a new multimodal 

biometric recognition system for continuous verification and authentication of user details. 
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II.   RELATED WORK 
 

In this section we mainly discuss about the related work that was carried out in order to 

find out the limitations of current security techniques. 

 

A. ABOUT BIOMETRIC AUTHENTICATION 

In this section we mainly discuss about the advantages of biometric authentication over 

various other level of authentication methods. Now let us look at that in detail: These methods 

use real human physiological or behavioral characteristics to authenticate users. These biometric 

characteristics are (more or less) permanent and not changeable. It is also not easy (although in 

some cases not principally impossible) to change one’s fingerprint, iris or other biometric 

characteristics. As we know that there is a universal truth like no two human beings have the 

same pixel values, with that technique the biometric authentication is mostly related with 

providing high level of security during user authentication. Users cannot pass their biometric 

characteristics to other users as easily as they do with their cards or passwords. Biometric objects 

cannot be stolen as tokens, keys, cards or other objects used for the traditional user 

authentication, yet biometric characteristics can be stolen from computer systems and networks. 

Biometric characteristics are not secret and therefore the availability of a user’s fingerprint or iris 

pattern does not break security the same way as availability of the user’s password. Even the use 

of dead or artificial biometric characteristics should not let the attacker in. 

Also we know that most biometric techniques are based on something that cannot be lost 

or forgotten. This is an advantage for users as well as for system administrators because the 

problems and costs associated with lost, reissued or temporarily issued tokens/cards/passwords 

can be avoided, thus saving some costs of the system management. Another advantage of 

biometric authentication systems may be their speed. The authentication of a habituated user 

using an iris-based identification system may take 2 (or 3) seconds while finding your key ring, 

locating the right key and using it may take some 5 (or 10) seconds. 

B. CONTINOUS AUTHENTICATION SYSTEMS 

 

One major problem that continuous authentication systems try to solve is the possibility 

of the user device like (Smartphone or laptop and so on.) is used, stolen or forcibly taken after 

the user has already logged into a security-critical service, or else those systems got hacked. In 

this paper [7] a novel multi-modal biometric verification system is especially designed and 

developed to detect the physical presence of the user logged in a computer. Initially in this 

system the user  try to login into the account with a very strong authentication technique like 

password based or one time code and then a continuous verification process is started based on 

the  multi-modal biometric. This continuous verification technique fails at some time 

periodically if that was not refreshed [6] or used then the computer or smart phone will be 

automatically locked. Failure together with a conservative estimate of the time required to 

subvert the computer can automatically lock it up. Similarly, in a multi-modal biometric 

verification system is presented, which continuously verifies the presence of a user working with 
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a computer. If the verification fails, the system reacts by locking the computer and by delaying or 

freezing the user’s processes. 

 

 

Figure. 2. Represents the Taxonomy of Continuous Authentication Systems as well as 

Context Level Authentication Systems 

From the above figure 2, we can clearly find out the taxonomy of various authentication 

devices which are both continuous and context level. Generally the continuous level of 

authentication comes under passive model and the context level also comes under passive model 

too. But direct and indirect authentication levels comes under active model.  

III. KEY CONCEPTS OF CONTINOUS AUTHENTICATION APPROACH 

 

This section mainly discuss about the key concepts related to  continuous authentication 

approach which is  grounded on clear acquisition of biometric data and on adaptive timeout 

management on the idea of the trust exhibit within the user and within the totally 

different subsystems used for authentication. Here initially the user is login and session is started 

at that point of view and it will be keep on available till the entire activity of the user is done. 

During this session some potential attacks or threats may occur in between the user activity, so 

this can be identified properly with the current user presence. 

 

After a deep analysis on our proposed continuous authentication protocol, our survey 

clearly tells that this proposed authentication in the field of biometric is quite different when 

compared with other context. In fact, it is integrated in a distributed architecture to realize a 

secure and usable authentication service, and it supports security-critical web services accessible 

over the Internet. Till now there are some various multi-modal biometric authentication 

techniques available over the Internet like (e.g., the BioID ,BaaS—Biometric Authentication as a 
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Service, which is clearly shown in below figure 3. The first multi-biometric authentication 

service based on the Single Sign-On was proposed in the year of 2011 and till this proposed 

approach no biometric authentication systems supports the continuous and transparent 

authentication of users. Another major difference with works [12] and [11] is that our approach 

does not require that the reaction to a user verification mismatch is executed by the user device 

(e.g., the logout procedure), but it is transparently handled by the NCASHMA  authentication 

service and the web services, which apply their own reaction procedures. The length of the 

session timeout in NCASHMA  is calculated according to the trust in the users and the biometric 

subsystems, and tailored on the security requirements of the service. This provides a tradeoff 

between usability and security. Although there are similarities with the overall objectives of the 

decay function in [5] and the approach for sequential multi-modal system in [8], the reference 

systems are significantly different. Consequently, different requirements in terms of data 

availability, frequency, quality, and security threats lead to different solutions [9]. 

 

 
 

Figure. 3. Represents the Overview of a Biometric Authentication as a Service  

 

From the above figure 3, we can clearly identify the overview of a Biometric 

Authentication as a service, where the entire process of user continuous verification and 

authentication is done in 7 steps.Initailly the user will try to identify or authenticate in front of 

the biometric sensor which is in turn send to the next stage like feature extractor and once the 

features are extracted now the current stage is entered to transformation module .In this step 3 

the values which are transformed by the previous identification of user is send to verification 

code generator module where this is used for identify whether the values are matched and if that 

values are having any encrypted values that should also be verified and identified. Finally the 
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service provider will store the encrypted services into the data base and service agent will be 

used for verifying the transformation codes that are generated for the user input.  

 

IV. A NOVEL CONTEXT AWARE SECURITY BY HIERARCHICAL 
MULTILEVEL ARCHITECTURE (NCASHMA ) 

 

In this section we mainly discuss about the proposed novel context aware security by 

hierarchical multilevel architecture for continuous authentication between clients and web 

services connected through a communication channels. The overview of the proposed captcha is 

shown clearly in below figure 4, where a set of clients will connect either through smatphones, 

mobiles or laptops to authenticate themselves in order to process the authentication. This will be 

initially verified by the web services and which is in turn forwarded to computation server for 

identifying the templates. 

 

   
 

Figure. 3. Represents the Architecture of a NCASHMA  Authentication Service  

 

 

The NCASHMA  authentication service includes the following three roles like: 

i) An authentication server, which will always interacts with the connected clients,  

ii) A set of high-performing computational servers that perform comparisons of 

biometric data for verification of the enrolled users, and 

iii) Databases of templates that contain the biometric templates of the enrolled users 

(these are required for user authentication/verification). 

 

 The web services are the various services that mainly use the proposed authentication 

service and demand the authentication of enrolled users to the NCASHMA authentication server. 

These services are potentially any kind of Internet service or application with requirements on 

user authenticity. Initially in order to authenticate themselves, they have to be registered first to 
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the NCASHMA authentication service by specifying their trust threshold. As we know that in 

this proposed model the web services need to be adopting the continuous authentication protocol, 

during the registration process they shall agree with the NCASHMA registration office on values 

for parameters h; k and s used in later sections. Finally, by clients we mean the users’ devices 

(laptop and desktop PCs, smart phones, tablet, etc.) that acquire the biometric data (the raw data) 

corresponding to the various biometric traits from the users, and transmit those data to the 

NCASHMA authentication server as part of the authentication procedure towards the target web 

service. A client contains i) sensors to acquire the raw data, and ii) the NCASHMA application 

which transmits the biometric data to the authentication server. The NCASHMA  authentication 

server exploits such data to apply user authentication and successive verification procedures that 

compare the raw data with the stored biometric templates. Transmitting raw data has been a 

design decision applied to the NCASHMA  system, to reduce to a minimum the dimension, 

intrusiveness and complexity of the application installed on the client device, although we are 

aware that the transmission of raw data may be restricted, for example, due to National 

legislations. 

 

NCASHMA includes countermeasures to protect the biometric data and to guarantee 

users privacy, including policies and procedures for proper registration; protection of the 

acquired data during its transmission to the authentication and computational servers and its 

storage; robustness improvement of the algorithm for biometric verification [10]. Privacy issues 

still exist due to the acquisition of data from the surrounding environment as, for example, voices 

of people nearby the NCASHMA user, but are considered out of scope for this paper. The 

continuous authentication protocol explored in this paper is independent from the selected 

architectural choices and can work with no differences if templates and feature sets are used 

instead of transmitting raw data, or independently from the set of adopted countermeasures. 
 

 

The continuous authentication protocol allows providing adaptive session timeouts to a 

web service to set up and maintain a secure session with a client. The timeout is adapted on the 

basis of the trust that the NCASHMA authentication system puts in the biometric subsystems and 

in the user. The proposed protocol requires a sequential multi-modal biometric system composed 

of n unimodal biometric subsystems that are able to decide independently on the authenticity of a 

user. For example, these subsystems can be one subsystem for keystroke recognition and one for 

face recognition. The idea behind the execution of the protocol is that the client continuously and 

transparently acquires and transmits evidence of the user identity to maintain access to a web 

service. The main task of the proposed protocol is to create and then maintain the user session 

adjusting the session timeout on the basis of the confidence that the identity of the user in the 

system is genuine. 

 

The execution of the protocol is composed of two consecutive phases: the initial phase 

and the maintenance phase. The initial phase aims to authenticate the user into the system and 

establish the session with the web service. During the maintenance phase, the session timeout is 

adaptively updated when user identity verification is performed using fresh raw data provided by 

the client to the NCASHMA authentication server [13].  
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INITIAL PHASE. This phase is structured as follows: 

 

1. The user (the client) contacts the web service for a service request; the web service 

replies that a valid certificate from the NCASHMA authentication service is required for 

authentication. 

 

2. Using the NCASHMA application, the client contacts the NCASHMA authentication 

server. The first step consists in acquiring and sending at time t0 the data for the different 

biometric traits, specifically selected to perform a strong authentication procedure (step 

1). The application explicitly indicates to the user the biometric traits to be provided and 

possible retries. 

 

3. The NCASHMA authentication server analyzes the biometric data received and performs 

an authentication procedure. Two different possibilities arise here. If the user identity is 

not verified (the global trust level is below the trust threshold gmin), new or additional 

biometric data are requested (back to step 1) until the minimum trust threshold gmin is 

reached. Instead if the user identity is successfully verified, the NCASHMA 

authentication server authenticates the user, computes an initial timeout of length T0 for 

the user session, set the expiration time at T0 + t0, creates the NCASHMA certificate and 

sends it to the client (step 2). 

 

4. The client forwards the NCASHMA certificate to the web service (step 3) coupling it 

with its request. 

 

The web service reads the certificate and authorizes the client to use the requested service 

(step 4) until time t0 þ T0. For clarity, steps 1-4 are represented in Fig. 4 for the case  of 

successful user authentication only. 

 

 
Figure. 4. Represents the Initial Phase in case of Successful User Authentication  
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MAINTENANCE PHASE. It is composed of three steps repeated iteratively: 

 

5. When at time ti the client application acquires fresh (new) raw data (corresponding to one 

biometric trait), it communicates them to the NCASHMA authentication server (step 5). 

The biometric data can be acquired transparently to the user; the user may however 

decide to provide biometric data which are unlikely acquired in a transparent way (e.g., 

fingerprint).Finally when the session timeout is going to expire, the client may explicitly 

notify to the user that fresh biometric data are needed. 

 

6. The NCASHMA authentication server receives the biometric data from the client and 

verifies the identity of the user. If verification is not successful, the user is marked as not 

legitimate, and consequently the NCASHMA authentication server does not operate to 

refresh the session timeout. This does not imply that the user is cut-off from the current 

session: if other biometric data are provided before the timeout expires, it is still possible 

to get a new certificate and refresh the timeout. If verification is successful, the 

NCASHMA authentication server applies the algorithm detailed in Section 4.2 to 

adaptively compute a new timeout of length Ti, the expiration time of the session at time 

Ti þ ti and then it creates and sends a new certificate to the client (step 6). 

 

7. The client receives the certificate and forwards it to the web service; the web service 

reads the certificate and sets the session timeout to expire at time ti +Ti (step 7). 

 

The steps of the maintenance phase are represented in Figure. 5  

 

 
 

Figure. 5. Represents the Maintenance Phase in case of Successful User Verification 
 

 

 

 



International Journal of Emerging Trends in Engineering and Development                       Issue 6, Vol. 4 (July 2016) 

Available online on http://www.rspublication.com/ijeted/ijeted_index.htm                                        ISSN 2249-6149 

©2016 RS Publication, rspublicationhouse@gmail.com Page 145 
 

V. IMPLEMETATION MODULES 
 

Implementation is the stage where theoretical design is converted into a practical form by 

dividing application into following modules. The below are the 4 modules which are developed 

in this application for implementing the proposed NCASHMA Authentication System over 

internet. 

 

1. System Model Module 

2. Authentication Server Module 

3. NCASHMA Certificate Generation Module 

4. Continuous Authentication Module 

 

1. SYSTEM MODEL MODULE 

 

In this module, we create the System model to evaluate and implement our proposed 

system. CASHMA can authenticate to web services, ranging from services with strict security 

requirements as online banking services to services with reduced security requirements as forums 

or social networks. Additionally, it can grant access to physical secure areas as a restricted zone 

in an airport, or a military zone (in such cases the authentication system can be supported by 

biometric kiosk placed at the entrance of the secure area). We explain the usage of the CASHMA 

authentication service by discussing the sample application scenario, where a user u wants to log 

into an online banking service."User Id" refers to the identity of the user obtained from the Bank 

for the purpose of logging into the Internet Banking facility provided by the Bank."Login 

Password" is a unique and randomly generated password known only to the customer, which can 

be changed by the user to his/her convenience. This is a means of authenticating the user ID for 

logging into Internet Banking."Transaction Password" is a unique and randomly generated 

password known only to the customer, which can be changed to his/her convenience. This is a 

means of authentication required to be provided by the customer for putting through the 

transaction in his/her/their/its accounts with Bank through Internet Banking. While User ID and 

Password are for valid access into the internet application, giving valid Transaction Password is 

for authentication of transaction/requests made through internet. 

 

2. AUTHENTICATION SERVER MODULE 

 

In Internet banking as with traditional banking methods, security is a primary concern. 

Server will take every precaution necessary to be sure your information is transmitted safely and 

securely. The latest methods in Internet banking system security are used to increase and monitor 

the integrity and security of the system. The Server maintains the following  functionality: 

 

i) Customer Details 

ii) Activation of Beneficiary 

iii) Transaction Details 

iv) Activate Blocked Account 
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3. NCASHMA CERTIFICATE GENERATION MODULE 

 

In this module, we present the information contained in the body of the NCASHMA 

certificate transmitted to the client by the NCASHMA authentication server, necessary to 

understand details of the protocol. Time stamp and sequence number univocally identify each 

certificate, and protect from replay attacks. ID is the user ID, e.g., a number. Decision represents 

the outcome of the verification procedure carried out on the server side. It includes the expiration 

time of the session, dynamically assigned by the NCASHMA authentication server. In fact, the 

global trust level and the session timeout are always computed considering the time instant in 

which the NCASHMA application acquires the biometric data, to avoid potential problems 

related to unknown delays in communication and computation.  

 

4. CONTINUOUS AUTHENTICATION MODULE 

 

A secure protocol is defined for perpetual authentication through continuous user 

verification. The protocol determines adaptive timeouts based on the quality, frequency and type 

of biometric data transparently acquired from the user. The use of biometric authentication 

allows credentials to be acquired transparently, i.e., without explicitly notifying the user or 

requiring his/her interaction, which is essential to guarantee better service usability. The idea 

behind the execution of the protocol is that the client continuously and transparently acquires and 

transmits evidence of the user identity to maintain access to a web service. The main task of the 

proposed protocol is to create and then maintain the user session adjusting the session timeout on 

the basis of the confidence that the identity of the user in the system is genuine. 

 

 

VI. CONCLUSION 

 

In this paper, we have finally implemented a novel protocol for continuous authentication 

that improves security and usability of user session. The proposed NCASHMA protocol 

computes adaptive timeouts on the basis of the trust posed in the user activity and in the quality 

and kind of biometric data acquired transparently through monitoring in background the user’s 

actions. Some architectural design decisions of NCASHMA are here discussed. First, the system 

exchanges raw data and not the features extracted from them or templates, while crypto-token 

approaches are not considered; as debated in previous literature, this is due to architectural 

decisions where the client is kept very simple. We remark that our proposed protocol works with 

no changes using features, templates or raw data. Second, privacy concerns should be addressed 

considering National legislations. In this paper we have done simulations based on NCASHMA 

on a banking site with all levels of security and a continuous authentication service for a 

extended session timeouts. Here we used finger print or thumb impressions as a medium of 

security under biometric model. By conducting various experiments on our proposed application 

we finally came to a conclusion that this proposed approach is best in providing security for the 

users in continuous and transparent user identity verification for a secure internet services. 
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