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ABSTRACT  

  

Now a day’s wireless sensor networks (WSN) are the most fascinating devices which are 

used to monitor physical and environmental conditions like temperature, climate changes, wind 

energy, periodic updates and so on. As we know that this is very advantages but still there were a 

lot of security threats that occur during transmission of data from one relay node to other relay 

node.  Another major problem with wireless sensor networks is as this is topology less, this 

doesn’t have any fixed topology so we can’t able to identify the attacker or failure node at any 

time during the data transmission. If any node creates a problem during data transmission 

between the sender and receiver, we can’t able to identify the exact node that created the attack 

as the node may move from one region to other during transmission. So in this paper for the first 

time we have implemented a Novel cluster based wireless sensor network called as NCWSN for 

secure and efficient data transmission in wireless media. In this we have used a term called as 

“Cluster” where the network is divided into clusters and each and every relay node will reside 

within the cluster and they will transmit the data from sender to receiver with the help of cluster 

heads and connecting routers. In this paper we have implemented two algorithms known as SET-

IBS (Secure Efficient data Transmission with Identity-Based digital Signature scheme) and also 

SET-IBOOS (Identity-Based Online/Offline digital Signature (IBOOS) scheme).These two 

algorithms are efficient in identifying the failure nodes which are available in wireless medium 

and provides and efficient data transmission. By conducting various experiments on the proposed 

two algorithms, we finally came to a conclusion that the proposed mechanism will achieve high 

level of data security during data transmission in a wireless medium. 

 

Key Words:  
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I. INTRODUCTION 
 

A Wireless Sensor Network ( WSN) is always  built on top of  "nodes" – from a few  

nodes to several hundreds or even thousands of nodes, where each and every  node is 

connected to one (or sometimes several) sensors. Generally the connected sensor will have 

various parts like:  

a) a radio transceiver with an internal antenna or connection to an external antenna,  

b) a microcontroller,  

c) an electronic circuit for interfacing with the sensors and  

d) an energy source, usually a battery or an embedded form of energy harvesting.  

 

Also we know that sensor node might vary in size from that of a shoebox down to the 

size of a grain of dust, although functioning "motes" of genuine microscopic dimensions have 

yet to be created. To purchase a sensor in wireless sensor network it will cost from a few to 

hundreds of dollars, depending on the type and complexity of the individual sensor nodes. 

Based on the cost of sensor the features like energy, memory, bandwidth and speed varies 

from each other. So to build an efficient WSN, the major role lies in purchasing the efficient 

sensor. The topology of the WSNs can vary from a simple star network to an advanced multi-

hop wireless mesh network. Generally for all the wsn there will be no fixed topology 

available in order to send their valuable data from sender to receiver, so there is no facility to 

plan the data in a fixed ways, always the data will be transferred from sender to receiver by 

adopting the intermediate sensors to connect and transmit the data.
 

. 

 
 

Figure. 1. Architecture of a Typical Wireless Sensor Network for Data Communication 
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From the figure 1, we can clearly get an idea that WSN is an interconnection of various 

sensors without any fixed topology in order to transmit the data from base station to the sink 

node with the help of set of intermediate sensors that are available within the wireless region. All 

the information which is required for the end user or sink node is passed from the base station via 

a set of individual sensors that are available within the network. Here the node/network storage 

area which gives resource for the end users is known as Base Station and the region through 

which they are communicating is known as mobile relay region and the nodes which help for 

communication between two parties are known as sensors and finally the user who receives the 

data from base station is known as “Sink” user or Sink node. 

 

   II.   RELATED WORK  
 

In this section we mainly discuss about the related work that was carried out in order to 

find out the limitations of current wireless sensor networks and also to find out the various 

attacks that occur in wireless sensor networks. 

 

A. PROBLEM DEFINITION  

Network security is one of the branch which deals with providing security for the 

valuable data, this will mainly consists of the policies  adopted to prevent and 

monitor unauthorized access, misuse of resources.  

 

Figure. 2. Represents the architecture of Security in a Wireless Sensor Networks  

The main role of this domain is authorization of access to data in a network, which is 

mainly controlled by the network administrator. In this domain the admin will provide 

authentication of users by valid user id and password that allows them to access their valuable 

https://en.wikipedia.org/wiki/Policies
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information. Network security covers a variety of computer networks, both public and private, 

that are used in everyday jobs; conducting transactions and communications among businesses, 

government agencies and individuals. Networks can be private, such as within a company, and 

others which might be open to public access. Network security is involved in organizations, 

enterprises, and other types of institutions. It does as its title explains: It secures the network, as 

well as protecting and overseeing operations being done. One major and best way to provide 

security for the data is assigning a unique name and a corresponding password. 

From the above figure 2, we can clearly find out the wireless sensor network which is 

protected by a data theft. Here in this we can find a wireless access point which is the main 

device which can protect the illegal users from un-authorized users, who try to access the data 

from outside. This data access point can be used as a medium for protecting the un wanted 

programs not to be entered within the network boundary. 

III. KEY CONCEPTS OF IDENTITY BASED SIGNATURE 

 

This section mainly discuss about the key concepts related to identity based signature, as 

we know that they were many key management techniques analyzed and evaluated in literature. 

One among them is Identity Based Signature and in this paper we have analyzed an advancement 

of IBS like is Identity Based Signature Offline/Online (IBOOS). In this paper, we extend our 

primitive work and specialize in providing economical secure information communication for 

CWSNs. The contributions of this work are as follows. 

The proposed paper  is mainly used to implement  two  Secure and efficient  information 

Transmission (SET) protocols for Cluster based Wireless Sensor Networks, referred to as SET-

IBS and SETIBOOS, by visualization of the IBS theme and therefore the IBOOS scheme, 

severally. The main idea behind the usage of SET-IBS and SET-IBOOS is to evidence the 

encrypted detected data, by applying digital signatures to message packets, which are economical 

in communication and applying the key management for security. Within the projected protocols, 

secret keys and pairing parameters are distributed and preloaded altogether sensing element 

nodes by the SB at the start, which overcomes the key written agreement drawback represented 

in ID-based crypto-systems [9].Secure communication in SET-IBS depends on the ID-based 

cryptography, in which, user public keys are their ID information. Thus, users will get the 

corresponding private keys while not auxiliary information transmission, which is economical in 

communication and saves energy. SET-IBOOS is projected so as to more scale back the 

computational overhead for security victimization the IBOOS scheme, within which security 

depends on the hardness of the discrete power drawback. Each SET-IBS and SETIBOOS solves 

the orphan node drawback within the secure information transmission with an even key 

management.We have a tendency to show the practicableness of the projected protocols with 

respect to the safety needs and analysis against three attack models. Moreover, we have a 

tendency to compare the projected protocols with the prevailing secure protocols for potency by 

calculations and simulations severally, with respect to each computation and communication. 

This SET Algorithm is implemented in two modes like: online mode and offline mode. This SET 

algorithm operates in same way in both Online and Offline but with a small change in working 

environment. Also the proposed SET algorithm is used for generating the digital signatures for 

the participating relay nodes with its individual identities.  
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Figure. 3. Architecture of generating Identity Based Digital Signature 

 

I) SET –IBS Algorithm 
 

In this section we mainly discuss about the identity based digital signature which was 

applied for cluster based wireless sensor networks in order to identify the impact of attackers. In 

the traditional WSN there was no integration of this IBS technique, so there were many 

limitations and failures that take place in usage of traditional wsn networks. 

 

Two well known inventors like Boneh and Franklin for the first time have introduced the 

first functional and efficient ID-based encryption scheme based on bilinear pairings on elliptic 

curves [9]. In order to implement this new technique ,initially choose  randomly two large primes 

p and q, and let E/Fp indicate an elliptic curve y2 = x3 + ax + b (4a3 + 27b2 ≠ 0) over a finite 

field Fp. We denote by G1 a q-order subgroup of the additive group of points in E/Fp, and G2 a 

q-order subgroup of the multiplicative group in the finite field Fp*. The pairing is a mapping e : 

G1×G1→ G2, which is a bilinear map with the following properties. 

 

a. Bilinear: ∀ P, Q, R, S ∈ G1, e (P + Q, R + S) = e (P, R) e (P, S ) e (Q, R) e (Q, S). In the 

same way, ∀ c, d ∈ Z∗q, e (cP, dQ) =e (P, dQ) c =e (cP, Q) d =e (P, Q) cd, etc. 

 

b. Non-degeneracy: If P is a generator of G1, then e (P, P) is a generator of G2. 

 

c. Computability: There is an efficient algorithm to compute e (P, Q) in G2, ∀ P, Q ∈ G1. 
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II ) Identity Based Digital Signature for Cluster based Wireless Sensor Networks 
 

In this section we mainly discuss about the identity based digital signature based on 

CWSN. An IBS theme enforced for CWSNs consists of the following operations, specifically, 

setup at the BS, key extraction and signature linguistic communication of the info causation 

nodes, and verification of the info receiving nodes. 

 

a. Setup Phase: The Batch Signature (BS) initially generates a pass key msk and 

public parameters param for the non-public key generator (PKG), and offers them 

to all or any device nodes. 

 

b. Extraction: Given associate degree ID string, a device node generates a private 

key sekID related to the ID exploitation msk. 

 

c. Signature signing: Given a message M, time-stamp t and a linguistic 

communication key θ, the causation node generates a signature SIG. 

 

d. Verification: Given the ID, M and SIG, the receiving node outputs “accept” if SIG 

is valid, and outputs “reject” otherwise. 

 

All the above four operations are required in order to built or establish the IBDS based on 

CWSN.The following four steps for generating the digital signature are represented in the below 

figure 3. 

 

IV. IDENTITY BASED DIGITAL SIGNATURE FOR ONLINE /OFFLINE BY 
USING CLUSTER BASED WIRELESS SENSOR NETWORKS 

 

In this paper we have used an advanced level of IBS like IBOOS for cluster based 

wireless sensor networks following works, where this will have the four operations:  setup at the 

baccalaureate, key extraction and offline sign language at the CHs, on-line sign language of the 

data causing nodes, and verification of the receiving nodes. 

 

a. Setup Phase: Same as that within the IBS theme. 

 

b. Extraction Phase: Same as that within the IBS theme. 

 

c. Offline Signing Phase: Given public parameters and time-stamp t, the CH detector node 

generates associate degree offline signature SIGoffline, and transmit it to the leaf nodes 

in its cluster. 

 

d. On-line Signing Phase: From the non-public key sekID, SIGoffline and message M, a 

causing node (leaf node) generates a web signature SIGonline. 

 

e. Verification Phase: Given ID, M and SIG online, the receiving node (CH node) outputs 

“accept” if SIGonline is valid, and outputs “reject” otherwise. 
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V. IMPLEMETATION MODULES 

 

Implementation is the stage where theoretical design is converted into a practical form by 

dividing application into following modules. The below are the  6 modules which are developed 

in this application for implementing the IBOOS on cluster based wireless sensor networks. 

 

i) SET Protocol   

 In this module, Secure and Efficient data Transmission (SET) protocol for CWSNs. The 

SET-IBOOS protocol is designed with the same purpose and scenarios for CWSNs with higher 

efficiency. The proposed SET-IBOOS operates similarly to the previous SETIBS, which has a 

protocol initialization prior to the network deployment and operates in rounds during 

communication. We first introduce the protocol initialization, and then describe the key 

management of the protocol by using the IBOOS scheme, and the protocol operations 

afterwards. 

 

ii) Key Management for Security 
 

In this module, security is based on the DLP in the multiplicative group. The 

corresponding private pairing parameters are preloaded in the sensor nodes during the protocol 

initialization. The IBOOS scheme in the proposed SET-IBOOS consists of following four 

operations, extraction, offline signing, online signing and verifications. 

 

iii) Key management Module 
 

In this Module, the key cryptographies used in the protocol to achieve secure data 

transmission, which consist of symmetric and asymmetric key based security.  

 

iv) Neighborhood Authentication & Storage Cost  Module  
 

In this module, used for secure access and data transmission to nearby sensor nodes, by 

authenticating with each other. Here, “limited” means the probability of neighborhood 

authentication, where only the nodes with the shared Pairwise key can authenticate each other. 

Here the storage cost is denoted as the number of security keys that are stored on sensor’s node 

memory. 

 

 

v) Network Scalability& Communication Overhead Module 

In this module, indicates whether a security protocol is able to scale without 

compromising the security requirements. Here, “comparative low” means that, compared with 

SET-IBS and SET-IBOOS, in the secure data transmission with a symmetric key management, 

the larger network scale increases, the more orphan nodes appear in the network.And there was 

no communication overhead problem for the data packets which are stored during 

communication. 
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vi) Computational Overhead &   Attack  Resilience Module 

In this module, the energy cost and computation efficiency on the generation and 

verifications of the certificates or signatures for security. The attack resilience is nothing but the 

facility where the security protocol can protect against any type of attacks. 

 

 

VI. CONCLUSION 

 
In this paper, we have finally implemented a two set of algorithms based on identity 

based digital signature either in online or offline mode. These two algorithms are efficient in 

identifying the failure nodes which are available in wireless medium and provides and efficient 

data transmission. Finally , the comparison between  the calculation and simulation results show 

that, the planned SET-IBS and SET-IBOOS protocols have higher performance than existing 

secure protocols for CWSNs As an extension for this paper we have implemented this proposed 

algorithm with 3 attacks like active, passive and compromised attacks in the wireless media. By 

conducting various experiments on the proposed two algorithms on a LAN network our 

simulation results clearly tells that this proposed concept will achieve high level of data security 

while transferring data through wireless media. 
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