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 Privacy Preserving of Sensitive Rules using  Heuristic 

Approach 

 

 

 

 

 

 

 
                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                             
 

 

 

ABSTRACT:In recent years, data mining is a popular analysis tool to extract knowledge from 

collection of large amount of data. One of the great challenges of data mining is finding hidden 

patterns without revealing sensitive information Many strategies had been proposed in the 

literature to hide the information containing sensitive items. Some use distributed databases over 

several sites, some use data perturbation, some use clustering and some use data distortion 

technique. Privacy preserving data mining is an important topic on which lot of researchers going 

on last years. There are many approaches to hide association rule. In this paper Efficient Heuristic 

approach method is proposed which is more effective to hide association rule. The objective of 

this algorithm is to extract relevant knowledge from large amount of data, while protecting at the 

time sensitive information. The proposed method focused on hiding set of frequent items 

containing highly sensitive knowledge that only remove information from transactional database 

with no hiding failure. 
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1.INTRODUCTION Privacy preserving data mining (PPDM) is a novel research direction in 

Data Mining (DM), where DM algorithms are analysed for the side-effects they incur in data 

privacy. The main objective of PPDM is to develop algorithms for modifying the original data in 
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some way, so that the private data and private knowledge remain private even after the mining 

process PRIVACY is becoming an increasingly important issue in many data-mining applications 

that deal with health care, security, financial and other types of sensitive data. It is also becoming 

important in counter terrorism and defense related applications. These applications may require 

creating profiles, constructing social network models, and detecting terrorist communications. 

This calls for well-designed techniques that pay careful attention to hiding privacy-sensitive 

information[2],while preserving the inherent statistical dependencies, which are important for data 

mining applications. There are many techniques available for privacy preserving data mining. 

PPDM research usually takes one of the three philosophical approaches (1) data hiding, in which 

sensitive raw data like identifiers, name, addresses, etc. were altered,  

blocked, or trimmed out from the original database, in order for the users of the data not to be able 

to compromise another person’s privacy; (2) rule hiding, in which sensitive knowledge extracted 

from the data mining process be excluded for use, because confidential information may be    

derived from the released knowledge. This problem is also commonly called the “database 

inference problem;” and (3) Secure Multiparty Computation (SMC), where distributed data are 

encrypted before released or shared for computations; thus, no party knows anything except its 

own inputs and the results. PPDM is a fast growing research area. Given the number of different 

algorithms have been developed over the last years, there is an emerging need of synthesizing 

literature to understand the nature of problem, identify potential research issues, standardize new 

research area, and evaluate the relative performance of different approaches.The main purpose of 

this study is to review the state-of-the-art in current PPDM research in order to better understand 

existing algorithms, answer research questions and move forward the field of research. 

 

2.Techniques for Privacy Preserving Data mining.  
 

There are many techniques, which have been adopted for privacy preserving data mining.         

We can classify them based on the following dimensions: 

 Data distribution 

 Data modification 

 Data mining algorithm 

 Data or rule hiding 

 Privacy preservation 

The first dimension refers to the distribution of data. Some of the approaches have been 

developed for centralized data, while others refer to a distributed data scenario. The second 

dimension refers to the data modification scheme. In general, data modification[1] is used in 

order to modify the original values of a database that needs to be released to the public and in 

this way to ensure high privacy protection. It is important that a data modification technique 

should be in concert with the privacy policy adopted by an organization. The third dimension 

refers to the data mining algorithm, for which the data modification is taking place. This is 

actually something that is not known beforehand, but it facilitates the analysis and design of the 

data hiding algorithm. Among them, the most important ideas have been developed for 

classification data mining algorithms, like decision tree inducers, association rule mining 

algorithms, clustering algorithms, rough sets[4] and Bayesian networks. The fourth dimension 

refers to whether raw data or aggregated data should be hidden. 
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 The complexity for hiding aggregated data in the form of rules is of course higher, and 

for this reason, mostly heuristics have been developed. The lessening of the amount of public 

information causes the data miner to produce weaker inference rules that will not allow the 

inference of confidential values. This process is also known as “rule confusion”. The last 

dimension, which is the most important, refers to the privacy preservation technique [2] used for 

the selective modification of the data.  

 

3. Problem Statement. 

The proposed area of work is Development and Design an Algorithm for information 

communication through data mining. We intend to develop/use various Soft Computing 

techniques like Neural Networks, Fuzzy Logic, Genetic Algorithms, Rough Sets or hybridization 

of any of these based privacy preserving data mining algorithms on the information network. We 

also intend to perform a comparative study to evaluate the effectiveness of algorithms in privacy 

preserving data mining for information network. 

The primary issue examined in this research is that privacy-preserving data mining (PPDM) 

research has produced theoretical solutions and many peer-reviewed articles claiming to solve 

the problem. In order to gain any real benefit from the theoretical solutions, practitioners must 

attempt to convert that theory into practical software- and hardware- based solutions. This article 

begins with a review of data mining, privacy, and privacy preserving data mining. After careful 

examination and analysis of the above literature, there are a variety of  issues to address prior to 

widespread adoption   

1) Before implementing privacy-preserving data mining solutions must first address internal 

privacy-related policies by investigating the following. 

a) Is there an existing privacy policy? 

b) Who is responsible for that policy? 

c) To whom does the policy refer? 

d) Does the policy address legal and ethical concerns? 

e) Who is responsible for executing procedures related to the policy? 

2) Hypothesis: Managers will need to make policy decisions about whether data should be 

encrypted and at what level of granularity. 

a) Data mining resources and processes must be defined. 

b) There may be a significant barrier to adoption for SMEs due to the lack of data mining and 

privacy expertise among staff.3.1 Mining of Association Rule: 

 

4. Related Work 

  Following section discusses two methods of hiding rules technique along with their complete 

analysis. 
 

 4.1 Distortion Based Technique (Sanitization)-One Rule at A Time (Proposed By Veryki-  

os Et Al, Etc.) 
 

  In this work [1] authors propose strategies and a suite of algorithms for hiding sensitive 

knowledge from data by minimally perturbing their values. The hiding strategies proposed are 

based on reducing the support and confidence of rules that specify how significant they are .In 

order to achieve this, transactions are modified by removing some items, or inserting some new 
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items depending on the hiding strategy. The constraint on the algorithms proposed is that the 

changes in the database introduced by the hiding process should be limited, in such a way that 

the information incurred by the process is minimal. Selection of the items in a rule to be hidden 

and the selection of the transactions that will be modified is a crucial factor for achieving the 

minimal information loss constraint. 

 4.2 Distortion based Technique (sanitization) - on the basis of sensitive item  (proposed by 

shyue-liang wang et al.) 

 

Technique proposed in this work tries to hide certain specific items that are sensitive and proposes 

two algorithms to modify data in the Dataset so that sensitive items cannot be inferred through 

association rule mining algorithms.   

 

 

5. Research Design 

Association rule mining finds interesting associations and/or correlation relation-ships among 

large sets of data items . A typical and widely-used example of association rule mining is Market 

Basket Analysis. For example, data are collected using bar-code scanners in supermarkets. Such 

market basket databases consist of a large number of transaction records. Each record lists all 

items bought by a customer on a single purchase transaction. Managers would be interested to 

know if certain groups of items are consistently purchased together. They could use this data for 

adjusting store layouts , for cross-selling, for promotions, for catalog design and to identify 

customer segments based on buying patterns. I will present a new classification for privacy-

preserving data mining problems, I will propose a new heuristic algorithm called the QIBC 

algorithm that improves the privacy of sensitive knowledge (as item sets) by blocking more 

inference channels. I will demonstrate the efficiency of the algorithm, I propose two techniques 

(item count and increasing cardinality) based on item- restriction that hides sensitive item sets 

(and we perform experiments to compare the two techniques) ,We propose an efficient protocol 

that allows parties to share data in a private way with no restrictions and without loss of accuracy 

and I review the literature of software engineering related to the association-rule mining domain 

and we suggest a list of considerations to achieve better privacy on software data. 

 

 
Figure1: The first level is raw data or databases where transactions reside. 
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The second level is data mining algorithms and techniques that ensure privacy. The third level is 

the output of different data mining algorithms and techniques. At Level 1, researchers have 

applied different techniques to raw data or databases for the sake of protecting the privacy of 

individuals (by preventing data miners from getting sensitive data or sensitive knowledge), or 

protecting privacy of two or more parties who want to perform some analysis on the combination 

of their data without disclosing their data to each other. 

 

6. Proposed New Heuristic Algorithm  

Both data-sharing techniques and pattern-sharing techniques face a challenge. That is, blocking 

as much inference channels to sensitive patterns as possible. As inputs a database D and a 

privacy support threshold σ. Let F(D, σ) be the set of frequent itemsets with support σ in D. We 

are also given B ∪ F as the set of sensitive itemsets that must be hidden based on some 

privacy/security policy. The set Sup(B) = B υ {X ∪ F|∪b∪ B and b ∪X} is considered also 

sensitive because sensitive itemsets cannot be subsets of frequent non-sensitive itemsets. The 

task is to lower the  support of the itemsets in B below σ and keep the impact on the non-

sensitive itemsets A = F(D, σ)\Sup(B) at a minimum. 

The new heuristic algorithm improves the privacy of sensitive knowledge (as itemsets) by 

blocking more inference channels in two phases. In Phase 1, the input to the privacy process is 

defined. In particular, the user provides a privacy threshold σ. The targeted database D is mined 

and the set F(D, σ) of frequent itemsets is extracted. Then, the user  specifies sensitive itemsets 

B. The algorithm removes all supersets of a set in B because if we want to hide an itemset, then 

the supersets of that itemset must also be hidden (in a sense we find the smallest B so that 

Sup(B) = Sup(B′), if B′ was the original list of sensitive itemsets). In Phase 1, we also compute 

the size (cardinality) kbk and set TD(b) ∪T of transactions in D that support b, for each frequent 

itemset b ∪ B. Then, we sort the sensitive itemsets in ascending   order by cardinality first and 

then by support (size-k contains the frequent itemsets of size k where k is the number of items in 

the itemset). One by one, the user specifies lb for each sensitive itemset. Users may specify a 

larger lb value for  higher sensitivity of that itemset. Note that as a result of Phase 1 we have a 

data structure that can, given a sensitive itemsets b∪ B, retrieve TD′(b), kbk, and sprtD′(b) 

(initially, D′ = D, TD′(b) = TD(b), and sprtD′(b) = sprtD(b)). 

Phase 2 applies the heuristic algorithm 

Procedure heuristic algorithm 

 

 

Begin 

1. for each b ∪ B 

1.1 while Condition 1 is not satisfied for b 

1.1.1 Greedily find frequent 2-itemset b′ ∪ b. 

1.1.2 Let T (b′,A) the transactions in TD′(b′) that affects the minimum number of 2- itemsets. 

1.1.3 Set the two items in b′ to nil in T(b′,A). 

1.1.4 Update TD′(b), kbk, and sprtD′(b) 

1.2 end //while 

2. end //for 

End 

The algorithm takes as input the set of transactions in a targeted database D, a set B of frequent 

sensitive itemsets with  their labels lb and the target support t, and a set A of frequent non-
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sensitive itemsets. Then, the algorithm takes the sensitive itemsets one by one. The strategy we 

follow in the experiments is to start with the sensitive itemsets with the   smallest cardinality. If 

there are more than one b ∪B with the same cardinality we rank them by support, and select next 

the itemset with highest support1. The algorithm enters a loop where we follow the same  

methodology of the algorithm to greedily find   a 2-itemset to eliminate items from transactions. 

This consists of finding the (k − 1)-frequent itemset of highest support that is a subset of a 

current k-itemset. We start with b ∪B as the top k-itemset; that is, the algorithm finds a path in 

the  lattice of frequent itemsets, from b ∪B to a 2-itemset, where every child in the path is the 

smaller proper subset with highest support among the proper subsets of cardinality one less. 

Then, the database of transactions is updated with  items removed from those specific 

transactions . 

 

7. Conclusion 

In this paper, the database privacy problems are addressed and a new technique for privacy 

preservation is proposed. Association rule hiding techniques are used to hide sensitive 

association rules. A new heuristic method to hide the sensitive association rules is proposed. 

Data distortion technique is applied so that sensitive information cannot be discovered through 

data mining techniques. Confidence of the rules is represented as representative rules. 

Confidence of the rule is recomputed and  compared with threshold level. The confidence of the 

sensitive rules might be reduced while maintaining the support. From the experimental results, it 

is observed that all the rules containing sensitive items are hidden. The algorithm is implemented 

and numerical example is shown. Further research is in progress to evolve a method which can 

avoid the computational overhead associated with confidence of the rules. 
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