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ABSTRACT 

Due to the increasing popularity of cloud computing, more and more data owners are motivated 

to outsource their data. Cloud servers for great convenience and reduced cost in data 

management. The privacy requirements, which obsoletes data utilization like keyword-based 

document retrieval. In this paper, we present a secure multi-keyword ranked search scheme over 

encrypted cloud data. The vector space model and the widely-used TF IDF model are combined 

in the index construction and query generation. The proposed scheme can achieve sub-linear 

search time and deal with the deletion and insertion of documents flexibly. 

 

 

 

I. INTRODUCTION 

Cloud computing is being intensively 

referred to as one of the most prominent 

innovations in information technology in 

recent epoch. By using resource 

virtualization cloud delivers us computing 

resources and services in a pay-as-you-go 

mode. Today world is moving on 

digitization and cloud computing is best 

concept to handle big datasets. Various 

cloud computing services are categorize into 

Infrastructureas-a-Service (IaaS), Platform-

as-a-Service (PaaS) and last one is Software-

as-a-Service (SaaS).  

Cloud computing is the elongated dreamed 

hallucination of computing as a efficacy, 

where cloud customers tenuously stock up 

their data into the cloud so as to take 

pleasure in the on-order far above the 

ground-eminence application and services 
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from a public pool of configurable 

computing resources. Its great plasticity and 

financial savings are rousing both folks and 

enterprise to outsource subcontract their 

local multifaceted data management system 

into the cloud. To guard privacy of data and 

be in opposition to unwelcome accesses in 

the cloud and further than it, susceptible 

data, for illustration, e-mails, personal health 

records, photo albums, tax documents, and 

so on, may have to be encrypted by data 

owners before Outsourcing to the 

commercial public cloud; this, however, 

obsoletes the conventional data employment 

service based on plaintext keyword 

investigate.  

The irrelevant way out of downloading all 

the data and decrypting locally is obviously 

unreasonable, due to the big quantity of 

bandwidth cost in cloud scale systems. 

Images also be full of practical and vital 

information, so anticipated system also 

provides image cataloging in MRSE 

scheme. Moreover, aside from eliminating 

the local storage management, storing data 

into the cloud doesn't hand out any point 

except they can be with no trouble searched 

plus utilized. Hence, explore privacy 

preserving and effective search service over 

encrypted cloud data is of immense 

consequence. Ranked search can also 

stylishly get rid of needless network traffic 

by sending back only the majority germane 

data, which is exceedingly enviable in the 

“pay-as-you-use” cloud paradigm. For 

privacy protection, such ranking process, 

however, should not leak any keyword 

related information.  

Besides, to improve search result accuracy 

as well as to enhance the user searching 

experience, it is also necessary for such 

ranking system to support multiple keyword 

search, as single keyword rummage around 

often yields far too coarse results. As a 

common practice indicate by today’s web 

search engines (ex. Google search), data 

users may tend to provide a set of keywords 

instead of only one as the indicator of their 

search interest to retrieve the most 

applicable data. Along with the privacy of 

data and efficient penetrating schemes, real 

privacy is obtained only if the user's identity 

remains hidden from the Cloud Service 

Provider (CSP) as well as the third party 

user on the cloud server 

 

II. RELATED WORK 

Single Keyword Searchable Encryption: 

Searchable encryption schemes usually build 

an encrypted searchable index based on the 
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keywords within document set, by which its 

content is hidden to the cloud server. Given 

appropriate search trapdoors generated by 

authorized user(s), the server can search the 

index and return corresponding search 

result. Song, et al., proposes the first 

searchable encryption scheme in the 

symmetric setting. After this work, some 

schemes are proposed to improve the 

security definition and search efficiency.  

Solves the fuzzy keyword search which 

utilizes edit distance to extend keyword set. 

Schemes solve the result ranking search 

utilizing order preserving techniques. With 

frequency related information, they can rank 

search result and return more accurate result. 

Boneh, et al., propose the first searchable 

encryption scheme based on public key 

cryptography. However, public key methods 

are always computationally expensive. 

Kamara, et al., propose a dynamic 

searchable encrypted scheme which supports 

both keyword search and document update. 

However, all the schemes expressed above 

only provide single keyword search.  

Multi-keyword Searchable Encryption: As 

an attempt to improve system usability, a lot 

of works have been done in the public key 

setting to enrich search functionalities, 

including conjunctive keyword search, range 

queries and subset search. But these 

schemes usually result in large 

computational burden caused by some 

significant operation are focused on 

predicate encryption which supports both 

conjunctive and disjunctive search. 

Although these schemes can provide more 

general search, they does not support result 

ranking. Cao, et al., propose a privacy-

preserving multi-keyword ranked search 

scheme which adopting “coordinates 

matching” to realize ranked search.  

This scheme ranks search result by the 

number of matched keywords, without 

considering more accurate ranked result. 

Since the scheme uses the inverted index as 

the index structure, it leads to traverse all 

indexes of document set executed by the 

cloud server for each search query. Sun, et 

al., also propose a secure multi-keyword 

ranked search scheme based on vector space 

model (VSM). The VSM can measure the 

similarity between document index vector 

and query vector and hence support more 

accurate ranked search result. use an MDB-

tree as its index structure and propose a 

search algorithm based on the tree structure, 

which improve the search complexity in that 

the cloud server only need to search the part 

of the tree. 
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III. SYSTEM ANALYSIS 

A. EXISTING SYSTEM 

Sensitive data should be encrypted before 

outsourcing for privacy requirements, which 

obsoletes data utilization like keyword-

based document retrieval. The cloud service 

providers (CSPs) that keep the data for users 

may access users’ sensitive information 

without authorization. The existing 

techniques on keyword-based information 

retrieval, which are widely used on the 

plaintext data, cannot be directly applied on 

the encrypted data. The existing are not 

practical due to their high computational 

overhead for both the cloud sever and user. 

Searchable encryption (SE) schemes have 

made specific contributions in terms of 

efficiency, functionality and security 

 

B. PROBLEM DEFINITION 

1. There are still many challenge 

problems in symmetric SE schemes 

2. High Computational Cost 

3. Server Performance Overhead   

4. Not an effective information retrieval 

5. Possibility to retrieve irrelevant 

information 

C. PROPOSED SYSTEM 

In this paper proposes a secure tree-

based search scheme over the encrypted 

cloud data, which supports multi-keyword 

ranked search and dynamic operation on the 

document collection. The proposed search 

scheme can flexibly achieve sub-linear 

search time and deal with the deletion and 

insertion of documents. The basic dynamic 

multi-keyword ranked search (BDMRS) 

scheme in the known cipher-text model.  

The enhanced dynamic multi-keyword 

ranked search (EDMRS) scheme in the 

known background model.  The secure kNN 

algorithm is utilized to encrypt the index and 

query vectors and mean while ensure 

accurate relevance score calculation between 

encrypted index and query vectors. 

D. ADVANTAGES 

1. Reducing time of Search process 

2. Low computational cost 

3. Supports multi-keyword search  

4. Efficient information retrieval 

IV. SYSTEM ARCHITECTURE 

System architecture is the conceptual 

model that defines the structure, behavior, 

and more views of a system. An architecture 

description is a formal description and 

representation of a system, organized in a 
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way that supports reasoning about 

the structures and behaviors of the system. 

 

V. CONCLUSION 

In this paper, a secure, efficient and dynamic 

search scheme is proposed, which supports 

not only the accurate multi-keyword ranked 

search but also the dynamic deletion and 

insertion of documents. We construct a 

special keyword balanced binary tree as the 

index, and propose a “Greedy Depth-first 

Search” algorithm to obtain better efficiency 

than linear search. In addition, the parallel 

search process can be carried out to further 

reduce the time cost. The security of the 

scheme is protected against two threat 

models by using the secure kNN algorithm. 

Experimental results demonstrate the 

efficiency of our proposed scheme. 
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