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ABSTRACT  

 

Now a day’s there was a lot of attacks that occur in the field of computer science and 

information technology during the process of data transmission from one place to other. As we 

all know that the data will be transferred from one location to other with a valid IPaddress and 

port number, there is a chance of occurring attack during data transmission in any way. Once 

among the several attacks is spoofing attack which comes in different ways based on their attack 

type.IPSpoofing is the process of creating a internet protocol (IP) packets with a fake or wrong 

source IP address and try to sends to another system with a wrong or fake identities. By using 

this spoofing attack the attackers try to gain un-authorized access to a computer, whereby the 

attacker sends the message to a computer with an IP address indicating that message is coming 

from a trusted or valid PC.In this paper we mainly deal with a new type of attack like Passive IP 

Traceback attack also known as PIT, which is used to bypass the deployment difficulties of IP 

traceback mechanism. Normally the PIT will investigate the ICMP protocol, which will send 

error messages when a spoofer is identified in the network. This ICMP will use the initial 

topology information that was already available to identify the spoofer within the network. By 

conducting various experiments on our proposed PIT model, we finally came to a conclusion that 

our proposed model is very efficient in capturing the location of IPSpoofers based on path 

backscatter data set and as an extension we have showed the application under a simulation chart 

with nodes and their attack scenario is identified easily through that chart model. 
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I. INTRODUCTION 
 

Now a day’s distributed denial of service attackers always send valid application requests 

as input, and do not use spoofing, but a large number of attackers still do. In this paper, we 

  



International Journal of Emerging Trends in Engineering and Development                  Issue 7, Vol. 1 (January 2017) 

Available online on http://www.rspublication.com/ijeted/ijeted_index.htm                                         ISSN 2249-6149 
 

©2016 RS Publication, rspublicationhouse@gmail.com Page 13 
 

mainly concentrate our analysis work on backscatter traffic [1] inferred that there were several 

hundreds of DDoS attacks with always spoofing affected per day. There was another major 

popular trend which was currently in practice is use of reflectors for recursive DNS attacks [2] 

which mandates spoofing process. 

 

IP Spoofing is one of the best practical methods of attacking a node inside a network in 

order to gain unauthorized access over the network. The spoofing attack is mainly based on the 

fact that internet communication between several computers is always handled by core routers, 

which is used to find out the best paths between source node address and destination node 

address, but generally ignore the origination address. The origination source address is only used 

by the destination machine in the time of responding back to the source as a reply from the 

source. For performing an IP Spoofing attack, the intruder always sends messages to a computer 

indicating that the message has come from a trusted system. To pretend that he/she is successful, 

the intruder node must first determine the IP address of a trusted system, and then he/she should 

modify the packet headers to that it appears that the packets are coming from the trusted system. 

In order to identify whether there is any attack takes place inside a network during 

communication especially the spoofing attack, there are various primitive methods that are 

available in literature based on IPaddress, Hop count, based on router information, based on 

router Ipaddress, based on message authentication code and many more. All these methods are 

meant for identifying whether there is any attack that occurs within the network or not. 
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Figure. 1. Represents the Sample Architecture of an IPSpoofing Attack 
 

 

From the above figure 1, we can clearly identify the procedure for creating IPSpoofing 

attack over network during data communication. If u look at the figure 1,u can find out the 

IPAddress of attacker as 2.2.2.2 ,where the real ip address of source node is 1.1.1.1 and the 

router ip address is 3.3.3.3.Here the attacker will change the real ip address of source node into 

different ipaddress and he will send the data through the network. Then the receiver who receives 

the data from that source node will think that he got the data from 3.3.3.3  IP address rather than 

from 1.1.1.1.This clearly tells that IPAddress is spoofed and it is been showing as a trusted host 

inside the network. 

 

In this paper we for the first time have implemented a new mechanism called as Passive 

IP trace back with an advanced tracing capability of spoofing attacks, with this we can able to 

find out the attacks that occur both from router side and end-to-end node side with very less 

effort. Sometimes the routers may fail in forwarding the IP Spoofing packets due to various 

reasons like time to live or many others like exceeding the minimum time that was specified for 

each and every transaction. At this point only the router will try to invoke ICMP protocol to 

generate the ICMP error message and try to send that error message to the entire all nodes in the 

network. As this error messages are send for all the nodes which are nearer to the spoofed node 

or far from the spoofed nodes they will try to give some information for all other nodes in terms 

of saving their data from hacked nodes. As the whole network can find the spoofed node 

presence so they can take a privilege of saving their data and take counter measure on several 

attacks. In this paper for the first time we have implemented a new concept like path back scatter 

in which the ICMP messages will be send either in forward direction as well as for the backward 

direction for all the other nodes that are available within the network, this is termed as path back 

scattering [5]-[7]. .Also in this paper we have implemented a new concept like different types of 

spoofing attacks that occur due to various reasons. One among them is bandwidth spoofing in 

which spoofed traffic can be easily identified if any change in its original bandwidth during data 

transmission. Another type of spoofing is packet spoofing, which is nothing but if there is any 

change in the packet content received at the receiver side, this will be treated as a packet 

spoofing and a many more is implemented in the current paper.  

 

II. RELATED WORK 

 

In this section we will mainly discuss about the related work that was carried out in order 

to prove the performance of PIT model over passive spoofed attack. This section will describe 

the work related to impact of spoofing over network. 

 

PRELIMINARY KNOWLEDGE 

The main motivation or preliminary analysis that is to be carried out to propose this 

current paper is till now, there have been many approaches proposed to handle these IP spoofing 

attacks during various levels that occur in network, or to identify the original sources of spoofed 

traffic. In these primitive studies, we mainly focus only on approaches that work in a generic in 
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nature, single-step, and packet-filter manner [9]. There are many approaches in literature which 

associate each IP address with some parameter (e.g., a best path (or) route to the filter, a secret 

mark, A MAC identification key and a lot more.) via a parameter table which we initially take. 

When a packet arrives from a distinct source node, the chosen parameter’s value is inferred from 

that parameter table, and compared to the value in the parameter table, while doing this 

mismatching packets are considered as spoofed packets which is clearly shown in figure 2. 

 

 

Figure 2. Sample Primitive Architecture of Identifying the Spoofed Node within a Network 

From the figure 2, we can clearly identify the procedure to identify a data is whether 

spoofed or not spoofed. In the above architecture diagram, we found that initially we need to 

construct a topology in order to send data from one node I.e. source node to destination node in a 

shortest path. So after construction of a topology, we choose one node as a source node and try to 

select a file to be sending and also choose a destination node to which we want to send our data. 

In this architecture we have found a new protocol like BGP (Border gateway Protocol) in which 

bgp will monitor all the nodes that are available within the network and it will select the best 

path with the nodes that are not affected or attacked with any spoofer. Now the same BGP acts 

like a defense in protecting the data from the spoofer, if that BGP founds any node is spoofed or 

attacked before it reaches the destination node, it will terminate the packets not to reach the 

destination. If not it will allow the packets to reach the destination node. 

IMPACT OF SPOOFING OVER NETWORK 

The main impact of spoofing that effect the network is due to the internet usage is 

increased by a lot of users. As we all know that internet plays a very vital role for doing various 

business activities, but still it is easy to trip them up in many ways. One among the many 

prominent ways to trip the internet is IP Spoofing or Internet Protocol Spoofing. Generally the 
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IP-Spoofing will be applied when the user try to send the data from one system or location to 

other location. Generally when we try to send some data from one location to other location over 

web, all the data will be divided into packets and where each and every packet will have an 

header which indicates what is the filename, size of the packet and also the main fields like 

source address from where it is been coming and destination address to which location it should 

be send. If any spoofer tries to inject the attack over those packets, he tries to change the labels 

of those data and try to send the data in a different manner. At this point of view IPSpoofing 

plays a very major role like changing IPAddress of packet headers and in turn make the data 

reach for a different location rather than to the original location. 

 

SERVICE DENIED 
 

There are various types of impacts due to IP-Spoofing attack; one among them is to 

create a denial of service attacks also known as DOS attack. This is mainly caused by creating a 

flooding at the server side with a plenty of requests all at a time for the same information. As the 

server cant able to block the attack because it should handle all the requests which came from 

various origins despite of identification of the attacker request and block that.Eventhough there 

was some of the methods like a backscattering, which mainly try to look for signs of IP Address 

spoofing to deny denial of service of attacks. As this back scattering is providing some sort of 

security in tracing the DOS attacks, the hackers have moved on to other forms of attack such as 

by tying a different forms of IP-Spoofing rather than the primitive attacks. 

III. A NOVEL PATH BACK SCATTERING PROTOCOL 

 

In this section we will find out the proposed  novel path back scattering protocol that was 

used in current PIT algorithm in order to find out the spoofer identity and also provide an 

alternate solution from that spoofing attacks. Now let us look about them in detail: 

 

MAIN MOTIVATION 

 

As we all know that, we can’t expect that all the packets can reach the destination each 

and every time only some can reach. There may be several reasons for the network device that 

may fail to forward packets from one location to other locations without failures. Generally at 

this case, the path back scattering technique comes into an active role like sending an ICMP error 

message [10] from the source node to all the nodes that are available within the network to 

indicate that some packets are lost during transmission. The main advantage of path back 

scattering is to sent the source IP address the original packet if the IP address is not changed ,if 

the same IP address is changed by an spoofer or attacker then the message will be send to the IP 

address which is owned by the spoofer. Generally this is clearly shown in figure 5 and 6,as 

specified by the RFC792,the format of that is as follows: 

 

Now from the below figure 3, we can find out the detailed scenario of path backscattering 

generation and collection of that spoofed traffic at the router level. Here the attacker will try to 

send the spoofed traffic over the network to the destination or receiver node, where the spoofed 

traffic is send over the routers. Now if the traffic is found as spoofed then immediately it should 
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path backscatter the spoofed origin to the original source node and it should tell the exact origin 

of that spoofed packets. 

 

 
 

Figure 3. Represents the Working Flow of   Path Backscattering Protocol 

 

From the below figure 4, we can clearly find out the format of path back scattering 

messages ,where this will be divided into two frames or two parts like : One is IP Header format 

and other is ICMP Message body. The original IP Address will be available in IP Header and it 

will contain another field like destination IP Address, where the spoofer can attack source IP 

Address or even Destination IP Address. If he try to change the destination IP Address from the 

above frame format, then the packets will be send to that spoofed IP Address rather than to the 

original destination node. If the same spoofer changes the source IP Address value without 

affecting the destination IP Address, then the packets will be reached to the exact destination 

node but shows as received from a different sender rather than from original sender. 

 

 
 

Figure 4. Represents the IP Header format for the  PIT Model 
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As specified by RFC792 , the format of the path backscatter messages, is illustrated in detail in 

Fig. 4. In that format each and every message contains the source address of the reflecting 

device, and the IP header of the original packet. Thus, from each path backscatter, we can get 1) 

the IP address of the reflecting device which is on the path from the attacker to the destination of 

the spoofing packet; 2) the IP address of the original destination of the spoofing packet. The 

original IP header also contains other valuable information, e.g., the remaining TTL of the 

spoofing packet. Note that due to some network devices may perform address rewrite (e.g., 

NAT), the original source address and the destination address may be different. 

 

 
 

As we all know that path backscatter messages can be triggered at various situations. 

Based on RFC792, there can be totally 5 types of path backscatter messages, as listed in the 

following sections. If a path backscattering message is invoked, it can be identified by various 

number of codes associated with each type as shown in table 1. To decide the ICMP message, it 

handles the combination of a type and code, both combine to identify the root cause of the ICMP 

message. A class is termed as combination of type name and code name in a tabular manner. 

Generally in the table 1, we can see different class names that are represented for identification 

of path back scatter messages. In the path backscatter dataset from CAIDA , totally 23 classes of 

path backscatter messages are found, 11 of them are listed in Table I. Messages belonging to the 

other 12 types are very rare. We do not find all the possible classes. 
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IV. MATHEMATICAL MODEL OF PATH BACK SCATTERING 

METHOD 

In this section we will find the detailed explanation of a path scattering method and its 

detailed working principle. In this mathematical model, we consider the network as a graph and 

then we try to evaluate the effect and cause of IP Spoofing and also the generation of ICMP or 

back scatter messages at the time of packets spoofed. Now let us look at this mathematical model 

in detail as follows: 

 

PROCEDURE 
 

Let S is treated as a Whole System Consists: S= {V, E, P, G}. Where,  

 

1. V is the set of all the network nodes also known as vertices.  

2. E is the set of all the links between the nodes or vertices in the network. E is also 

known as edges within the network. 

3. P is path function which defines the path between the two nodes or vertices within the 

network.  

4. Let us assume that ‘G’ is a graph in the whole system S.  

 

For example if we take  G (V, E) from each path backscatter, the node u, which generates 

the packet and the original destination v, Where u and v are two nodes in the network. I.e.  

u∈V  and v ∈ V of the spoofing packet can be got. 

We denote the location of the spoofer, i.e., the nearest router or the origin by s, Where, 

s∈V. 

Here u, v, s all are nodes or vertices and u, v denotes the spoofed packets within the 

network and s is denoted as the nearest origin from the spoofed node either u or v. 

The detailed explanation of the proposed path back scatter messages is represented 

below: 

 
a. For each path backscatter message, at first we check whether it belongs to the 

classes i.e. dataset or source list. If yes, the reflector should be near the attacker.  

 

b. We simply use the source AS of the message as the position of the spoofer. If the 

message does not belong to the types, it is mapped into an AS tuple.  

 

c. We conclude whether the AS tuple can accurately locate the source AS of the 

attacker based on our proposed mechanisms. Then if the AS tuple can exactly 

locate the source AS of the message, the source AS of the spoofer is just this AS.  
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d. Then we also use the source AS as the location of the spoofer.  

 

We assume some Probability for Accurate Locating on Loop-Free for spoofer based on 

the Loop-free assumption, to accurately locate the attacker from a path backscatter message (v, 

s), there are three conditions:  

 1) LF-C1: the degree of the attacker sis 1; 

 2) LF-C2: v is not s; 

 3) LF-C3: u is s. 

Based on the Assumption I, the probability of  LF − C1 is equal to the ratio of the 

network nodes whose degree is 1. To estimate our assumptions of probability, we introduce the 

power law of degree distribution from, 

 

 Where fd is the frequency of degree d, and 

             O is the out degree exponent.  

 

Transform it to 

 

Where λ and bd are two constants. Then, 

 

 

 

Based on the Assumption II, the possibility of LF − C2 is basically (N − 1)/N. Based on 

the Assumption III, the probability of LF −C3 is equal to 1/ (1+len (path (u, v)). 

Because s and u are two parameters that are randomly chosen, the expectation of len 

(path (u,v)) is the effective diameter of the network  i.e. 

 

 

 

Based on our three assumptions, these conditions are mutually independent. Thus, the 

expectation of the probability of accurate locating the attacker is 
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This form gives some insight on the probability of accurate locating of spoofer. If the 

power-law becomes stronger, λ will get larger and δef  will get smaller. Then the probability of 

accurate locating will be larger. 

From the above mathematical model we can find out the probability of accurate locating 

of spoofer and the strongest of identification of the origin of  spoofing and also the alternate path 

for sending the packets to the destination nodes. 

 

V. CONCLUSION 
 

In this paper, we have evaluated the performance of the PIT model also known as Passive 

IP Traceback (PIT) model which is mainly used to track the identity and presence of the spoofers 

based on the path backscatter messages I.e. also known as ICMP Error Messages and also from 

the public available information. Here in this paper the public information that was available in 

the network is nothing but the topology information that was created at the starting stage of 

topology creation. In this paper we illustrated the causes, collection, and statistical results on 

path backscatter method. In this paper we mainly targeted on how to apply PIT method at the 

situation where the topology and routing are both known, or the routing is unknown, or neither of 

them is known. We presented two effective algorithms to apply PIT in large scale networks and 

proofed their correctness. We demonstrated the effectiveness of PIT based on deduction and 

simulation. We showed the captured locations of spoofers through applying PIT on the path 

backscatter dataset. These results can help further reveal IP spoofing, which has been studied for 

long but never well understood. As an extension for this paper we have implemented the 

simulation graph for proving the attack occurrence and its counter measure of how the packets 

are travelled after a node or link is spoofed during the data communication. After a deep analysis 

of our proposed PIT method along with various types of attacks, we finally came to a conclusion 

that this proposed approach gives high level of security for the data which is transmitted over 

networks under spoofing attacks and in any other spoofed medium. 
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