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ABSTRACT  

 

Now a day’s data redundancy has became one of the major problem for all MNC or small 

scale companies to store their valuable to sensitive data inside their storage area. As there was lot 

of duplicated data available in the storage area, there was excess maintenance cost to be paid for 

maintaining the data with no duplication. Hence in order to avoid the maintenance cost and 

optimizing the unwanted space on the storage devices, we need to develop a novel system or 

method to reduce the duplicate copies of data. Data de-duplication is a technique for eliminating 

duplicate copies of data from the storage area and preserving the unwanted space for low 

maintenance. Recently this technique was launched or adopted in cloud storage to reduce storage 

space and also try to increase the bandwidth during file uploading. By using or adopting this 

technique in all the storage areas like enterprise servers, dedicated servers or cloud servers, we 

can find only one copy for each file stored in cloud, even if the same file was accessed by 

various numbers of users. Even though the data de-duplication system improves storage 

utilization by reducing the unwanted duplicate data, but it still suffers with some problem like 

privacy preserving of the sensitive data which is stored in the cloud server. In this paper in order 

to overcome all the above issues we finally proposed a novel distributed de-duplication systems 

with higher reliability in which the data chunks are distributed across multiple cloud servers. 

Along with this concept we used a new deterministic secret sharing scheme for providing data 

security instead of using primitive encryption mechanisms for giving security for the data.  

 

Key Words: Secret Sharing, Data De-Duplication, Reliability, Data Redundancy, 

Authentication. 
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I. INTRODUCTION 
 

With the explosive growth of digital information, de-duplication techniques are wide 

used to backup information and minimize network and storage overhead by police work and 

eliminating redundancy among information. Instead of keeping multiple information copies with 

constant content, de-duplication eliminates redundant information by keeping only one physical 

copy and referring different redundant data to it copy. De-duplication has received a lot of 

attention from each academe and business as a result of it can greatly improves storage 

utilization and save storage space, particularly for the applications with high de-duplication ratio 

like deposit storage systems. A number of de-duplication systems are projected based on varied 

de-duplication ways such as client-side or server-side de-duplications, file-level or block-level 

de-duplications. A quick review is given in later sections, especially, with the arrival of cloud 

storage, data de-duplication techniques become additional engaging and critical for the 

management of ever-increasing volumes of data in cloud storage services that motivates 

enterprises and organizations to source information storage to third-party cloud suppliers, as 

proved by several real-life case studies [1]. In line with the analysis report of IDC, the quantity 

of information within the world is predicted to reach forty trillion gigabytes in 2020 [2]. Today’s 

business cloud storage services, like Dropbox, Google Drive and Mozy, are applying de-

duplication to save the network information measure and also the storage value with client-side 

de-duplication. 

 

 
 

FIGURE.1. DENOTES THE DIFFERENT CSP( CLOUD SERVICE PROVIDERS) FOR 

STORING  SENSITIVE INFORMATION INSIDE THE CLOUD 

 

From the above figure 1, we can clearly find out that there are many cloud service 

providers that are available in the current days for storing and accessing the data remotely. Here 

in the above figure, there are some public clouds which takes no amount for storing the data till  

1 GB of space ,but some clouds are their which will give access only for the premium members 

like those who have premium account. In this proposed thesis, we are going to use the 
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DRIVEHQ.com as the cloud service provider for storing the sensitive information without any 

duplicate data reside into its memory area. In this proposed thesis, we are using the 

DRIVEHQ.com the cloud service provider for storing and accessing the data in a secure manner 

with an enterprise public access account  like “MCACLOUD2017” which can accept data up to 

1 GB of space, freely and more than 1 GB it will be charging the end users from its side [3], [4]. 

 

There are three types of de-duplication systems that are available in real-time when 

compared with the term like size:  

 

1. File-Level De-Duplication  

2. Block Level De-Duplication  and  

3. Byte Level De-Duplication 

 

Now let us look about those two levels of duplication in detail as follows: 

 

 
 

FIGURE.2. DENOTES THE VARIOUS LEVELS OF DE-DUPLICATION TECHNIQUES 

THAT ARE AVAILABLE IN THE LITERATURE 

 

The first level of duplication like File-Level De-Duplication, which mainly used for 

finding the redundancy that, was available between the two or more different files that are 

available in the device or folder area and then finally removing the redundant data to reduce the 

over flow capacity on demand, which is clearly shown in figure 2. 

 

The second level of duplication mainly deals with Block-Level De-Duplication, which 

will verify the redundancy of data that was available between each and every block within the 
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file and if it is found with any duplicate data inside any block, then it will be removed and it can 

be divided into small size or variable sized blocks. 

 

The third level of duplication mainly deals with byte level of duplication which is mainly 

used remove the redundant bits that are available during byte formation. In this stage it will 

verify byte by byte of data and if it founds any byte having same bits then it will be eliminating 

those duplicate or un-wanted bits from that storage area. 

II. RELATED WORK 

 

In this section we will find the related work that was analyzed and studied in order to 

implement this current thesis. This section will mainly explain us about the system model and 

security threats that are available in designing this proposed thesis. 

 

MAIN MOTIVATION 

 
Distinct Data Storage Service (DDSS) is also termed as Single-instance storage service 

(SISS) may be a system's ability to stay one copy of content that multiple users or computers 

share. This is a process of eliminating the content that was duplicated and has the facility to 

extent the potency. It is basically enforced in the file systems, e-mail server code, knowledge 

backup and alternative storage-related solutions. In the case of associate degree e-mail server, 

single-instance storage would mean that one copy of a message is command inside its 

information while individual mailboxes access their own content with the help of a reference 

pointer. However, there's a typical idea that the first advantage of single instance storage in mail 

server solutions may be a reduction in space needs [6].  

 

 

FIGURE. 3 REPRESENT THE SAMPLE ARCHITECTURE OF  DATA  DE-

DUPLICATION ON A SET OF SOME ANIMALS PATTERN 
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From the above figure 3, we can clearly find out the architecture flow of a data de-

duplication technique and its advantages over the data base servers. For instance we took various 

SMALL ANIMALS like Horse, Chick, Hen and Duck as a set of input images and we can 

clearly see there are duplicated images of these four animals on the left hand side. Now after 

applying the de-duplication or single instance service process all the duplicate letters are 

eliminated and only the distinct pictures of the four animals are displayed as a output on the right 

hand side rather than all the set with 12 images. This example clearly justifies how much the data 

de-duplication [6] has advantage over the various data base servers including the cloud database 

server [7]. 
 

III. PROPOSED BUILDING BLOCKS AND TAG GENERATION 

ALGORITHM  FOR SECURE DATA DE-DUPLICATION 

 
In this section, we mainly describe the proposed secure building blocks and tag 

generation algorithm for a secure data de-duplication. Now let us discuss about that in details as 

follows: 

 

MAIN MOTIVATION 

 
The distributed deduplication systems’ proposed aim is to reliably store data in the cloud 

while achieving confidentiality and integrity. Its main goal is to enable deduplication and 

distributed storage of the data across multiple storage servers. Instead of encrypting the data to 

keep the confidentiality of the data, our new constructions utilize the secret splitting technique to 

split data into shards. These shards will then be distributed across multiple storage servers. 

 

BUILDING BLOCKS USING SECRET SHARING SCHEME 

In this stage we will try to find out the secret sharing scheme which contains mainly 2 

algorithms, which are nothing but Share Algorithm and  Recover Algorithm. The secret is 

divided and shared by using Share. With enough shares, the secret can be extracted and 

recovered with the algorithm of Recover. In our implementation, we will use the Ramp secret 

sharing scheme (RSSS) [7], [8] to secretly split a secret into shards. Specifically, the (n, k, r)-

RSSS (where n > k > r ≥ 0) generates n shares from a secret so that (i) the secret can be 

recovered from any k or more shares, and (ii) no information about the secret can be deduced 

from any r or less shares. 

 

Two algorithms, Share and Recover, are defined in the (n, k, r)-RSSS. 

 

In the share algorithm, the Share divides a secret S into (k −r) pieces of equal size, 

generates r random pieces of the same size, and  encodes the k pieces using a non-systematic k-

of-n erasure code into n shares of the same size; 

 

In the recover algorithms,this will takes  any k out of n shares as inputs and then outputs 

the original secret S. It is known that when r = 0, the (n, k, 0)-RSSS becomes the (n, k) Rabin’s 
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Information Dispersal Algorithm (IDA) [9]. When r = k−1, the (n, k, k−1)-RSSS becomes the 

(n,k) Shamir’s Secret Sharing Scheme (SSSS) [10]. 

 

TAG GENERATION ALGORITHM. 

In our constructions below, two kinds of tag generation algorithms are defined, that is, 

TagGen and TagGen’. TagGen is the tag generation algorithm that maps the original data copy F 

and outputs a tag T (F). This tag will be generated by the user and applied to perform the 

duplicate check with the server. Another tag generation algorithm TagGen’ takes as input a file F 

and an index j and outputs a tag. This tag, generated by users, is used for the proof of ownership 

for F. 

 

SYSTEM SETUP. This algorithm is similar to the above construction except a deterministic 

secret sharing scheme SS = (Share, Recover) is given. 

 

FILE UPLOAD. To upload a file F, the user first performs the file-level deduplication. 

Different from the above constructions, the user needs to compute the secret shares {Fj}1≤j≤n of 

the file by using the Share algorithm. Then, ϕFj = TagGen(Fj) is computed and sent to the j-th S-

CSP for each j. It is the same as above if there is a duplicate. Otherwise, the user performs the 

block-level deduplication as follows. Note that each server idj also needs to keep ϕFj with the 

following information of the blocks. 

 

The file F is firstly divided into a set of fragments {Bi} (where i = 1, 2, · · · ). For each 

block, the duplicate check operation is the same as the file-level check except file F is replaced 

with block Bi. Assume that the secret shares are {Bij} for 1 ≤ j ≤ n and corresponding tags are 

ϕBij for block Bi, where 1 ≤ j ≤ n. The tag ϕBij is sent to the server with identity idj . A block 

pointer of Bi from this server is returned to the user if there is a match. Otherwise, the user 

uploads the Bij to the server idj via a secure channel and a pointer for this block will also be 

returned back to the user. 

 

MESSAGE AUTHENTICATION CODE 

 

A message authentication code (MAC) is a short piece of information used to 

authenticate a message and to provide integrity and authenticity assurances on the message. In 

our construction, the message authentication code is applied to achieve the integrity of the 

outsourced stored files. It can be easily constructed with a keyed (cryptographic) hash function, 

which takes input as a secret key and an arbitrary-length file that needs to be authenticated, and 

outputs a MAC. Only users with the same key generating the MAC can verify the correctness of 

the MAC value and detect whether the file has been changed or not. 

 

IV.IMPLEMENTATION STAGE 
 

Implementation is the stage where the theoretical design is automatically converted into 

programmatic manner. In this application we have totally 4 modules and now let us discuss about 

those 6 modules in detail as follows: 
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1) SYSTEM CONSTRUCTION MODULE 

 

In this first module, we develop two entities: User and Secure-Cloud Service Provide.  

 

User: The user is an entity that wants to outsource data storage to the S-CSP and access 

the data later. In a storage system supporting deduplication, the user only uploads unique data 

but does not upload any duplicate data to save the upload bandwidth. Furthermore, the fault 

tolerance is required by users in the system to provide higher reliability. 

 

S-CSP: The S-CSP is an entity that provides the outsourcing data storage service for the 

users. In the deduplication system, when users own and store the same content, the S-CSP will 

only store a single copy of these files and retain only unique data. A deduplication technique, on 

the other hand, can reduce the storage cost at the server side and save the upload bandwidth at 

the user side. For fault tolerance and confidentiality of data storage, we consider a quorum of S-

CSPs, each being an independent entity. The user data is distributed across multiple S-CSPs. 

 

2) DATA DE-DUPLICATION MODULE 

 

Data Deduplication involves finding and removing of duplicate data’s without 

considering its fidelity. Here the goal is to store more data’s with less bandwidth. Files are 

uploaded to the CSP and only the Data owners can view and download it. The Security 

requirements are also achieved by Secret Sharing Scheme. Secret Sharing Scheme uses two 

algorithms, share and recover. Datas are uploaded both file and block level and the finding 

duplication is also in the same process. This is made possible by finding duplicate chunks and 

maintaining a single copy of chunks. 

 

3) FILE LEVEL DE-DUPLICATION MODULE 

 

To support efficient duplicate check, tags for each file will be computed and are sent to 

S-CSPs.To upload a file F , the user interacts with S-CSPs to perform the deduplication. More 

precisely, the user firstly computes and sends the file tag ϕF = TagGen(F) to S-CSPs for the file 

duplicate check. If a duplicate is found the user computes and sends it to a server via a secure 

channel. Otherwise if no duplicate is found the process continues, i.e secret sharing scheme runs 

and the user will upload a file to CSP.To download  a file the user will use the secret shares and 

download it from the SCSP’s .This approach provides fault tolerance and allows the user to 

remain accessible even if any limited subsets of storage servers fail. 

 

4) DATA ENCRYPTION AND DECRYPTION MODULE 

 

In this module we will show to achieve fine grained block-level distributed deduplication 

systems. In a block-level deduplication system, the user also needs to firstly perform the file-

level deduplication before uploading his file. If no duplicate is found, the user divides this file 

into blocks and performs block-level deduplication. The System setup is similar to the file level 

deduplication except the parameter changes. To download  a block the user gets the secret shares 

and download the blocks from CSP. 
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V. RESULT ANALYSIS  

 
In this section we mainly describe about the result analysis at the end of our application. 

Here we can see the window that clearly represents the roles that are available in the current 

application. Here we can see three roles like Owner, User and Cloud, where each and every role 

has individual responsibilities in the current application. We have implemented the proposed 

concept on Java programming language with JSE as the chosen language in order to show the 

performance this proposed distributed de-duplication system with improved reliability. The front 

end of the application takes Java Swings, AWT and Socket Programming and as a Back-End 

Data base we took My SQL data base. The application can be executed either on a single PC or it 

can be executed on multiple PC’s all connected over a LAN. 

 

MAIN WINDOW 
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From the above window we can clearly find out that the data owner can able to upload 

the files into the cloud server for storing all the data in a secure manner. At the time of uploading 

data owner can able to verify file level de-duplication in which no two files should have the same 

file name and another one is block level de-duplication in which a set or block of code can be 

verified ,if it is duplicated and in turn it can remove that duplicated block. Hence this is known as 

block level de-duplication. If during the data insertion into the cloud, if the data contains any 

duplicated data, this system will not allow the data to be inserted into the system despite it will 

stop from inserting into the system. 

 

 

VI. CONCLUSION 
 

In this paper, we finally designed and developed a novel cloud server with advanced 

facilities like encryption of data which is stored into the cloud server and also an advanced 

feature like information de-duplication, in which no duplicate data is stored inside the cloud. For 

this we have used a live cloud service like drivehq cloud service with a public cloud access 

account  in order to prove these advanced features that are proposed in this current paper. Our 

proposed system uses this new de-duplication technique in order to main concept for resource 

allocations. In this thesis we finally proved two types of information de-duplication methods like 

block level de-duplication and file level de-duplication. We showed that our authorized duplicate 

check scheme incurs minimal overhead compared to convergent encryption and network transfer. 
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