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ABSTRACT  

 

Cloud Computing is one of the practices of using a network of remote servers hosted on 

internet to store, access, and retrieve data from remote machines not from local machines. As we 

all know that in current days cloud computing has achieved a lot of user’s attention for storing 

and retrieving their valuable data to and from server. As we know that all the data which is 

stored into the cloud is stored remotely not in local hardware, a lot of users can connect with the 

centralized location to access, retrieve and modify the data which is stored on the cloud server. 

As we all know that in the current cloud server there is no security for the cloud data because the 

cloud users will form as a group to access the data at the beginning and once if any user change 

or revoke from one group to other group it is very critical task to manage the accounts. As the 

users frequently change from one group to other, it is very difficult to maintain the updated keys 

for the remaining users in order to access the data which is stored on multi owner cloud. As the 

cloud users  try to shift or change from one group to other more frequently we can’t able to share 

the data with privacy preserving ,as this remain as a challenging factor for the current cloud 

server due to the collusion attack. Also in the existing system to maintain a strong association is 

highly impossible.In this paper, we mainly proposed a secure data sharing scheme for dynamic 

members. First we try to develop an authenticated way for distributing the keys with no third 

party security channels, and the users can inturn obtain the private keys in a secure manner from 

the group manager. Along with this our proposed scheme can achieve a fine-grained access 

control, any user in the group can use the data available in the cloud within the group and 

revoked users cannot access the cloud again after they are revoked. Finally we can protect the 

scheme from collusion attack, which means that revoked users cannot get the original data file 

even if they conspire with the untrusted cloud.As an extension for this current thesis, we 

designed a new module like monitoring of cloud users history, which is mainly monitored by 

group manager in this proposed application. By conducting various experiments on our proposed 

application, our simulation results cleary show that our proposed application is best in providing 

security for the data from collusion attacks. 

 

Key Words: Encryption, Collusion Attacks, Dynamic Groups, Centralized Location, 

Authentication. 
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I. INTRODUCTION 
 

Cloud Computing is one among the fascinating domain in recent analysis space wherever 

all the info is always processed remotely in unknown machines those users don't own or operate. 

As cloud computing has raised user attention in storing their valuable knowledge however limits 

in allocating resources dynamically. The Cloud computing presents a replacement thanks to 

supplement the present consumption and delivery model for IT services supported the web, by 

providing for dynamically ascendable and sometimes virtualized resources as a service over the 

net. In current days there was a variety of notable business and individual cloud computing 

services, together with Yahoo, Silicon House, Amazon, Google, Microsoft, and sales division. 

Moreover, users might not recognize the machines that truly method and host their knowledge 

[1]. Whereas enjoying the convenience brought by this new technology, users additionally begin 

worrying regarding losing management of their own knowledge [2].  

 

 
 

FIGURE. 1. REPRESENTS THE STACK OF VARIOUS CLOUD SERVICE 

PROVIDERS AVAILABLE IN THE REAL WORLD ENVIRONMENT 

 

From the figure 1, we can clearly find out various types of cloud service providers that 

are available in current days. All these service providers provide a rich facility to store the 

valuable data on their individual memory blocks that are provided for the individual cloud users. 

As we know that a lot of users shown their attention towards the usage of cloud servers for 
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storing their valuable sensitive or private data, there was some limitations that were still not 

however resolved in cloud server. Cloud computing is a technology that exploits the internet and 

central remote servers to uphold data and applications. Cloud computing permits customers and 

businesses to use applications without installation and entrée their individual files at any 

computer with internet access. This technology permits for much more competent computing by 

centralizing storage, memory, processing and bandwidth. Cloud computing is a wide-ranging 

solution that conveys IT as a service. Before the cloud was developed almost all the current 

websites and server-based applications were accomplished on a specific system. Cloud 

computing is broken down into three divisions application, storage and connectivity.  

 

Cloud computing is entirely real and will affect almost all and sundry. In this day and era, 

we have all developed into stakeholders in the computing movement, and we are all affected 

when major hangs occur. Remember how things tainted when the Internet came along? Changes 

in computer technology appear to move at lightning speeds. It wasn't that long ago those desktop 

computers had 20MB hard drives and people relied on floppy disks for storage[3]. For that 

matter, it wasn't that long ago that there were no desktop computers, and computing involved 

cardboard punch cards fed into a hopper. It should be no disclosure that fruition is upon us once 

again, as there have been quite a lot since the crack of dawn of the information age. In this book, 

we choose the term “era” because cloud compute is more than an evolution. Rather, we’re 

entering the type of decal shakeup that only comes around once every 20 to 30 years: a 

disruptive e shift in the primary computing platform-of-choice. Remember when we moved from 

host computers to PCs? Now, cloud computing is shifting that computing power back to hosts 

again[4]. Only this time things are diverse, because those hosts have become conceptual, and are 

speckled all over the Internet. That is to say that computing power is being shifted to the “cloud”.  

 

II. BACKGROUND KNOWLEDGE 

 

In this section we will mainly discuss about the background work that was carried out in 

order to propose the secure data sharing scheme with key distribution for dynamic groups. Now 

let us look about this in detail in this following section: 

               

Initially we try to find out the hosting services that are available in the primitive or 

current cloud servers and then we look after the advantages of those services. 

 

DATA HOSTING SERVICES AVAILABLE IN THE CLOUD 

 
Normally if we look at cloud server in detail, in some respects cloud servers work in the 

same way as physical servers but the functions they provide can be somewhat different. When 

opting for cloud hosting, clients or cloud users are renting virtual server space rather than renting 

or purchasing physical servers. They are often paid for by the hour depending on the capacity 

required at any particular time. 

In the primitive cloud hosting of data, there are mainly two processes like: 
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1. Shared Hosting Approach  (SHA)   

2. Dedicated Hosting Approach (DHA) 

If we try to compare the above two hosting approaches in detail, we can get the following 

differences which are basically varied for both the approaches:  

i) First if we look at SHA, shared hosting is the cheaper option whereby servers are 

shared between the hosting provider’s clients. One client’s website will be hosted 

on the same server as websites belonging to other clients. This has several 

limitations including the fact that the setup is inflexible and cannot cope with a 

large amount of traffic[5].  

ii) Next if we look at the second type of hosting approach like dedicated hosting is a 

much more advanced form of hosting, whereby clients purchase whole physical 

servers[6]. This means that the entire server is dedicated to them with no other 

clients sharing it. In some instances the client may utilize multiple servers which 

are all dedicated to their use.  

iii) This type of hosting give full control over the hosting compared with the SHA. 

The downside is that the required capacity needs to be predicted, with enough 

resource and processing power to cope with expected traffic levels.  

 

FIGURE 2.REPRESENTS THE PROPOSED SYSTEM MODEL 

PRELIMINARY KNOWLEDGE 
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The basic preliminary knowledge that was required for proposing the proposed model is 

as follows: 

 

I) THREAD MODEL 

 

Initially we mainly find out the thread model that was used in our proposed thesis. In this  

proposed thesis , we propose our scheme based on the two well known Delov-Yao model [7], in 

which the hacker or intruder can able to overhear, intercept, and record  all the sensitive 

messages of the communication channels. By using this primitive model, the only way to protect 

the information from attacking is by the passive eavesdropper’s method and active saboteurs are 

to design the effective security protocols. This means there is not any secure communication 

channels between the communication entities. Therefore, this kind of threaten model can be 

more effective and practical to demonstrate the communication in the real world environment. 
 

II) SYSTEM MODEL 

 

From the above figure 2, we can clearly find out that there are 3 different entities available in 

the proposed system model .Now let us look about that model in detail as follows: 

 

1) The Cloud,  

 

2) A  Group Manager and 

 

3) A Large Number of Group Members. 

 

Initially if we look at the cloud, this will be monitored or maintained by the CSP, for 

providing storage space for hosting the data files into the cloud. This will be act as a pay-as-you- 

go manner. However, the cloud server which we try to use is untrusted since the cloud service 

providers are easily to become untrusted. As the cloud is not having fully security; we try to 

learn the content headers carefully before we store the data into the cloud [8]. 

 

Group manager is the one who takes the following responsibility in our proposed thesis 

like system parameters generation, user will be registered by this group manager and user 

revocation will be decided or permitted by the same group manager[9]. In other words we can 

define a group manager as the admin for the application or team leader for the members available 

in the group. 

 

Group members (cloud users) are a set of registered users that will store their own data 

into the cloud and share them with others. In this proposed thesis or application, the group 

membership is dynamically changed, due to the new user registration and user revocation. 
 

 

In the next section we will mainly discuss about our proposed scheme for secure data 

sharing with key generation model for dynamic groups. 
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III. PROPOSED SECURE DATA SHARING SCHEME OVER A 

DYNAMIC GROUPS WITH NO COLLUSION 
 

In this section we will find out the  proposed scheme that was designed for sharing the 

data securely over a dynamic groups and also we try to prove the proposed scheme has no effect 

with collusion attacks . 

 

NOTATIONS USED IN THE PROPOSED SCHEME  

 
The following are the notations that were used in the proposed scheme, they were as 

follows: 

 

 
 

FIGURE 3.REPRESENTS THE SEVERAL NOTATIONS THAT WERE USED IN OUR 

PROPOSED SCHEME 
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From the above figure 3, we can able to find out several notations that were used in our 

proposed model. Now let us look about the various phases that are available in our current 

scheme in detail. 

 

SYSTEM INITAILIZATION 
 

 
 

REGISTRATION OF AN EXISTING USER 

 

     Here the registration of an existing user is clearly represented in the below 

figure4.Where in that figure we can clearly find out that user, group manager and cloud are the 

three different roles that are available in the proposed scheme .Here the Group Manager is the 

one who will generate the user Id, Public Key, asymmetric encryption key and the user list that 

was already registered[10]-[12]. Here if the user id is matched with any of the previous user list 

that was available with group manager then this will not be accepted for registration. Only the 

users who are new to the group only can access for registration into the cloud. Here we apply 

encryption of data that was stored by the cloud users into its storage area. 

 

 
 

FIGURE.4. REPRESENTS THE PROCESS OF REGISTERING THE EXISTING /NEW 

USER INTO THE CLOUD 
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FIGURE.5. REPRESENTS THE FLOW OF FILE UPLOADING INTO THE CLOUD 

SERVER BY THE GROUP MEMBER 
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FILE UPLOADING INTO THE CLOUD 

 
The operation of file upload is performed as illustrated in the above Figure 5. 

 
Initially all the registered group members try to choose a  unique data file identity IDdata and a 

random number  k€Zq* then computes these parameters as the following equation 

 
The group member then try to encrypt all the data which is to be uploaded into the cloud with 

his private key [13] that was available with him say Bi.This is encrypted along with a time stamp like 

tdata.At last the group member send the encrypted data to the group manager. 

 

 
 

USER REVOCATION 

 
User revocation is performed by the group manager and the cloud, which is illustrated in 

figure 6.In this phase we can able to find the detailed flow of the user revocation ,when he need to 

exit from the specific group. 

 
FIGURE.6. REPRESENTS THE FLOW OF USER REVOCATION INTO THE CLOUD  
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IV. IMPLEMENTATION PHASE 
 

Implementation is the stage where the theoretical design is converted into 

programmatically manner.In this stage we will divide the application into a number of modules 

and then coded for deployment. We have implemented the proposed concept on Java 

programming language with JEE as the chosen language in order to show the performance this 

model for secure data sharing and key management in dynamic groups. The front end of the 

application takes JSP, HTML and Java Beans and as a  Back-End Data base we took My SQL 

data base.. The application is divided mainly into following 6 modules. They are as follows: 

 

1. Network Construction  Module  

2. Group Member Registration Module  

3. Group Member Login Module  

4. Ground Manager/Admin Login Module 

5. Data Security Module  

6. User Revocation Module. 

 



International Journal of Emerging Trends in Engineering and Development                         Issue 7, Vol.4 (July 2017) 

Available online on http://www.rspublication.com/ijeted/ijeted_index.htm                                         ISSN 2249-6149 

©2017 RS Publication, rspublicationhouse@gmail.com Page 23 
 

1. NETWORK CONSTRUCTION  MODULE 
 

In this module, we initially try to construct a network having single data storage i.e My 

Sql data storage and also multiple group members and a multiple group managers in our account 

for example like group1, group2, group3.Here each and every group manager acts like a admin 

and they will give access permissions for the members and they act as a main person for 

monitoring the user and file details in the application. 

 

2. GROUP MEMBER  REGISTRATION  MODULE 

 
In this module the group member need to register first for getting access into the 

application.Initailly all the group members register into the cloud with their valid basic details 

along with groupid and password needed to enter into the account. Once the group member is 

registered in an individual group. He/She can get login into their account with their id and 

passwords for performing their individual operations. In order to perform any file operations they 

need to be get activated by the admin or groupmanager.Once if they got approval from admin 

then they can login into the account, if not login can’t be done by the group member. 

 

3. GROUP  MEMBER  LOGIN  MODULE 
 

Once the group member is registered and got access keys from the manager, he can now 

login into his account with his valid id and passwords. Here the group members are a set of 

registered users who will store their private /sensitive data into the cloud server and share them 

with others in the group. As the group members will be dynamically changed due to the increase 

of staff joining or resignations, the key privileges will be dynamically changing in this 

application. Here the group member initially try to upload the file into the local cloud by making 

that encrypted with AES algorithm and he also has a facility to view the files or download the 

files and revoke from the group.  

 

4. GROUP  MANAGER  LOGIN  MODULE 
 

 Here the admin is the one who has the facility to view the list of files, list of users and 

also the list of log information (I.e. what are the operations that was done by the group members 

inside the application).Here the admin if he wish to give access privileges to the members then 

he will grant the access permission if not he will deny the access. Here the file which is uploaded 

into the cloud will be encrypted by using AES algorithm for encrypting the plain text into cipher 

text file and this file will be decrypted only by the valid user who has the access privilege by the 

group admin.  

 

5. DATA  SECURITY  MODULE 
 

This is the module which is monitored by the group member in order to store the data 

into the local cloud in an encrypted manner. Here the input file should be always of text file or 

document file, where the data can be encrypted and stored inside the local database. For this we 

use AES algorithm as the main reason why we use AES is it is a secret key encryption algorithm 

which don’t require the key to be generated by the sender and receiver at the time of file upload 
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,the keys will be automatically generated by the cloud server and it will assign for the valid 

manager and valid members.Here the AES has one more advantage like it is not restricted with 

the key sizes.  

 

5. USER  REVOCATION   MODULE 
 

User revocation is performed by the group member, if the user wish to change the group 

or he wish to relieve from the group ,user revocation method can be used.This is obviously 

monitored by the groupmanager.   

 

 

V. CONCLUSION 
 

In this paper, we for the first time have design a novel secure data sharing scheme, for 

dynamic groups in an untrusted cloud. In our proposed model, a user is able to share data with 

others in the group without revealing identity privacy to the cloud. Additionally, in this we 

support efficient user revocation and new user joining. More specially, efficient user revocation 

can be achieved through a public revocation list without updating the private keys of the 

remaining users. In this secret key is used for authorized user to access the data in cloud could 

not allow authorized user. Also in this paper as an extension we have also implemented a new 

concept like encrypting the cloud without affecting the original data by an un-trusted user. As the 

cloud servers which are available in the current cloud don’t have any facility to encrypt the data 

before storing into the cloud in this paper we have implemented a new concept like encrypting 

the cloud before it store into the cloud server. Also here we included a new concept like 

monitoring of each and every group user activities by the group manager. This facility will give 

some more security for the cloud by storing the log information of the group members during 

their session period. Our simulation results clearly tell that our proposed secure data sharing 

scheme is best in providing security for sensitive data even from the collusion attacks that was 

created by the end users who revoked from the group. 
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