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ABSTRACT:- The guilty agent is one who leaks a portion of distributed data. The idea is to 

distribute the data intelligently to agents based on sample data request and explicit data 

request in order to improve the chance of detecting the guilty agents. The algorithms 

implemented using fake objects will improve the distributor chance of detecting guilty agents. 

It is observed that by minimizing the sum objective the chance of detecting guilty agents will 

increase. We also developed a framework for generating fake objects. In both the commercial 

and defense sectors a compelling need is emerging for rapid, yet secure, dissemination of 

information. In this paper we address the threat of information leakage that often 

accompanies such information flows. We focus on domains with one information source 

(sender) and many information sinks (recipients) where: (i) sharing is mutually beneficial for 

the sender and the recipients, (ii) leaking a shared information is beneficial to the recipients 

but undesirable to the sender, and (iii) information sharing decisions of the sender are 

determined using imperfect monitoring of the (un)intended information leakage by the 

recipients. We make two key contributions in this context: First, we formulate data leakage 

prevention problems as Partially Observable Markov Decision Processes; we show how to 

encode one sample monitoring mechanism—digital watermarking—into our model. Second, 

we derive optimal information sharing strategies for the sender and optimal information 

leakage strategies for a rational-malicious recipient as a function of the efficacy of the 

monitoring mechanism. We believe that our approach offers a first of a kind solution for 

addressing complex information sharing problems under uncertainty. 

 

KEY TERMS: Allocation strategies, data leakage, data privacy, fake records, leakage model 

sensitive data; fake objects data leakage prevention; digital watermarking; partially 

observable Markov decision processes. 

___________________________________________________________________________ 

 

1. INTRODUCTION 

In both the commercial and defense sectors a compelling need is emerging for rapid, yet 

secure, dissemination of information to the concerned actors. For example, in a commercial 

setting, the ability of multiple partners to come together, share sensitive business information 

and coordinate activities to rapidly respond to business opportunities is becoming a key 

driver for success. Similarly, in a military setting, traditional wars between armies of nation-

states are being replaced by highly dynamic missions where teams of soldiers, strategists and 

support staff fight against elusive enemies that easily blend into the civilian Population [1]. 

Securely disseminating mission critical tactical intelligence to the pertinent people in a timely 

manner will be a critical factor in a mission’s success Within a single organization, it is 

possible to allow sharing of information while managing the risk of information disclosure  
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by appropriately labeling (or classifying) information with its secrecy characteristics and 

performing an in-depth security assessment (including system characterization, threat and 

vulnerability identification, control analysis, likelihood determination and impact analysis [2] 

of its systems and users to create controls necessary to protect information commensurate 

with its label. However, such an approach may not be viable for information sharing across 

organizations as one organization will typically not permit another to perform a security 

assessment of its internal systems, controls and people. In dynamic settings, where systems 

and processes evolve rapidly and there are transient needs for sharing tactical, time-sensitive 

information across organizational boundaries, a new approach of securing information flows 

is required. a company may have partnerships with other companies that require sharing 

customer data. Another enterprise may outsource its data processing, so data must be given to 

various other companies. We call the owner of the data the distributor and the supposedly 

trusted third parties the agents. Our goal is to detect when the distributor’s sensitive data has 

been leaked by agents, and if possible to identify the agent that leaked the data. We consider 

applications where the original sensitive data cannot be perturbed. Perturbation is a very 

useful technique where the data is modified and made ―less sensitive‖ before being handed to 

agents. For example,  

one can add random noise to certain attributes, or one can replace exact values by ranges [3]. 

However, in some cases it is important not to alter the original distributor’s data. For example, 

if an outsourcer is doing our payroll, he must have the exact salary and customer 

identification numbers. if medical researchers will be treating patients (as opposed to simply 

computing statistics), they may need accurate data for the patients.  

 

Traditionally, leakage detection is handled by watermarking, e.g., a unique code is embedded 

in each distributed copy. If that copy is later discovered in the hands of an unauthorized party, 

the leaker can be identified. Watermarks can be very useful in some cases, but again, involve 

some modification of the original data. Furthermore, watermarks can sometimes be destroyed 

if the data recipient is malicious. In this paper we study unobtrusive techniques for detecting 

leakage of a set of objects or records. Specifically, we study the following scenario: After 

giving a set of objects to agents, the distributor discovers some of those same objects in an 

unauthorized place. (For example, the data may be found on a web site, or may be obtained 

through a legal discovery process.) At this point the distributor can assess the likelihood that 

the leaked data came from one or more agents, as opposed to having been independently 

gathered by other means.  

In this paper we develop a model for assessing the ―guilt‖ of agents. We also study 

algorithms for distributing objects to agents, in a way that improves our chances of 

identifying a leaker. In these algorithms we consider the option of adding ―fake‖ objects to 

the distributed set. Such objects do not correspond to real entities but appear realistic to the 

agents. In a sense, the fake objects act as a type of watermark for the entire set, without 

modifying any individual members. Our algorithms are presented and evaluated in [4]. 

 

2. PROBLEM SETUP AND NOTATION 

 2.1 Entities and Agents 

 A distributor owns a set T = {t1, t2, t3….tn} of valuable data objects. The distributor 

wants to share some of the objects with a set of agents U1,U2,……Un, but does not wish the 

objects be leaked to other third parties. The objects in T could be of any type and size, e.g., 

they could be tuples in a relation, or relations in a database.  An agent Ui receives a subset of 

objects T, determined either by a sample request or an explicit request.  

Sample request Ri = SAMPLE (T, mi): Any subset of mi  records from T can be given to Ui. 
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 Explicit request Ri = EXPLICIT (T, condi): Agent Ui receives all the T objects that satisfy 

condition. 

 

2.2 Secure Information Sharing 

Recently, new approaches based on risk estimation and economic mechanisms have been 

proposed for enabling the sharing of information in uncertain environments [4], [5]. These 

approaches are based on the idea that the sender constantly updates the estimate of the risk of 

information disclosure when providing information to a receiver based on the secrecy of the 

information to be divulged and the sender’s estimate on the trustworthiness of the recipient. 

The sender then charges the recipient for this estimated risk. The recipient, in turn, can decide 

which type of information is most useful to him and pay (using its line of risk credit) only to 

access those pieces of information. Under the assumption that the line of risk credit or the 

risk available for purchase in the market is limited, an entity will be encouraged to be frugal 

with their amassed risk credits and consequently, reluctant to spend them unnecessarily. 

Since all information flows are charged against expected losses due to unauthorized 

disclosure and the amount of risk available is limited, an argument is made that the total 

information disclosure risk incurred by an organization is controlled. Our work complements 

past work on risk-based information sharing by considering uncertainty in detecting 

information disclosure as a first class entity in complex information sharing domains. 

 

2.3 DIGITAL WATERMARK 

Digital watermarking is a technology for embedding various types of information in digital 

content. In general, information for protecting copyrights and proving the validity of data is 

embedded as a watermark.  A digital watermark is a digital signal or pattern inserted into 

digital content. The digital content could be a still image, an audio clip, a video clip, a text 

document, or some form of digital data that the creator or owner would like to protect. The 

main purpose of the watermark is to identify who the owner of the digital data is, but it can 

also identify the intended recipient. Why do we need to embed such information in digital 

content using digital watermark technology? The Internet boom is one of the reasons. It has 

become easy to connect to the Internet from home computers and obtain or provide various 

information using the World Wide Web (WWW). 

 

All the information handled on the Internet is provided as digital content. Such digital content 

can be easily copied in a way that makes the new file indistinguishable from the 

original.  Then the content can be reproduced in large quantities. For example, if paper bank 

notes or stock certificates could be easily copied and used, trust in their authenticity would 

greatly be reduced, resulting in a big loss. To prevent this, currencies and stock certificates 

contain watermarks. These watermarks are one of the methods for preventing counterfeit and 

illegal use. Digital watermarks apply a similar method to digital content. Watermarked 

content can prove its origin, thereby protecting copyright. A watermark also discourages 

piracy by silently and psychologically deterring criminals from making illegal copies. 

2.4Partially Observable Markov Decision Processes 

Partially Observable Markov Decision Processes (POMDPs) [9] are defined as follows: S is a 

finite set of discrete states of the process and A is a finite set of agent actions. The process 

starts in state s0 belongs to  S and runs for N decision epochs. In particular, if the process is 

in state s belongs to S in decision epoch 0 < n < N, the agent controlling the process chooses 

an action belongs to A to be executed next. The agent then receives the immediate reward 

R(s, a) while the process transitions 
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Fig.1: Clearing the water mark. 

 
Fig.2: Verifying a watermark 

 

3 DATA LEAKAGE PREVENTION USING POMDPS    3.1 Optimization Problem 

The distributor’s data allocation to agents has one constraint and one objective. The 

distributor’s constraint is to satisfy agents’ requests, by providing them with the number of 

objects they request or with all available objects that satisfy their conditions. His objective is 

to be able to detect an agent who leaks any portion of his data. We consider the constraint as 

strict. The distributor may not deny serving an agent request as in [7] and may not provide 

agents with different perturbed versions of the same objects as in [10]. We consider fake 

object distribution as the only possible constraint relaxation. 

Our detection objective is ideal and intractable. Detection would be assured only if the 

distributor gave no data object to any agent (Minnamurra and Garcia-Molina [12] discuss that 

to attain perfect privacy and security, we have to sacrifice utility). We use instead the 

following objective: maximize the chances of detecting a guilty agent that leaks all his data 

objects. 

 

As we now demonstrate, a systematic study of data leakage prevention domains of increased 

complexity allows to employ POMDPs to characterize optimal information sharing strategies 

for the sender and optimal watermark corruption strategies for a maligned recipient. We 

begin this study with a domain with a single, deterministic recipient (who either leaks out all 

the packets it receives or none of them). Next, we relax the assumption that the recipient is 

deterministic by considering a fuzzy recipient who leaks f% of the packets it receives. We 

finally generalize our models to domains where the sender shares information with multiple 

fuzzy recipients (each leaking a different percentage of packets it receives). 

 

3.2One Deterministic Recipient 

The first type of data leakage prevention domains that we study involves a single information 

recipient (i.e., K = 1) who acts in a deterministic way (leaks either 0% or 100% of all the 

packets it receives). We model such domain using POMDPs as follows: The set of states is S 
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= fs0; s100g where s0 denotes a state where the recipient leaks 0% of the packets it receives 

whereas s100 denotes a state where the recipient leaks 100% of the packets it receives. The 

set of sender actions is A = fa no Share; a Share g where action an Share results in the sender 

not sharing a packet with the recipient and a Share in sharing exactly one packet with the 

recipient, in some decision epoch. We assume that the recipients never change the percentage 

of packets they leak out, and thus, the transition function is given by P(s0janoShare; s0) = 

P(s0jaShare; s0) = P(s100janoShare; s100) = P(s100jaShare; s100) = 1.  

 

3.3 Recipient Strategy 

Our methods for computing the sender policy assume that the number of decision epochs and 

the sender observation function (the accuracy of the mechanism that examines a  

watermark to determine if a packet is leaked or not) are fixed and known to both parties. Yet, 

there may be situations where the recipient can try to remove the watermarks from the 

packets, in an attempt to disguise the packets it leaks. In these situations, recipient’s 

tampering with the watermark has a direct impact on the sender observation function. While 

this may seem to complicate the sender decision making, we show in the following that this is 

not the case: If both the sender and the recipient are rational and if they both know the 

domain parameters, the recipient strategy (how much it tampers with watermarks to obfuscate 

sender observations) is predictable, allowing the sender to compute its optimal policy when 

facing such a recipient. Note that it is of clear interest to the recipient to tamper with the 

watermarks. If the recipient leaves the watermarks intact, each time it leaks a packet, the leak 

will be detected with 100% accuracy by the sender (who may consequently stop sharing the 

packets with the recipient). 

 

On the other hand, if the recipient completely prevents the sender from detecting a leak, the 

sender may have little incentive to even begin sharing the packets with the recipient. Exactly 

how much to corrupt the watermarks therefore constitutes a decision problem in itself that 

every rational recipient has to face. To illustrate this decision problem on an example, recall 

the domain with a deterministic recipient introduced earlier Under these circumstances, the 

optimal strategy of a rational recipient will be to act in such a way that the chance of leak 

detection encourages the sender to share its packets, but provides the sender with as 

inaccurate information as possible about packet leaks. For example, if the number of decision 

epochs is 3, a rational recipient will allow the sender to detect a leak with 70% chance 

because that guarantees that the sender will start sharing the packets with the recipient but 

also ensures that sender observations will allow it to learn as little as possible about the 

packet leaks. 

 

A complete recipient strategy is hence a mapping from the number of decision epochs to the 

chance with which the recipient allows the sender to detect a leak. If both the sender and the 

recipient are rational and if they both know the domain parameters, their information sharing 

and watermark corruption strategies form a Nash-Equilibrium that both players will adhere 

to. Finally, we note that to properly account for the strategic iterative decision making of the 

recipient (who may only possess partial information about the reward structure of the sender), 

one would have to employ Partially Observable Stochastic Games [15] or Interactive 

POMDPs . However, due to the N-EXP completeness of the exact algorithms for solving 

problems modeled in these frameworks [19], such an approach would be computationally 

prohibitive. 
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4. PROPOSED SYSTEM 

This paper I am going to implement by using fake object addition technique and our goal is to 

detect when the distributor’s sensitive data has been leaked by agents, and if possible to 

identify the agent that leaked the data and how to prevent the leakage. Perturbation is a very 

useful technique where the data is modified and made less sensitive before being handed to 

agents. In this section we develop a model for assessing the guilt of agents. We also present 

algorithms for distributing objects to agents, in a way that improves our chances of 

identifying a leaker. Finally, we also consider the option of adding fake objects to the 

distributed set. Such objects do not correspond to real entities but appear realistic to the 

agents. In a sense, the fake objects acts as a type of watermark for the entire set, without 

modifying any individual members. If it turns out an agent was given one or more fake 

objects that were leaked, then the distributor can be more confident that agent was guilty. 

 5. ALLOCATION STRATEGIES 

In this section, we describe allocation strategies that solve exactly or approximately the scalar 

versions for the different instances presented in different forms. We resort to approximate 

solutions in cases where it is inefficient to solve accurately the optimization problem. 

6. EXPERIMENTAL RESULTS  

We implemented the presented allocation algorithms in Python and we conducted 

experiments with simulated data leakage problems to evaluate their performance.  

With sample data requests, agents are not interested in particular objects. Hence, object 

sharing is not explicitly defined by their requests. The distributor is ―forced‖ to allocate 

certain objects to multiple agents only if the number of requested objects mi exceeds the 

number of objects in set T. The more data objects the agents request in total, the more 

recipients, on average, an object has; and the more objects are shared among different agents, 

the more difficult it is to detect a guilty agent. 

 

7. CONCLUSION 

Data leakage is a silent type of threat. Your employee as an insider can intentionally or 

accidentally leak sensitive information. This sensitive information can be electronically 

distributed via e-mail, Web sites, FTP, instant messaging, spreadsheets, databases, and any 

other electronic means available – all without your knowledge. To assess the risk of 

distributing data two things are important, where first one is data allocation strategy that 

helps to distribute the tuples among customers with minimum overlap and second one is 

calculating guilt probability which is based on overlapping of his data set with the leaked data 

set. 
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