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Abstract: Multicast means communication in groups which finds a wide range of applications in 

MANETs (Mobile Ad hoc Networks).In such a high dynamic topology like MANETs, 

implementation of efficient, scalable and secure multicast still remains a challenge because of 

mobility of group members and the methods used in forwarding packets.  This paper discusses 

various security issues in multicasting, security services, types of attacks in multicast routing 

protocols, security techniques for multicast routing protocols, group key management schemes 

and research directions for future. 
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1. INTRODUCTION 

Multicast providing efficient data transfer mechanism for one to many, many-to-many 

communications suffers from various issues rooting from difficulty in routing packets to large 

receivers group. Assuring reliability and security are the major research challenge. Major 

multicast properties includes, Members of the group receive all packets sent to their address, 

transparent group membership, Open access in sending packets to the group. Unlike unicasting, 

multicasting allows data packets to be routed to group hosts with fewer hops presenting new 

technical challenges as it involves multiple participants spread over the network joining and 

leaving the group dynamically. 

 

2. SECURITY ISSUES 

The main aim of multicast security is to maintain authentication and secrecy in order to ensure 

only the registered group members send and receive packets. Some typical multicast security 

issues include message, source and receiver authentication, trust in third party, additionally there 

are issues like group access control, membership termination if multicast sessions are to be 

closed. Figure 1 below gives a sketch on multicast properties, security issues and vulnerabilities, 

security solutions.Security issues [11] in wireless multicast occur owing to the use of wireless 

links that are at risk of being eavesdropped, the intrinsic broadcast nature of some wireless links 

lacking control on receivers, and the use of flooding for tree/mesh construction. Security risks 

include complete loss of service, information theft or modification, and modification of routing 

tree/mesh allowing unauthorized users. The security issues can be addressed in a number of 

ways; for example, packets in wireless multicast can be encrypted either by using symmetric or 

asymmetric methods. But the key distribution and re-keying procedures can create processing 

and network overhead when the member hosts joins or leaves the group. In group key 

encryption, a group key management protocol securely delivers a common group key to all 

members of a multicast session thus providing group authentication implicitly by possession of 

the key; sender authentication can be provided via digital signature. 



International Journal of Emerging Trends in Engineering and Development                   Issue 3, Vol.1 (January 2013)                                                                                                    

Available online on http://www.rspublication.com/ijeted/ijeted_index.htm                                         ISSN 2249-6149 

 Page 190 
 

   
Figure 1: Multicast security issues and solutions 

 

 

Firewalls can provide secure wireless multicast, though they add significant complexity and may 

make user interaction and collaboration more difficult if users are spread across different 

networks. The scope of multicast packets can also be limited by routers and sources to provide 

some level of security, though the multicast group members may change over time, thus 

requiring changes in scope. The overhead of these changes and the probability that a mobile user 

stops receiving multicast packets for some period of time should be evaluated. Network 

designers can also provide secure multicast requiring routing protocols impose membership 

control; for example, in core-based or rooted-tree multicast protocols, the central point(s) can be 

given an authorization list to verify signed join requests from receivers. It can also be ensured by 

using trusted routers and members, prohibiting other routers along the paths of trusted routers 

from changing routing information. 

 

3. SECURITY SERVICES 

A desired level of secure multicast session can be obtained by applying a combination or all of 

these fundamental security services which includes authentication, integrity and confidentiality. 

 Authentication: This service provides identity assurance of participating hosts. Also 

authentication mechanism is vital for providing access control to keying objects and any key 

distribution protocol. It can launch various masquerade and replay attacks against a secure 

multicast session and can also provide a strong level of integrity protection and indication of 

data corruption to receivers. 

 Integrity: This service guarantees multicast traffic routed to destination host remains 

unchanged. In applications like key management protocols, integrity services are necessary 

way of countering spoofing stacks. 

 Confidentiality: This service is essential in setting up private group communication. This 

can be achieved by encryption mechanisms, setting Time to Live (TTL) field in data packets 

routed for multicast session. Confidentiality can also be applied to key management 

operations, session announcements keeping the session details confidential. 
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4. RELIABLE AND SECURE MULTICAST 

Providing end-to- end reliability needs revealing of packet loss, along with error recovery. 

Packet loss can be revealed through one of two approaches: 

 Sender-initiated:  Receivers send back acknowledgments for packets received correctly with 

timers set to detect packet losses at the sender. However, if every receiver sends an 

acknowledgment for a packet it receives, feedback implosion can occur. 

 Receiver-initiated: Negative acknowledgments are sent by receivers to inform the sender 

about packet loss. 

Loss recovery can be done through selective retransmission of packets to the receivers that did 

not receive packets. It can be done by 1. Setting a group of receivers and dividing the group into 

clusters with allocated cluster heads responsible for retransmission, 2. Local retransmission 

achieved by locating a neighboring receiver that correctly received the packets. Clustering is 

useful when the group is dense, though no such assumptions can be made for mobile users. 

 

5. COMMON TYPES OF ATTACKS ON MULTICAST ROUTING PROTOCOLS IN 

MANET. 

 Rushing Attack [3]:  A rushing attacker gains access to forwarding multicast group on 

capturing the dropped duplicate packets discarded by intermediate nodes. Many demand-

driven protocols which use some form of duplicate suppression in their operations are 

vulnerable to rushing attacks 

 Black hole Attack [4]: An attacker who invaded into the session drops data packets received 

instead of forwarding them leading to low packet delivery ratio. 

 Neighbor Attack [4]: Attacker  reroutes the packets to non members resulting in route 

disruption 

 Jelly fish Attack [4]: A Jelly fish attacker gains access to session and delays data delivery for 

certain amount of time and then forwards thus resulting in end-to-end delay. 

 Denial of service Attack (DoS) [5]: Degradation or prevention of legitimate use of network 

resources. MANET is most vulnerable to this attack due to its features of open medium, 

dynamic topology, mutual algorithms, protocol decentralization, and lack of apparent line of 

security in networks. 

 Location Disclosure Attack [6]: This attack targets private resources of the network using 

traffic analysis techniques, simpler probing and monitoring approaches; allowing an attacker 

to discover the location of a node, or even the structure of the entire network. 

 Replay Attack [4]: An attacker who intruded the network simply replays the packets captured 

earlier disrupting the clear routes. 

 Worm hole Attack [7]: A powerful attack requiring cooperation between two malicious 

nodes that participate in the network. For example, if node A captures routing traffic at one 

end of the network tunnels them to another end to node B that shares a private 

communication link with A. Node B then selectively injects tunneled traffic back into the 

network. The connectivity of the nodes that have recognized routes over the wormhole link is 

now under the control of the two planned attackers. 
 

6. SECURITY TECHNIQUES FOR MULTICAST ROUTING PROTOCOLS 

This section briefly explains some common security techniques which include ARAN, SRP, 

SEAD, ARIADNE, and SAODV. 
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 Authenticated Routing for Ad hoc Networks (ARAN) [12]: An on-demand protocol with 

features of MAODV provides secure routing by means of authentication and non-repudiation 

services using cryptographic certificates guaranteeing end-to- end authentication.  

 Secure Routing Protocol (SRP) [13]: A lightweight security protocol for Dynamic Source 

Routing (DSR). SRP can be used as an extension header that is attached to Route Request 

(RREQ) and Route Reply (RREP) packets of DSR. It entrust the route maintenance function 

to the secure route maintenance portion of the secure message transmission protocol. In 

addition to route maintenance Message Authentication Code (MAC) also plays an important 

role in SRP.   

 Secure Efficient Ad hoc Distance Vector routing protocol (SEAD): The main aim of SEAD 

[8] is to guard against clumsy attackers (DoS) creating incorrect routing state in any other 

node. To provide security SEAD employs one-way hash functions .The design of SEAD 

based on Destination-Sequenced Distance-Vector (DSDV) protocol. 

 ARIADNE [9]: This protocol protects attackers or compromised nodes from interfering with 

uncompromised routes with uncompromised nodes, also protects from DoS attacks and uses 

symmetric cryptographic techniques. ARIADNE mainly provides authentication and 

integrity of Dynamic Source Routing (DSR) signaling messages, i.e., routing discovery and 

route maintenance. 

 Secure Ad-hoc On-demand Distance Vector (SAODV) Protocol [10]: This protocol is 

proposed to provide security extensions to the Ad hoc On-demand Distance Vector (AODV) 

protocol. It makes use of digital signatures for authentication and hash chains for route 

discovery process. Asymmetric cryptography is used for digital signatures and hence it 

applies the existing key management mechanisms that facilitate a node to obtain and verify 

the public key of other nodes in the ad hoc network. 

Table 1 below provides a view on security techniques against various attacks on multicast 

routing. 

 

Security 

Technique 

Types of Attacks 

 Location  

Disclosure 

Replay Wormhole DoS Rushing Blackhole Neighbor Jelly 

fish 

ARAN No Yes No No Yes Yes Yes Yes 

SRP No Yes No Yes No No No No 

SEAD No Yes No Yes Yes Yes Yes Yes 

ARIADNE No Yes No Yes Yes Yes Yes Yes 

SAODV No Yes No No No No Yes No 
Table 1: Security techniques vs. various attacks 

 

 

7. GROUP KEY MANAGEMENT [11] 

Keying material must change as users in a multicast group changes. The group key used for a 

particular session must be revoked and redistributed to all the remaining nodes in a secure, 

reliable, and timely manner when a node joins or leaves the group. Group key encryption 

technique is used in multicast where the multicast traffic is encrypted with a symmetric key and 

every authorized member of the group is provided the decryption key. In a highly dynamic 

network like MANETs, change in membership often requires to change the group key so that the 



International Journal of Emerging Trends in Engineering and Development                   Issue 3, Vol.1 (January 2013)                                                                                                    

Available online on http://www.rspublication.com/ijeted/ijeted_index.htm                                         ISSN 2249-6149 

 Page 193 
 

leaving member cannot access new broadcasts or a new member cannot access old broadcasts. 

An overhead in such situations is to reduce the cost of updating the group key. Whenever a new 

node joins the group, the new group key can be sent to the other group members already 

participating in the session using the old group key. More attention is required when a member 

leaves the multicast session. As each member leaves, a new group key can be computed and send 

it to each members by encrypting with its individual key but it leads to an additional overhead of  

n separate encryptions and transmissions for each node join or leave. The overhead can be 

reduced by encrypting the new key with each user’s individual key (resulting in n encryptions), 

but send all of the keys in one message to the entire group. This approach reduces transmission 

costs, but still requires n encryptions. For dynamic group sessions, Group key management 

(GKM) schemes such as basic, hierarchical, batching, and trade-off schemes can be used to 

provide more efficient rekeying schemes. Basic schemes being the classic one include the early 

work in GKM and did not spotlight efficient rekeying. Hierarchical schemes attempts to reduce 

rekeying overhead partly. Batching schemes further reduce rekeying overhead by batching a 

number of joins or leaves before rekeying. This scheme is accepted and proven with a 

complexity overhead of O(log(n)), the lowest overhead achievable by a GKM scheme provided 

strict nonmember confidentiality and non collusion are required. Trade-off schemes makes effort 

to provide lower than O(log(n)) overhead by trading off some collusion resistance. 

 

8. CONCLUSION AND RESEARCH DIRECTIONS 

This paper discusses various security challenges, possible attacks, security services to be 

provided, group key management mechanisms for multicast routing in Ad hoc networks and 

explains the difficulty of applying security techniques in highly changing Mobile networks and 

how critical than end  to end unicast. The difficulty of routing a multicast packet from a sender to 

group of authorized receivers is paired with susceptibility of highly dynamic MANETS weakens 

the security of the multicast routing. The compromise of a trusted, reliable intermediate multicast 

router leads to pruning of number of receivers from the authorized group, partition of network 

and receivers results in fake data transfer instead of the authenticated information. The issues and 

challenges faced in MANETs still provide a broader area of research with solutions emerging on 

the other side. The key management protocols are still very expensive. The proposed routing 

multicast protocols needs to add more security, reliability techniques and robust to adapt to the 

demanding requirements of these networks. More research focus can be made on the following 

areas but not limited to Sender access control, Receiver access control, Group key management 

for unreliable communications, Security in multicast routing, Group rights management for 

efficient group communication.  
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