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ABSTRACT: 

 MANET is very much popular due to the fact that these networks are dynamic, infrastructure less and scalable. 
Providing security of communications in Mobile Ad hoc Networks (MANETs) is one of the most significant fields 

for researchers. In order to provide security, the first step is to recognize vulnerabilities and examine different 

implementable attacks regarding such networks. One of the most famous and devastating routing attacks regarding 

MANETs is Black hole. In Optimized Link State Routing (OLSR), as one of the most well-known table driven  

proactive routing algorithms, Black hole attack can be implemented in different methods. In this paper, we are 

presenting the secure OLSR (Optimized Link State Routing Protocol) in mobile ad-hoc network. Secure Optimized 

Link State Routing Protocol provide the security with the help of signature scheme. And the approach provides the 

authentication between the two nodes. For providing the signature the approach use the two functions. First one is 

for signature and the second is for verification. This security scheme is work on two levels. In the first level we just 

concern on the hello message and try to stop the unauthorized nodes to participate in the route creation process and 

in the second level try to implement the hash chain in the OLSR to secure from the other attack possible in the 
OLSR protocols. 
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I INTRODUCTION 

Network is any collection of devices/ computers connected with each other by means of communication 

channels that help the users to share resources and communicate with other users.  . There are two main types of 

network i.e. wired network and wireless network. Wireless Networks A network in which, computer devices 
communicates with each other without any wire. The communication medium between the computer devices is 

wireless. When a computer device wants to communicate with another device, the destination device must lays 

within the radio range of each other. Users in wireless networks transmit and receive data using electromagnetic 

waves. Ad-Hoc networks have no infrastructure where the nodes are free to join and left the network. The nodes are 

connected with each other through a wireless link. A node can serve as a router to forward the data to the neighbors’ 

nodes. Therefore this kind of network is also known as infrastructure less networks. These networks have no 

centralized administration. Ad-Hoc networks have the capabilities to handle any malfunctioning in the nodes or any 

changes that its experience due to topology changes. Whenever a node in the network is down or leaves the network 

that causes the link between other nodes is broken. The affected nodes in the network simply request for new routes 

and new links are established Ad-Hoc network can be categorized in to static Ad-Hoc network (SANET) and Mobile 

Ad-Hoc network (MANET).Mobile Ad-Hoc Network is the rapid growing technology from the past 20 years. The 
gain in their popularity is because of the ease of deployment, infrastructure less and their dynamic nature. MANETs 

created a new set of demands to be implemented and to provide efficient better end-to-end communication. 

MANETs works on TCP/IP structure to provide the means of communication between communicating work 

stations. Work stations are mobile and they have limited resources, therefore the traditional TCP/IP model needs to 

be refurbished or 9 modified, in order to compensate the MANETs mobility to provide efficient functionality. 
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Therefore the key research area for the researchers is routing in any network. Routing protocols in MANETs are a 

challenging and attractive tasks, researchers are giving tremendous amount of attention to this key area. 

Security in Mobile Ad-Hoc Network (MANET) is the most important concern for the basic functionality of 
network. Availability of network services, confidentiality and integrity of the data can be achieved by assuring that 

security issues have been met. MANET often suffer from security attacks because of its features like open medium, 

changing its topology dynamically, lack of central monitoring and management, cooperative algorithms and no clear 

defense mechanism. These factors have changed the battle field situation for the MANET against the security 

threats. 

 

 

The basic problem with most of the routing protocols is that they trust all nodes of network and based on the 

assumption that nodes will behave or cooperate properly but there might be a situation where some nodes are not 

behaving properly. Most adhoc network routing protocols becomes inefficient and shows dropped performance 

while dealing with large number of misbehaving nodes. Such misbehaving nodes support the flow of route discovery 
traffic but interrupt the data flow, causing the routing  protocol to restart the route-discovery process or to select an 

alternative route if one is available. The newly selected routes may still include some of misbehaving nodes, and 

hence the new route will also fail. This process will continue until the source concludes that data cannot be further 

transferred. Proposed work focus on such misbehavior for its detection and isolation from network. 

  

 In this paper, we are presenting the secure OLSR (Optimized Link State Routing Protocol) in mobile ad-

hoc network. Secure Optimized Link State Routing Protocol provide the security with the help of signature scheme. 

And the approach provides the authentication between the two nodes. For providing the signature the approach use 

the two functions. First one is for signature and the second is for verification. This security scheme is work on two 

levels. In the first level we just concern on the hello message and try to stop the unauthorized nodes to participate in 

the route creation process and in the second level try to implement the hash chain in the OLSR to secure from the 

other attack possible in the OLSR protocols. 
 

II RELATED WORK 

 

In any network, the sender wants its data to be sent as soon as possible in a secure and fast way, many 
attackers advertise themselves to have the shortest and high bandwidth available for the transmission such as in 

wormhole attack, and the attacker gets themselves in strong strategic location in the network. They make the use of 

their location i.e. they have shortest path between the nodes. One of the most arising issues in MANET is the limited 

battery, attackers take an advantage of this flaw and tries to keep the nodes awake until all its energy is lost and the 

node go into permanent sleep. Many other attacks MANET such as jellyfish attack, modification attack, misrouting 

attack and Routing Table Overflow.  

In black hole attack, a malicious node uses its routing protocol in order to advertise itself for having the 

shortest path to the destination node or to the packet it wants to intercept.  This hostile node advertises its 

availability of fresh routes irrespective of checking its routing table. In this way attacker node will always have the 

availability in replying to the route request and thus intercept the data packet and retain it.  

The problem of security and cooperation enforcement has received considerable attention by researchers in 
the ad hoc network community. In this section, some of these contributions are presented. The problem of securing 

the routing layer using 

cryptographically secure messages is addressed by Hu et al. [3], Papadimitratos and Haas [4], and Sanzgiri et al. [5]. 

Schemes to handle authentication in ad hoc 

networks assuming trusted certificate authorities have been proposed by Kong et al. [6]. Hubaux et al. [7] have 

employed a self-organized PGP-based scheme to authenticate nodes using chains of certificates and transitivity of 

trust. Stajano and Anderson [8] authenticate users by imprinting in analogy to they see as their mother . In contrast to 

securing the routing layer of ad hoc networks, some researchers have also focused on simply detecting and reporting 

misleading routing misbehavior.  

Watchdog and Pathrater [9] use observation-based techniques to detect misbehaving nodes, and report 

observed misbehavior back to the source of the traffic. Pathrater manages trust and route selection based on these 

reports. This allows nodes to choose better paths along which to route their traffic by routing around the 
misbehaving nodes. However, the scheme does not punish malicious nodes; instead, they are relieved of their packet 

forwarding burden.  
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CONFIDANT [10] detects misbehaving nodes by means of observation and more aggressively informs 

other nodes of this misbehavior through reports sent around the network. Each node in the network hosts a monitor 

for observations, reputation records for firsthand and trusted second-hand reports, trust records to control the trust 
assigned to the received warnings, and a path manager used by nodes to adapt their behavior according to reputation 

information. Subsequent research has found that reputation schemes can be beneficial for fast misbehavior detection, 

but only when one can deal with false accusations [11].  

 

III PROBLEM OF BLACK HOLE ATTACK 

 

The black hole attack has two phases. In the first phase, the malicious node exploits the ad hoc routing 

protocol such as AODV to advertise itself as having a valid route to a destination node, with the intention of 

intercepting packets, even though the route is spurious. In the second phase, the attacker node drops the intercepted 

packets without forwarding them. There is a more subtle form of this attack when an attacker node suppresses or 

modifies packets originating from some nodes, while leaving the data packets from other nodes unaffected. This 
makes it difficult for other nodes to detect the malicious node. In this work, however, a defense mechanism has been 

proposed against a cooperative black hole attack in a MANET that relies on AODV routing protocol. Symbolic 

notations in Fig. 1 are used in all the subsequent diagrams in the paper. 

 

 
 

In the standard AODV protocol, when the source node S (Fig. 2) wants to communicate with the destination node D, 

the source node S broadcasts the RouteRequest (RREQ) packet. Each neighboring active node updates its routing 

table with an entry for the source node S, and checks if it is the destination node or whether it has the current route to 

the destination node. If an intermediate node does not have the current route to the destination node, it updates the 

RREQ packet by increasing the hop count, and floods the network with the RREQ to the destination node D until it 
reaches node D or any other intermediate node that has the current route to D, as depicted in Fig.2. 

 

 

 

 
 

 

The destination node D or any intermediate node that has the current route to D, initiates  Route Reply 

(RREP) in the reverse direction, as depicted in Fig. 3. Node S starts sending data packets to the neighboring node 

that responded first, and discards the other  responses. This works fine when the network has no malicious nodes. 
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In [2], authors have proposed a solution to identify and isolate a single blackhole node. However, the security threat 

arising out of the situation where multiple blackhole nodes act in coordination has not been addressed. For example, 

when multiple blackhole nodes are acting in coordination with each other, the first black hole node B1 refers to one 

of  its partners B2 as the next hop, as depicted in Fig. 2. In the mechanism propose in [2], the source node S sends a 

FurtherRequest (FRq) to B2 through a different route (S-2-4-B2) other than via B1. Node S asks B2 if it has a route 

to node B1 and a route to destination node D. Because B2 is cooperating with B1, its “FurtherReply (FRp)” will be 

“yes” to both the questions. According to the solution proposed in [2], node S starts sending the data packets 

assuming that the route S-B1-B2 is secure. However, in reality, the packets are intercepted and then dropped by node 

B1 and the security of the network is compromised. 

 

IV THE PROPOSED ALGORITHM 

 

 The description of the proposed approaches is discussed below: 

 

A) Signature Scheme 

Secure Optimized Link State Routing Protocol provide the security with the help of signature scheme. And the 

approach provides the authentication between the two nodes. For providing the signature the approach uses the two 

functions. First one is for signature and the second is for verification 

1. Sign (nodeid, key, message) 

A signature for a message can be verified in a node using a function: 

2. Verify (originator id, key, message, signature). 

To prevent malicious nodes from injecting incorrect information into the OLSR network, the originator of 

each control generates an additional security element called signature message and transmitted with the control 
message. A timestamp is associated with each signature in order to estimate message freshness. Thus, upon 

receiving the control message, a node can determine if the message originates from a trusted node, or if message 

integrity is preserved. Signatures are separate entities from OLSR control traffic: while OLSR control messages 

perform the purpose of acquiring and distributing topological information, signatures serve to validate 

information origin or integrity. 

 

B) Secure OLSR 

This security scheme is work on two levels. In the first level we just concern on the hello message and try to stop the 

unauthorized nodes to participate in the route creation process and in the second level try to implement the hash 

chain in the OLSR to secure from the other attack possible in the OLSR protocols. 

The steps are as 
1. Encryption algorithm 

2. Hash chain 

There we take some assumption for the network. We assume that the secrete key between the nodes is distributed by 

any physical method or any cryptography scheme. 
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 Encryption 

In a network when the node wanted to create a route between the nodes first of all the hello message is send by 

the node for finding the neighbour of it. Every node sends a hello message after a certain period of time in the 
network with TTL (time to live) value 1 and hop count 1. 

In the OLSR when a node receive the hello message from a new neighbour then it remark him as a 

Asymmetric node in its routing table and when it getting the response back from that node it make it the symmetric 

node . And the MPR selection process is completed by that symmetric node only. So according to our approach 

when a node is identify in the routing table then it send the encrypted nonce(a fixed length input ) to that node if the 

node respond back with correct nonce that it is the node which have the encrypted else a node which have not the 

key can’t send back the response. And if the node receive the correct response than mark it as symmetric node. 

 
Figure 4: Asymmetric or Symmetric link in OLSR 

In the figure there is two nodes A and B. And node A find that the B is asymmetric node and then he sends 

the nonce N1 encrypted with the secret key. Now if node B knows the secret key then it decrypt the nonce and send 

back to particular node A. Now A check the nonce if it is correct then it is mark B as a symmetric neighbour else 

identify him as an attacker node. And as we know that only symmetric node can make the MPR in the OLSR routing 
protocol. So with the help of this scheme only certified nodes can participate in the network and only they can make 

the route between the nodes. The encryption algorithm is an implementation issue we can use any algorithm which 

is sufficient according to the complexity and the space. There are many algorithms as AES, DES, triple DES and 

many others. 

 

 Hash Chain 

Hash chain is used in the OLSR routing protocol for security from other attacks. In the hash chain every node 

using a random no which we called the pivot. And generating node finds the (Hn), n time hash of it. After making 

the MPR generating node having the idea how many MPR are there in the root for reaching the every node in the 

network. And n is that no. And it also distribute the Hn to every node which going to receive this message. Now 

suppose node A distribute Hn to other nodes and now A send TC message to next MPR B. A send TC message to B 

with Hop count times hash of that pivot no. Now B receive the TC message its calculate the TTL value of that TC 
message and now it hash the pivot no, TTL no of times. If the value of it is equal to the Hn than the last node is 

performing right otherwise it is not responding correct and it is working as an attacker. 

 

 
Figure 5: In the figure there is n+ 1 node from n to 0. Pivot value in the figure is KN and the value of K0, K1, K2 are such that K0=H (K1) and so 

on. 

 

The above figure describe that there are n+ 1 node in the chain. And Kn is the pivot value which is known 

to the sender and its find the K0 from it with the help of hash function (Kn=H(H(H...n(K0)))). Sender distributes the 
value of K0 with the help of hello message to all the needed MPRs. Now when the sender sends the TC message, it 

calculates the one time hash(X) of Kn and forwards the TC message along with that hash (X). Now receiver node 

checks the TTL and hashing this X same no of times. If the value it calculated is equal to the K0 which is 

distributed, there is no attack on the message otherwise the attacker change the value of Hop count or TTL (mutable 

field). Now the intermediate node repeat the process and they hash the X once more and forward it to next MPR. 

And receiver also doing the same process until the value of TTL is reached to 0. So with the help of hash chain the 

node to node authentication is provided. Every node can authenticate that the last node is responding well or not. 
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Hash chain also provides the sender to receiver authentication. Because the value of K0 is distributed by the sender 

so every node when compare it with the value it get, is sender authentication. 

 

V PERFORMANCE ANALYSIS 

 

The difference between the security schemes is described in the table. There is various differences as 

security provides and the complexity of the schemes and also the storage complexity. In the security the schemes 

provide authentication and the integrity. Node to node authentication as well as sender to receiver authentication is 

concern in the comparison. 

 

 
 

 
The above  table illustrates the comparison of OLSR, 

AODV and TORA routing protocols. 

 

 
Packet delivery ratio: The ratio of the data packets delivered to the destinations to those generated by the sources. 
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Average end to end delay: This is the difference 

between sending time of a packet and receiving time of a packet. This includes all possible delays caused by 

buffering during route discovery latency, queuing at the interface queue, retransmission delays at the MAC, and 

propagation and transfer tirnes. 

 

S.No Signature Scheme 
Secure OLSR 

Scheme 

Worm hole attack no Yes 

Black hole attack no yes 

Id spoofing yes yes 

Replay yes no 

Route corruption no yes 

 

The table describes the security provided by the proposed schemes at various attacks. Here we 

 

 

 
 

Fig-1: shows the black hole attack, where M is the malicious  node, S is the source node, D is the destination node 

and N1,N2,N3,N4,N5,N6,N7,N8,N9,N10,N11, 
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are the intermediate nodes. 

 

 
RREQ 

 

RREP 

Note: All these values are approximate values. 

 

Name of Nodes Size of the 

File 

Time(t) 

AODV 

Size of the File Time(T) 

OLSR 

 

Source(S) 10 kbs 0 10 kbs 0  

N1 10 kbs 0.12 10 kbs 0.1  

N2 10 kbs 0.14 10 kbs 0.1  

N3 10 kbs 0.15 10 kbs 0.1  

N4 10 kbs 0.18 10 kbs 0.11  

M Block the 

File 

Malious 

Node will 

block the 

data and 

time taking. 

OlSR will 

overcome the 

Malious nodes 

and transfer the 

data with out 

timedelay 

1.12  

N5 10 kbs 0.3 10 kbs 1.12  

N6 10 kbs 0.4 10 kbs 1.12  

N7 10 kbs 2.5 10 kbs 1.12  

N8 10 kbs 3.54 10 kbs 1.12  

N9 10 kbs 4.23 10 kbs 1.2  

N10 10 kbs 5 10 kbs 1.2  

N11 10 kbs 6 10 kbs 1.2  

N12(Destination 8 kbs 6.34 10 kbs 1.22  

 

Note: In the above table we are showing the results for the difference between the AODV and OLSR. Here we 

are showing the without time delay and packet loss data transferring from source to destination. 

 

 
 concerned the 5 different attack and check that the security schemes are efficient against them or not. 
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VI CONCLUSION 

 

In this paper, routing security issues in MANETs are discussed in general, and in particular the cooperative 
blackhole attack has been described in detail. We presenting the secure OLSR (Optimized Link State Routing 

Protocol) that can be utilized to identify multiple blackhole nodes in a MANET and thereby identify a secure routing 

path from a source node to a destination node avoiding the blackhole nodes in mobile ad-hoc network. Secure 

Optimized Link State Routing Protocol provide the security with the help of signature scheme. And the approach 

provides the authentication between the two nodes. For providing the signature the approach use the two functions. 

First one is for signature and the second is for verification. This security scheme is work on two levels. In the first 

level we just concern on the hello message and try to stop the unauthorized nodes to participate in the route creation 

process and in the second level try to implement the hash chain in the OLSR to secure from the other attack possible 

in the OLSR protocols. 
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