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__________________________________________________________________________ 

Abstract— Cloud computing is a set of IT services that are provided to a customer over a 

network on a leased basis and with the ability to scale up or down their service requirements. 

Usually cloud computing services are delivered by a third party provider who owns the 

infrastructure. It advantages to mention but a few include scalability, resilience, flexibility, 

efficiency and outsourcing non-core activities. Cloud computing has promised to enhance 

efficiency, flexibility, greater agility, less capital expenditure and to overcome geographic 

limitations to compete in a global market. In a cloud computing environment, the entire data 

reside over a set of networked resources, enabling the data to be accessed through virtual 

machines. Since these data centers may lie in any corner of the world beyond the reach and 

control of users, there are multifarious security and privacy challenges that need to be 

understood and taken care of.   But having many advantages for IT organizations cloud has 

some issues that must be consider during its deployment. The main concern is security 

privacy and trust. These issues are arises during the deployment of mostly public cloud 

because in public cloud infrastructure customer is not aware where the data store & how over 

the internet. Consumers can request a cloud for services, applications, solutions and can store 

large amount of data from different location. But due to constantly increase in the popularity 

of cloud computing there is an ever growing risk of security becoming a main and top issue. 

We have identified five most representative security and privacy attributes (i.e., 

confidentiality, integrity, availability, accountability, and privacy-preservability). In this 

paper we discuss security issues in cloud computing and attacks in private clouds. 
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__________________________________________________________________________ 

 

1. INTRODUCTION 

Cloud computing represents the latest trend in enterprise IT that presents a radical change in 

how organizations develop, deploy and manage their enterprise applications. Every platform 

vendor has either customized their existing offering to meet the expectations of cloud 

computing or developed platform products specifically for the cloud to enable expected 

feature capability. Cloud Computing was a new idea that uses internet and remote servers for 

maintaining data and applications. It offers through internet dynamic virtualized resources, 

bandwidth and on-demand software’s to consumers and promises the distribution of many 

economical benefits among its adapters. It helps consumers to reduce the usage of hardware, 

software license and system maintenance. Hence by using internet consumers are able to use 

service application on clouds (Ren & Lou, 2009). Moreover by using cloud computing 

consumers can get benefit in the form of cost, on-demand self services that reply rapidly, and 

can access broad network. Despite of all the hype surrounding the cloud, customers are still 

reluctant to deploy their business in the cloud. Security issues in cloud computing has played 
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a major role in slowing down its acceptance, in fact security ranked first as the greatest 

challenge issue of cloud computing. Attempting to address security and privacy issues after 

implementation and deployment is not only much more difficult and expensive, but also 

exposes the organization to unnecessary risk (Julie, 2011). As a result, many companies 

remain skeptical about entrusting their data and computing tasks to outside vendors including 

Microsoft, IBM Smart Cloud, and Google. Every trade publication and analyst firm has done 

a survey of CIOs regarding Cloud adoption. Results showed that security was the top reason 

why CIOs are not too anxious about adapting to the Cloud (see Figure 1). 

A. Cloud Computing 

Cloud computing gets its name from the drawings typically used to describe the Internet. 

Cloud computing is a new consumption and delivery model for IT services. The concept of 

cloud computing represents a shift in thought, in that end users need not know the details of a 

specific technology. The service is fully managed by the provider. Users can consume 

services at a rate that is set by their particular needs. This on demand service can be provided 

at any time. High operational costs, low system utilization, inconsistent availability, and poor 

agility are the key drivers of cloud computing.  Businesses are demanding transparency in 

costs and better responsiveness to new opportunities.  CIOs and CTOs are looking for ways 

to right-size their IT organizations. 

 

FIG 1: The results in the graph above are gathered from a survey of CIOs, organizations and 

IT professionals, which was carried out by the International Data Corporation (IDC) in 2009. 

With the growing reliance on IT to operate their businesses, organizations are realizing that 

high availability is no longer an optional service attribute. Organizations are continuously 

looking for ways of mitigating these issues.  There is a cyclical trend to outsource; sometimes 

only to discover that the promised cost savings never materialized or the service quality and 

operational responsiveness suffered.  Many organizations embraced IT Service Management 

and IT best practices to reduce the risk; however, sometimes this overhead reduces agility as 

well.  Organizations have poured money into hardware redundancy to improve 

availability.  Others have embraced emerging technologies such as virtualization, only to find 

that they have increased their operating complexity and costs, and created new phenomena 

such as Virtual Machine sprawl. With the emergence of Cloud Computing, IT has a new 

option that reduces costs while improving resiliency and agility.  Businesses are attracted to 

the idea of pay-per-use and right sizing, but regulatory compliance and service criticality 

prevents them from moving all but the most commoditized services to Public 

Clouds.  Businesses now understand that there are more effective operating models and they 

are demanding and the same level of effectiveness from their own IT organizations. What 
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organizations need is an IT architecture that provides highly-reliable services, right-sized 

infrastructure, and a low-cost but highly responsive operating model. 

Software as a Service (SaaS) provides a number of ways to control access to the Web portal, 

such as the management of user identities, application level configuration, and the ability to 

restrict access to specific IP address ranges or geographies. Platform as a Service (PaaS) 

allow clients to assume more responsibilities for managing the configuration and security for 

the middleware, database software, and application runtime environments. Infrastructure as 

a Service (IaaS) model transfers even more control, and responsibility for security, from the 

Cloud provider to the client; access is available to the operating system that supports virtual 

images, networking, and storage 

.  

Fig2: structure of cloud computing 

 

Fig 3: Cloud computing models. Taken from (Buecker, Lodewijkx, Moss, Skapinetz, 

Waidner, 2009) 

2. RELATED WORK: 

Gartner 2008 identified seven security issues that need to be addressed before enterprises 

consider switching to the cloud computing model. They are as follows: (1) privileged user 

access information transmitted from the client through the Internet poses a certain degree 

of risk, because of issues of data ownership; enterprises should spend time getting to 
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know their providers and their regulations as much as possible before assigning some 

trivial applications first to test the water, (2) regulatory compliance - clients are 

accountable for the security of their solution, as they can choose between providers that 

allow to be audited by 3rd party organizations that check levels of security and providers 

that don't (3) data location – depending on contracts, some clients might never know what 

country or what jurisdiction their data is located (4) data segregation - encrypted 

information from multiple companies may be stored on the same hard disk, so a 

mechanism to separate data should be deployed by the provider. (5) recovery -  every 

provider should have a disaster recovery protocol to protect user data (6) investigative 

support - if a client suspects faulty activity from the provider, it may not have many legal 

ways pursue an investigation (7) long-term viability - refers to the ability to retract a 

contract and all data if the current provider is bought out by another firm. The Cloud 

Computing Use Case Discussion Group discusses the different Use Case scenarios and 

related requirements that may exist in the cloud model. They consider use cases from 

different perspectives including customers, developers and security engineers. ENISA 

investigated the different security risks related to adopting cloud computing along with 

the affected assets, the risks likelihood, impacts, and vulnerabilities in the cloud 

computing may lead to such risks. Balachandra et al, 2009 discussed the security SLA’s 

specification and objectives related to data locations, segregation and data recovery.but 

now this paper discuss a detail analysis of cloud computing security and attacks in private 

cloud. 

Private cloud attack types: There are specific security threats at each layer of the cloud 
solution (any cloud solution including infrastructure, platform and application layers). 

At the Security Level, we have: 

 Dictionary Attack 

 Credential Theft 

 Brute Force Attacks 

 Password Cracking 

 Spoofing 

At the Management Level:  

 Credential Theft 

 Elevation of Privilege 

 Luring 

 At the Infrastructure Layer: 

 Data Tampering 

 Side-channel attacks (VM to Host or Host to VM) 

 Encryption 

 Network Eavesdropping 

 Elevation of Privilege 

 Physical Access 

At the Platform Layer: 

 Data Tampering 

 Buffer Overflows 

 Canonicalization Attacks 
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 Encryption 

 Disclosure of confidential data 

 SQL Injection 

 Elevation of Privilege 

 Side-channel attacks (VM to VM) 

At the Application Layer: 

 SQL Injection 

 CSRF 

 Buffer Overflows 

 Open Redirect 

 Encryption 

 Connection Pooling 

 Canonicalization Attacks 

 Elevation of Privilege 

At the Client Level: 

 Cookie Manipulation 

 Session Fixation 

 Encryption 

 Elevation of Privilege 

 Buffer Overflows 

 Key loggers 

 Device Theft 

 Session Hijacking 

At the Service Delivery level: 

 Denial of Service 

 Cookie Replay 

 Spoofing 

 Encryption 

You may have different people responsible for all levels and layers, but you should also 
have a separate team overlooking the security of all of them. 

 

3. Private cloud computing security issues: 

 

A. Private cloud computing security: Comingled regulatory environment: 

Security professionals know not every IT environment fits every situation.  It goes without 

saying, for example, that an entity regulated under PCI would find a non-PCI-certified 

environment unacceptable for systems in their cardholder data environment.  This is equally 

true in both the public and private cloud.  Just because an infrastructure is dedicated to your 

use alone doesn’t mean everything can go there with equal ease.  And just because private 

cloud grants greater control over security,  regulatory compliance should always be at the 

forefront of planning, particularly when multiple types of regulated data are in play, such as a 

comingled mix of payment card data, sensitive business intelligence and customer data. 
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B. Viability of security tools: 

When an organization ―virtualizes‖ a physical host (i.e. moves it from dedicated hardware to 

a virtual image), it always needs to evaluate how network-aware tools will be impacted.  Any 

tool that presupposes visibility into traffic may be impacted: network IDS, traffic monitors 

and sniffers. For example, consider an n-tier Web application with separate Web, application 

and DB servers attached to one switch that’s monitored by an IDS.  If those three devices are 

moved to virtual slices on a hypervisor, traffic is no longer visible on the wire, causing the 

IDS to lose visibility.  This is a known issue in public deployments, but often is given less 

scrutiny in a private scenario. Unless the organization plans accordingly, for example by 

deploying a ―virtual tap‖ or configuring the hypervisor to offload traffic, existing tools may 

stop working.   This is particularly true when large numbers of hosts are virtualized at one 

time; more hosts (typically) mean less time spent planning per host. 

C. Defining responsibilities: 

For a public cloud deployment, quite a bit of energy goes into defining who does what, when 

and how.  In a private cloud deployment, responsibility for operational aspects of security 

may change hands too -- from one group to another or (depending on where the private cloud 

is hosted) to a service provider.  Defining who is responsible for what and outlining minimum 

levels of service is just as important. 

D. Future proofing: 

Many individuals assume private cloud means ―on-premise,‖ but this doesn’t have to be the 

case.  The defining aspect of ―private‖ cloud is about who uses the infrastructure, not who 

maintains it.  So while many private cloud deployments will use on-premise infrastructure, 

it’s not a given.  And even if a deployment uses on-premise or dedicated resources today, that 

doesn’t prevent it from migrating off-premises to a service provider or onto shared 

infrastructure tomorrow. 

E. Security concern of cloud computing: 

While cost and ease of use are two great benefits of cloud computing, there are significant 

security concerns that need to be addressed when considering moving critical applications 

and sensitive data to public and shared cloud environments. To address these concerns, the 

cloud provider must develop sufficient controls to provide the same or a greater level of 

security than the organization would have if the cloud were not used. Listed here are ten 

items to review when considering cloud computing. 

1. Where’s the data?  Different countries have different requirements and controls placed 

on access. Because your data is in the cloud, you may not realize that the data must reside 

in a physical location. Your cloud provider should agree in writing to provide the level of 
security required for your customers. 

2. Who has access?  Access control is a key concern, because insider attacks are a huge risk. 

A potential hacker is someone who has been entrusted with approved access to the cloud. 

If anyone doubts this,consider that in early 2009 an insider was accused of planting a logic 

bomb on Fanny Mae servers that, if launched, would have caused massive damage. 

Anyone considering using the cloud needs to look at who is managing their data and what 

types of controls are applied to these individuals. 

3. What are your regulatory requirements?  Organizations operating in the US, Canada, 

or the European Union have many regulatory requirements that they must abide by (e.g., 

ISO 27002, Safe Harbor, ITIL, and COBIT). You must ensure that your cloud provider is 

http://searchnetworking.techtarget.com/definition/n-tier
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able to meet these requirements and is willing to undergo certification, accreditation, and 
review. 

4. Do you have the right to audit?  This particular item is no small matter; the cloud 

provider should agree in writing to the terms of audit. 

5. What type of training does the provider offer their employees? This is actually a rather 

important item, because people will always be the weakest link in security. Knowing how 
your provider trains their employees is an important item to review. 

6. What type of data classification system does the provider use?  Questions you should 

be concerned with here include: Is the data classified? How is your data separated from 

other users? Encryption should also be discussed. Is it being used while the data is at rest 

and in transit? You will also want to know what type of encryption is being used. As an 
example, there is a big difference between WEP and WPA2. 

7. What are the service level agreement (SLA) terms?  The SLA serves as a contracted 

level of guaranteed service between the cloud provider and the customer that specifies 

what level of services will be provided. 

8. What is the long-term viability of the provider?  How long has the cloud provider been 

in business and what is their track record. If they go out of business, what happens to your 

data? Will your data be returned, and if so, in what format? As an example, in 2007, online 

storage service MediaMax went out of business following a system administration error 

that deleted active customer data. The failed company left behind unhappy users and 
focused concerns on the reliability of cloud computing. 

9. What happens if there is a security breach?  If a security incident occurs, what support 

will you receive from the cloud provider? While many providers promote their services as 

being unhackable, cloudbased services are an attractive target to hackers. 

F. Public cloud security issues: 

Here are some other security issues related to Public Cloud Computing:  

1. Assessment of the CSP Any small, young business can advertise Cloud-based services to 

the world. How are you sure that that company is capable and safe to work with? CSPs 

should hold industry certifications such as the SAS 70 Type II, which is an audit that 

provides independent 3rd party verification that a service organization’s policies and 

procedures are correctly designed (SAS 70, 2012).  

2. Security of the communication channels Data and communication protection is paramount 

in Cloud computing. We use the services provided even though the security mechanisms 

for secure communication is abstract. Services can be accessed several ways, such as 

through a thin client, laptop or mobile phone. The fact that your data is easily accessible 

through these channels, data is transferred across multiple networks, more especially if 

your CSP is extremely far away from your location. All communication should be 

protected using encryption and key management.  

3. Transparency of security processes - Some Cloud Service Providers may not explain their 
security processes for their own security reasons.  

4. Compliance with Regulations  

5. Payment Card Industry Data Security Standard (PCI DSS)  

6. Health Insurance Portability and Accountability Act (HIPAA)  

7. Sarbanes-Oxley Act (SOA)  

8. Proper implementation of the CIA triad (Confidentiality, Integrity, Assurance)  
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9. Geographical borders - The location of the customer’s data is significant. Public Cloud 

service providers typically implement robust data replication mechanisms as a safe guard 

for server failures. This means that the customer’s data might be distributed across the 

globe in various geographies. This would conflict with the customer’s need/requirements 

to keep their data within a specified border (Microsoft Corporation, 2011).  

10. Potentials of a single security breach - A single security breach not only destroys the 
CPS’s reputation but put 

11. Public Cloud Computing vs. Private Cloud Computing: How Security Matters 9  

12. your data and many others’ in danger. A perfect example is Sony’s data breaches in 2011. 

Sony faced customer relation fallouts, and lawsuits over its failure (Schwartz. M, 2011).  

13. Access control mechanisms  

14. Data Loss  

15. Cross-tenant data leakage - vulnerabilities of shared network infrastructure components, 

such as vulnerabilities in a DNS server, Dynamic Host Configuration Protocol, and IP 

protocol vulnerabilities, might enable network-based cross-tenant attacks in an IaaS 
infrastructure (Pfleeger, Irvine, Kwon, 2012). 

G. Private cloud security issues: 

1. However, there are some specific concerns towards this Cloud model:  

2.  Security Architecture  

3. Public Cloud Computing vs. Private Cloud Computing: How Security Matters 10  

4. Perimeter Security and insider attacks - Very often, traditional perimeter security is not 

configured to protect resources from attacks that come from within the organization 
(Microsoft (2), 2012).  

5. Hypervisor vulnerabilities and network level authentication (IPSec, IPS/IDS) - Virtual 

machines are heavily used in Private Clouds. It is possible that those virtual machines will 

be able to have virtual communication with other virtual machines. Virtual machines 

should only be communicating with the ones they need to. Encryption and authentication 
mechanisms should be implemented using IPSec and/or IPS/IDS (Microsoft (2), 2012).  

6. Security Zones - Resources of different types and sensitivity levels should be located in 

separate security zones (Stawowski, M., 2007).  

H. Network issues in cloud computing: 

There are different network issues occur in cloud computing some of which are discussed 

below: 

 Denial of Service: 

When hackers overflows a network server or web server with frequent request of services to 

damage the network, the denial of service cannot keep up with them, server could not 

legitimate client regular requests. For example a hacker hijacks the web server that could stop 

the functionality of the web server from providing the services. In cloud computing, hacker 

attack on the server by sending thousands of requests to the server that server is unable to 

respond to the regular clients in this way server will not work properly. Counter measure for 

this attack is to reduce the privileges of the user that connected to a server. This will help to 

reduce the DOS attack. 

Man in the Middle Attack: 

This is another issue of network security that will happen if secure socket layer (SSL) is not 

properly configured. For example if two parties are communicating with each other and SSL 

is not properly installed then all the data communication between two parties could be hack 



International Journal of Emerging Trends in Engineering and Development            Issue 3, Vol.1 (January 2013)                                                                                                    

Available online on http://www.rspublication.com/ijeted/ijeted_index.htm                                  ISSN 2249-6149 

 Page 424 
 

by the middle party. Counter measure for this attack is SSL should properly install and it 

should check before communication with other authorized parties. 

 Network Sniffing: 

Another type of attack is network sniffer, it is a more critical issue of network security in 

which unencrypted data are hacked through network for example an attacker can hack 

passwords that are not properly encrypted during communication. If the communication 

parties not used encryption techniques for data security then attacker can capture the data 

during transmission as a third party. Counter measure for this attack is parties should used 

encryption methods for securing there data. 

 Port Scanning: 

There may be some issues regarding port scanning that could be used by an attacker as Port 

80(HTTP) is 

always open that is used for providing the web services to the user. Other ports such as 

21(FTP) etc are not opened all the time it will open when needed therefore ports should be 

secured by encrypted until and unless the server software is configured properly. Counter 

measure for this attack is that firewall is used to secure the data from port attacks. (Services, 

2009) 

SQL Injection Attack: 

SQL injection attacks are the attacks where a hackers uses the special characters to return the 

data for example in SQL scripting the query end up with where clause that may be modified 

by adding more information in it. For example an argument value of variable y or 1==1 may 

cause the return of full table because 1==1is always seems to be true. 

• Side Channel attacks – An attacker could attempt to compromise the cloud by placing a 

malicious virtual machine in close proximity to a target cloud server and then launching a 

side channel attack. 

• Authentication attacks – Authentication is a weak point in hosted and virtual services and 

is frequently targeted. There are many different ways to authenticate users; for example, 

based on what a person knows, has, or is. The mechanisms used to secure the authentication 

process and the methods used are a frequent target of attackers. 

• Man-in-the-middle cryptographic attacks – This attack is carried out when an attacker 

places himself between two users. Anytime attackers can place themselves in the 

communication’s path, there is the possibility that they can intercept and modify 

communications. 

I. Security issues in cloud computing: 

Security issues of cloud computing are discussed below: 

XML Signature Element Wrapping: 

XML signature Element Wrapping is the fine renowned attack for web service. It is use to 

defend a component name, attribute and value from illegal party but unable to protect the 

position in the documents. (Jamil & Zaki, 2011b) Attacker targets the component by 

operating the SOAP messages and putting anything that attacker like. Counter measure for 

this attack is using the digital certificate e.g. X.509 authorized by third party such as 

certificate authorities and also uses the mixture of WS-security with XML signature to a 

particular component. 

Browser Security: 

The second issue is Browser Security. As a client sent the request to the server by web 

browser the web 

browser have to make use of SSL to encrypt the credentials to authenticate the user.SSL 

support point to point communication means if there is third party, intermediary host can 

decrypt the data. If hacker installs sniffing packages on intermediary host, the attacker may 
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get the credentials of the user and use in these credentials in the cloud system as a valid user. 

(Jensen, 2009) Counter measure for this attack is Vendor should use WS-security concept on 

web browsers because WS-security works in message level that use XML encryption for 

continuous encryption of SOAP messages which does not have to be decrypted at mediator 

hosts. 

Cloud Malware Injection Attack: 

The third issue is Cloud Malware Injection Attack, which tries to damage a spiteful service, 

application or 

virtual machine. An interloper is obligatory to generate his personal spiteful application, 

service or virtual machine request and put it into the cloud structure (Booth, 2004). Once the 

spiteful software is entered into the cloud structure, the attacker care for the spiteful software 

as legitimate request. If successful user ask for the spiteful service then malicious is 

implemented. Counter measure for this attack is authenticity check for received messages. 

Store the original image file of the request by using hash function and compare it with the 

hash value of all upcoming service requests. In this way attacker create a legitimate hash 

value to deal with cloud system or to enter into the cloud system. 

Flooding Attacks: 

The fourth issue is Flooding Attack. Attacker attacks the cloud system openly. The most 

significant feature of cloud system is to make available of vigorously scalable recourses. 

Cloud system repeatedly increase its size when there is further requests from clients, cloud 

system initialize new service request in order to maintain client requirements. Flooding attack 

is basically distributing a great amount of non-sense requests to a certain service. Once the 

attacker throw a great amount of requests, by providing more recourses cloud system will 

attempt to work against the requests, ultimately system consume all recourses and not capable 

to supply service to normal requests from user. Counter measure for this attack is it’s not easy 

to stop Dos Attacks. To stop from attacking the server, Intrusion detection system will filter 

the malicious requests, installing firewall. Occasionally intrusion detection system provides 

fake alerts and could mislead administrator. 

Data Protection: 

Data protection in cloud computing is very important factor it could be complicated for the 

cloud customer to efficiently check the behavior of the cloud supplier and as a result he is 

confident that data is handled in a legal way, but it does not like that this problem is intensify 

in case of various transformation of data. Counter measure for this attack is that a consumer 

of cloud computing should check data handle either it is handled lawfully or not. 

Locks in: 

Another issue is locks in; at this time there is a small tender in the manner of tools, standard 

data format or procedures, services edge that could undertake data, application and service 

portability. This will not enable the customer to shift from one cloud provider to another or 

shift the services back to home IT location. 

 

 

CLOUD CONFIDENTIALITY: 

 

When dealing with cloud environments, confidentiality implies that a customer’s data and 

computation tasks are to be kept confidential from both the cloud provider and other 

customers. Confidentiality remains as one of the greatest concerns with regards to cloud 

computing. This is largely due to the fact that customers outsource their data and computation 

tasks on cloud servers, which are controlled and managed by potentially untrustworthy cloud 

providers. 
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CLOUD INTEGRITY: 

 

Similar to confidentiality, the notion of integrity in cloud computing concerns both data 

integrity and computation integrity. Data integrity implies that data should be honestly stored 

on cloud servers, and any violations (e.g., data is lost, altered, or compromised) are to be 

detected. Computation integrity implies the notion that programs are executed without being 

distorted by malware, cloud providers, or other malicious users, and that any incorrect 

computing will be detected. 

 

CLOUD AVAILABILITY: 

 

Availability is crucial since the core function of cloud computing is to provide on-demand 

service of different levels. If a certain service is no longer available or the quality of service 

cannot meet the Service Level Agreement (SLA), customers may lose faith in the cloud 

system. In this section, we have studied two kinds of threats that impair cloud availability. 

 

CLOUD PRIVACY: 

 

Privacy is yet another critical concern with regards to cloud computing due to the fact that 

customers’ data and business logic reside among distrusted cloud servers, which are owned 

and maintained by the cloud provider. Therefore, there are potential risks that the confidential 

data (e.g., financial data, health record) or personal information (e.g., personal profile) is 

disclosed to public or business competitors. Privacy has been an issue of the highest priority. 

 

4. CONCLUSION 

Throughout this paper, the authors have systematically studied the security and privacy 

issues in cloud computing. We have identified the most representative security/privacy 

attributes (e.g., confidentiality, integrity, availability, accountability, and privacy-

preservability). Cloud computing is a new term that is introduced in business environment 

where users can interact directly with the virtualized resources and safe the cost for the 

consumers. Some security issues and their counter measures are discussed in this paper. It has 

several models to protect its data for the business users. An organization used private clouds 

within its organization to prevent from loss of data. Cloud computing have several 

deployment models that help in retrieving the information. SAAS, PAAS, IAAS are the three 

models for cloud computing. Security in cloud computing consist of security abilities of web 

browsers and web service structure. We also discuss attacks in private cloud computing. 

 

5. REFERENCES: 

[1] Booth, D. (2004). Web service architecture. Retrieved from http://www.w3.org: 
http://www.w3.org/TR/wsarch/ wsa.pdf 

[2]  Foster, I., & Kesselman, C. (1998). The Grid: Blueprint for a New Computing 

Infrastructure (The Elsevier Series in Grid Computing). Morgan Kaufmann. 

[3] Han Y (2010). On the clouds: a new way of computing. Inf Technol Libr, Vol. 29 No. 

2, pp: 87-92. 

[4] Peter Mell and Tim Grance, (2009)The NIST Definition of Cloud Computing, version 

15, National Institute of Standards and Technology (NIST), Information Technology 

Laboratory 

[5] View, M. Calif & Armonk. (2007, October 8). Google and IBM Announced 

University Initiative to Address Internet-Scale Computing Challenges. Retrieved 1 28, 

2012, from IBM 



International Journal of Emerging Trends in Engineering and Development            Issue 3, Vol.1 (January 2013)                                                                                                    

Available online on http://www.rspublication.com/ijeted/ijeted_index.htm                                  ISSN 2249-6149 

 Page 427 
 

[6] Ren, K., & Lou, W. (2009). Ensuring Data Storage Security in Cloud Computing  

[7] Peter Mell and Tim Grance, (2009)The NIST Definition of Cloud Computing, version 

15, National Institute of Standards and Technology (NIST), Information Technology 

Laboratory  

[8] Mell P, Grance T (2010). The NIST definition of cloud computing. Commun ACM; 

Vol. 53 No. 6, pp:50. NAONE, E ( 2007, September 18). Computer in the Cloud. 

Retirived 1 24, 2012, from Technology Review, MIT:  

[9] Jensen, M. (2009, September). On Technical Security Issues in Cloud Computing. 

IEEE InternationaConference in Cloud Computing , 109-116. 

[10] P. Mell and T. Grance. The NIST Definition of Cloud Computing (Draft). [Online] 

Available:  

[11] G. Ateniese, R. Burns, R. Curtmola, J. Herring, L. Kissner, Z. Peterson, and D. Song, 

―Provable data possession at untrusted stores,‖ In ACM CCS, pages 598-609, 2007. 

[12] G. Ateniese, R. D. Pietro, L. V. Mancini, and G. Tsudik, ―Scalable and efficient 

provable data possession,‖ SecureComm, 2008. 

[13] K.D. Bowers, A. Juels, and A. Oprea, ―HAIL: A high-availability and integrity layer 

for cloud storage,‖ Proc. 16th ACM conference on Computer and communications 

security, 2009, pp. 187-198. 

[14] S. Kandula, D. Katabi, M. Jacob, and A. Berger, ―Botz-4-sale: Surviving organized 

ddos attacks that mimic flash crowds,‖ In Proc. NSDI (2005). 

[15] A. Yaar, A. Perrig, and D. Song, ―Fit: Fast internet traceback,‖ In Proc. IEEE Infocom 

(March 2005). 

[16] S. Staniford, V. Paxson, and N.Weaver, ―How to own the internet in your spare time,‖ 

In Proc. USENIX Security (2002). 

[17] Cisco data center infrastructure 2.5 design guide. 

 

 


