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ABSTRACT 

The majority of QoS routing techniques needs network routers to periodically exchange link state information 

with the purpose of obtaining a global view of the network state. Localized QoS routing techniques were came 

into existence to accomplish adequate performance without exchanging global state information over the 

network. In these techniques, the ingress nodes approximate the network state and formulate the routing 

decision locally, thereby lessening the signaling traffic at core routers. The Localized Multi-Path Selection 

(LMPS) scheme is used in this paper for connection-oriented bandwidth-aware flows to avoid the general 

limitations of the localized techniques. The LMPS technique is a multi-path selection approach, which chooses 

paths that are able to satisfy the requested bandwidth constraint of an incoming call, at the same time attempting 

to avoid the overloaded links to reduce the overall blocking ratio in the network. On the other hand, using only 

locally collected information to formulate routing decision is not absolutely a consistent technique to 

accomplish trusted QoS performance. Also security is an important concern to facilitate secured communication 

in LMPS. It is indispensable to protect the LMPS from security attacks. In this paper, a secured LMPS network 

based on Shamir's Secret Sharing (SSS) scheme is proposed. Security can be provided by integrating LMPS 

with Shamir's secret sharing scheme. In this approach, keys are produced by source and transmitted to the other 

nodes in the network. The performance of proposed LMPS with SSS was evaluated against the LMPS and 

QOSPF. 
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1. INTRODUCTION  

Network routers are vital since the majority of QoS routing techniques periodically needs to exchange link 

state information with the purpose of obtaining a global view of the network state. Since network resource 

accessibility continues to change with traffic dynamics, preserving correct network state information for 

stipulation of acceptable service quality necessitates frequent exchange of information in the network. The quick 

change in network condition and the related regular state updates could produce large amount of signaling 

traffic particularly in large scale networks. In addition, the core routers, whose major work is to forward packets 

as quick as possible, could be overburdened by tasks like accumulating and exchanging the information that is 

typically required to carry out Quality-of-Service (QoS) routing [1]. Moreover, the network QoS state 

information handled by the network nodes can turn into out-of-date in case the QoS state update interval is huge 

relative to the time scale of traffic dynamics. In addition, path selection depending on shortest path algorithms 

such as Dijkstra‟s algorithm [2] does not seem to be well-justified in the presence of expired state information. 

An additional common problem is path oscillations which may take place when a node determines that a certain 

link is congested and after the next route selection will avoid routing any traffic on these links resulting in their 

under-utilization.  

In the existing approaches, nodes conclude the network QoS state with the help of locally gathered 

information depending on flow blocking statistics and carry out flow routing using this localized view of the 

network QoS state [3]. The localized QoS routing approaches have numerous benefits. The communication 

overhead involved is minimum, with no global information exchange. In addition the core routers are not 

concerned with understanding QoS signaling messages and do not require to keep or update any QoS state 

database essential for global QoS routing [4]. 

Hence, the Localized Multi-Paths Selection (LMPS) technique is used in this paper to overcome the common 

shortcomings of the localized techniques like the inflexibility in bandwidth assignment on some paths and the 

erroneous traffic parameters calculations [5]. Information regarding the used paths is exchanged between the 
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ingress/egress nodes (IE nodes) without concerning the core routers. LMPS can be considered as it lies 

somewhere in between the global link-state QoS schemes and the localized fully protocols. But security is the 

major concern in the LMPS technique, hence in this paper Shamir's Secret Sharing (SSS) [6] scheme is 

incorporated with LMPS for secured communication 

. 

2. LITERATURE SURVEY 

To improve pliability in telecommunication networks, multi-paths can be very helpful. When disjoint in 

nature, these multi-paths increases pliability of the network, and also inclined to optimize the further capacity 

needed for protection against failures. It examines the path selection problem for the self-protection multi-path 

paradigm. Kazmi et al., [7] proposed a model for load sharing among disjoint multi-paths covering all single 

link failures. Suppose if the path fails, the load is re-distributed to the remaining paths. A load distribution of 

demand over paths in every scenario is decided with the aim of reducing the maximum bandwidth utilization. 

The effect of disjoint and not-disjoint paths in the path set is examined. It is also observed that if there are more 

paths obtainable for the optimization process and path selection is left to the discretion of the model, the 

obtainable capacities can be used better and the resultant load distribution on the overall network also balances 

out. 

Wei Wei et al., [8] proposed a novel multi-path selection framework for streaming over wireless ad hoc 

networks. This approach is to approximately estimate the simultaneous packet drop probability of two paths 

which takes the intervention among different links, and to choose the best path pair according to that estimation. 

It proves the optimal path selection problem to be NP-hard, and intend a heuristic solution, whose performance 

is revealed to be close to that of the optimal solution, while considerably outperforming other heuristic 

protocols. 

Multipath routing reduces the penalty of security attacks attaining from collaborating malevolent nodes in 

MANET, by raising the number of nodes that an opponent must discuss to assume responsibility of the 

communication. A variety of attacks can cause multipath routing protocols more vulnerable to attacks than it is 

predictable, to collaborating malevolent nodes are known. Kotzanikolaou et al., [9] proposed a novel On-

demand Multipath routing protocol called the Secure Multipath Routing protocol (SecMR) and the author 

examine its security properties. This protocol can be simply joined in a wide variety of on-demand routing 

protocols, like DSR and AODV. 

Multi-path routing uses better network bandwidth and balance network traffic than uni-path routing. These 

routing features creates more appropriate for mobile ad hoc networks with dynamic network topology and 

limited network bandwidth resource. In requisites of QoS, it provides multi-path routing in networks which 

supports better QoS. Li Ming et al., [10] proposed a multi-path QoS routing protocol based on different path 

selection strategies for mobile ad hoc networks. In relation to different multi-path selection strategies, three sub-

protocols have been planned.  

Perlman proposed a link state routing protocol that obtains Byzantine strength. Even if the protocol is very 

forceful, it requires a very high operating cost linked with public key encryption. Zhou and Haas [11] chiefly 

describe key management in their paper to provide security to ad hoc networks. The author allocates a part to 

protect routing, but in essence concludes that “nodes can protect routing data in the same way they protect data 

traffic”. It also examines that denial-of-service attacks against routing will be regarded as damage and it is 

routed around. Certain research has been made to secure ad hoc networks by means of misbehavior detection 

approaches. This technique has two major problems: Firstly, it is fairly likely that it will be not probable to find 

various kinds of misbehaving; and secondly, it has no real means to assure the integrity and authentication of the 

routing messages. 

 

3. METHODOLOGY 

3.1 Localized Quality of Service Routing Approaches 

The localized QoS routing techniques of [4, 12] were introduced based on the idea of the “virtual capacity”. 

This idea considers that characteristically the paths between a Source-Destination (SD) pair could traverse links 

distributed with other SD pairs. A bottleneck link of a path is described as the link recommending the path the 

minimum capacity. In addition, as traffic patterns across a network undergo transformation, the bottleneck link 

of a path and its capacity could also undergo some change. The virtual capacity is a function of the presented 

load to the links belonging to the path and the supposed blocking probability at the IE node. Consider that a path 

𝑟 between an SD pair takes presented load 𝑣𝑟 , and the equivalent blocking probability examined by the IE node 

is 𝑏𝑟 . The blocking probability on this path can be given using the Erlang's loss formula as function of both the 
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path load 𝑣𝑟  and the capacity 𝑐𝑟  as follows: 

𝑏𝑟 = 𝐸 𝑣𝑟 ,𝑐𝑟   (1) 

When the quantities 𝑣𝑟  and 𝑏𝑟  are calculated, an approximation of the virtual capacity of the path 𝑣𝑐𝑟  can be 

acquired by the inverse of the Erlang function: 

𝑣𝑐𝑟 = 𝐸−1 𝑣𝑟 ,𝑏𝑟  (2) 

If 𝑚 paths (𝑟1 , 𝑟2 , … , 𝑟𝑖 , …  𝑟𝑚 ) share a link with capacity 𝑐, then the virtual capacity 𝑣𝑐𝑖  of path 𝑟𝑖  denotes its 

“capacity share” of the link. Consider 𝑣𝑖 indicate the presented load on the link from path 𝑟𝑖 . The blocking 

probability on the link is given as 𝑏 = 𝐸  𝑣𝑖 , 𝑐
𝑚
𝑖=1  . In case when all the flows have equivalent bandwidth 

requirement and balancing of the blocking probability for all paths sharing a particular link is a target, the virtual 

capacity of path 𝑟𝑖  is given as: 

𝑣𝑐𝑖 = 𝐸−1 𝑣𝑖 , 𝑏𝑖 = 𝐸−1 𝑣𝑖 , 𝑏  (3) 

where, 𝑏𝑖 represents the observed blocking probability of path 𝑟𝑖 . It is observed from (3) that for path 𝑟𝑖  the 

larger the presented load 𝑣𝑖 is, the larger is its virtual capacity 𝑣𝑐𝑖 . 

3.2 Localized Multi Path Selection (LMPS) 

The main disadvantage of localized techniques of [4, 12] is that the set of multiple paths is fixed. If the 

bottleneck links of the paths are overloaded, there is not much that might be made to decrease the blocking as 

shifting traffic may also guide to a path with high blocking probability. Another disadvantage is the possibility 

of reaching incorrect decisions owing to errors in the blocking observation and load proportions calculations. 

The LMPS technique is based on identifying the presently best possible set of paths fulfilling the bandwidth 

and other QoS constraints to be used by each SD pair, so as to minimize blocking probability on each path. In 

this technique, only the IE nodes network state information is gathered and exchanged on an on-demand basis 

when substitute of present paths is needed. This is made in combination with the localized approach. This hybrid 

of global and local information helps to recompense the disadvantages of the traditional localized technique and 

guide to better QoS performance without the common disadvantages of the global state protocols (such as 

QOSPF) [13]. 

The Observation Mechanism 

The observation process in the LMPS technique depends on the observation period 𝑇𝑔 . The period 𝑇𝑔  is the 

time gap among two successive instants at which a node inspects its paths. The period 𝑇𝑔  consists of two 

intervals: the path checking interval 𝑇𝑝𝑐  recalculation interval 𝑇𝑟𝑐 . During the period 𝑇𝑝𝑐  each node makes sure 

the status of its paths, and may decide to make new ones. It then sends updates to all other IE nodes about its 

new set of paths. The other nodes update their considered network state according to the updates. The above 

process take place once during 𝑇𝑔  (within 𝑇𝑝𝑐 ) at any time, and it does not matter if each node performs it in 

different time therefore storms of signaling traffic are not likely to take place. The second time gap is the traffic 

parameters recalculation interval 𝑇𝑟𝑐  where all IE nodes are necessitate to begin the second gap interval at 

approximately the same time, and exit it also at the same time. The time gap 𝑇𝑟𝑐  is comparatively small (few 

seconds), and inside each IE node recalculates its new paths parameters based on the new set of paths chosen by 

each IE node and the observed blocking of its paths.  

The LMPS Algorithm 

Each IE node picks 𝑚 (normally 𝑚 = 3) paths satisfying the predetermined QoS constraints to each 

destination from the network topology information gathered by the link-state protocol. Each IE node transmits 

its individual set of paths and their corresponding links to other IE nodes. An IE node also maintains a table of 

its own paths and the paths of other IE nodes. Based on this information, each IE node can recognize how many 

paths distribute a specific link and then establishes its own capacity share in each physical link and the most 

shared link in each path. When the number of paths using link 𝑙 is specified as 𝑁𝑙, then the link with the smallest 

𝐶𝑙/𝐵𝑁𝑙 is the bottleneck link. At this time, the bottleneck is represented as function of number of paths rather 

than load, because the node exchange the path information with the assumption that links are comparatively 

shared between the paths. 

After each IE node establishes the bottleneck link(s) of its individual paths, it computes the virtual capacity of 

all the paths. The virtual capacity of a path in LMPS is specified by the maximum number of calls that can be 

exploited by the path and is equivalent to 𝐶𝑙/𝐵𝑁𝑙 at the bottleneck link. This is depending on the assumption 

that traffic between all SD pairs is consistent and all calls request equal amount of bandwidth. On the other 

hand, in case of non-uniform traffic or call bandwidths, the virtual capacity of each path is supposed to be 

weighted by the service provider as component of a Service Level Agreement (SLA). LMPS controls the 

number of active calls on any path to be lesser than or equivalent to its virtual capacity. In contradiction of the 

VCR approach, it is noted that there is no requirement to compute the virtual capacity with inverse Erlang 
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formula. The IE nodes utilize the resulting virtual capacity to compute the associated path proportions 𝛼𝑖 , for 

each path. Consider if there are 𝑚 active paths with LMPS virtual capacities  𝑣 𝑐 𝑖 𝑖=1
𝑚 , then the flow proportions 

are given as 𝛼𝑖=  𝑣 𝑐 𝑖/  𝑣 𝑐 𝑖
𝑚
𝑖=1 , 𝑖 = 1, … , 𝑚. The presented load to path 𝑖 is then 𝑣𝑖 = 𝑉 × 𝛼𝑖 ,, in which 𝑉 is 

total presented load to a specified SD pair. A counter 𝐶𝑖 records the number of calls routed on path 𝑖. At the 

beginning of the period 𝑇𝑝𝑐 , each IE node checks for paths satisfying the state 𝐶𝑖 ≥ 𝜓 × 𝑣𝑐𝑖 , where 𝜓 is 

configurable ratio with predetermined value of one. On the other hand, the ratio 𝜓 might be fixed to a value less 

than one as a protective procedure to determine the blocked paths before the blocking takes place. If blocked 

paths are determined, the node marks the bottleneck links of these paths as prohibited links and chooses as 

several new paths as required to replace the blocked paths with the constraint of avoiding the prohibited links. 

After recognizing the new set of paths, the nodes with newly created paths broadcast their new paths 

information to all other IE nodes. Meanwhile, the IE nodes obtain information from other nodes regarding their 

paths. At the end of period 𝑇𝑝𝑐 , all nodes consider no additional updates will be broadcast and they initiate 

calculating the constraints of the new paths. It is essential that all IE nodes begin the interval 𝑇𝑟𝑐  and leave it 

together to start using the new paths concurrently. It is extremely significant to note that the existing calls are 

kept on whatever paths are selected and new routes are exploited by the new incoming calls, i.e. no rerouting in 

engaged. The core routers have no part to play in this method (apart from forwarding the messages among the 

IE nodes), thereby simplifying the design of such routers and lessening the processing overhead.  

LMPS Signaling Information 

LMPS depends on exchanging some global information among the IE nodes to accomplish consistent QoS 

performance. This global information is taken as signaling traffic and can be categorized as:  

(a) Path updates messages which are transmitted by an IE node to all additional IE nodes to broadcast a new 

paths set;  

(b) Acknowledgment messages with which an IE node confirms reception of a path update message;  

(c) Link state requests: When an IE node transforms its paths, it requires to know the existing load on each 

new path, as a result it transmits request to the routers located on the new path to obtain this information; 

and  

(d) Link state update: As a reply for the (link state request), each node transmits an information regarding the 

single physical link to the requesting IE node.  

The quantity of signaling information in LMPS is a function of features for instance, the number of IE nodes 

in the network, the number of blocked paths reported every 𝑇𝑔  , the average path length in the specified topology 

and the number of parallel paths exploited for each SD pair. The OSPF protocol can be customized to transfer 

the signaling information used by LMPS [15]. On the other hand, the signaling traffic in the LMPS technique is 

not periodic and is only produced when an IE node require to change its path. 

Time Synchronization 

In the LMPS technique, IE nodes are essential to maintain time synchronization between themselves to be 

capable of progressing in the time interval 𝑇𝑟𝑐  simultaneously or at least with satisfactory reasonable time 

differences. The worst case performance takes place when 𝑇𝑟𝑐  intervals from different IE nodes are totally 

unsynchronized. This causes an IE node to replicate its traffic parameters calculations more than a few times 

during the period 𝑇𝑔  because of the frequent changes. This problem can be avoided by using network time 

synchronization protocol like the Simple Network Time Protocol (SNTP) [16]. 

But the security in LMPS is a major concern, hence in this paper Shamir's Secret Sharing (SSS) scheme is 

incorporated with LMPS for secured communication. 

Shamir's Secret Sharing Scheme 

In a certain case where large number of nodes takes part in a communication, it is essential to share a secret 

among the 𝑑 nodes without any 𝑘 < 𝑑 nodes being competent to recover the data packets sent. In [6] Shamir 

illustrates the difficulty and provided a secret sharing scheme by means of polynomial interpolation as a 

recovery purpose. In particular, every node has a pair (𝑥𝑖 , 𝑃(𝑥𝑖))𝑥𝑖≠0 where 𝑃 is a polynomial of degree 𝑘, and 

the secret is specified by 𝑃(0). In this scheme, one requires at least 𝑘 + 1 shares to recover 𝑃, then 𝑃(0). The 

sharing and reconstruction algorithms for a value of 𝑘 = 𝑑 − 1, operating on 𝑛-bits words. With these 

constraints, in order to share a secret 𝑎0 into 𝑑 shares, one needs to select 𝑑 − 1 random numbers 

 𝑎𝑑−1 , … , 𝑎1  to construct the polynomial. 

𝑃 𝑥 = 𝑎𝑑−1 ∙ 𝑥𝑑−1 + 𝑎𝑑−2 ∙ 𝑥𝑑−2 + ⋯ + 𝑎1 ∙ 𝑥 + 𝑎0 

Every share 𝑖 is then specified by (𝑥𝑖 , 𝑦𝑖) where 𝑦𝑖 = 𝑃(𝑥𝑖), and the 𝑥𝑖  „s are all different and non-zero. The 

algorithm used is given below. 
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Algorithm Shamir's Secret Sharing scheme 

Input: A secret 𝑎0, random values (𝑥𝑖)𝑖=0…𝑑−1 

Output: Shares (𝑥𝑖 , 𝑦𝑖)𝑖=0…𝑑−1 

1.  𝑎𝑖 𝑖=0…𝑑−1 ← 𝑹𝒂𝒏𝒅(𝑛)  
2. for 𝑖 =  0 to 𝑑 do 

3. 𝑦𝑖 ← 𝑎𝑑−1 ∙ 𝑥𝑖
𝑑−1 + 𝑎𝑑−2 ∙ 𝑥𝑖

𝑑−2 + ⋯ + 𝑎1 ∙ 𝑥𝑖 + 𝑎0 

4. return (𝑥𝑖 , 𝑦𝑖)𝑖=0…𝑑−1 

 

The reconstruction stage is directly obtained from the polynomial interpolation and progresses as follows: 

𝑎0 =  𝑦𝑖 ∙ 𝛽𝑖

𝑑

0

 

where each 𝛽𝑖  is a previously calculated value such that  

𝛽𝑖 =  
−𝑥𝑗

𝑥𝑖 − 𝑥𝑗

𝑑

𝑗 =0,𝑗≠𝑖

. 

With the help of SSS, the security in LMPS can be enhanced significantly for secured communication against 

the intruder attacks and loss of information. 

4. EXPERIMENTAL RESULTS 

A simulation testbed for mobile ad hoc network is developed to evaluate the performance of the proposed 

LMPS with SSS against the LMPS [5] and QOSPF [14]. All these three protocols were experimented over this 

testbed and its performance was evaluated under different circumstances. 

The values of some constraints considered during the evaluation are noted below. 

Area 1600*300 meter2 

One time quantum 100 msec 

Speed of the nodes 15 meters/second 

Run time for the 

simulation 
300 seconds 

Direct Transmission 

Range of the nodes 
320 meter 

Channel capacity 1.6 Mbps 

4.1 No. of Data Packets Vs No. of Malicious Nodes 

In order to find the effect of malicious nodes in all the three protocols which are taken into account, initially 

10000 data packets are sent. From the figure 4.1, it is revealed that with the increase in the quantity of malicious 

nodes, the number of data packets received by LMPS and QOSPF decreases considerably, but the number of 

data packets received by LMPS with SSS remains almost steady. It indicates that malicious nodes have only 

lesser consequence on the amount of data packets transmitted by LMPS with SSS. At the same time, the data 

packets received in LMPS and QOSPF falls considerably with the increase in the number of malicious nodes.  

 

 
Figure 4.1: No. of Data Packets Vs No. of Malicious Nodes 
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4.2 Packet Delivery Ratio (PDR) Vs No. of Malicious Nodes 

 

Packet Delivery Ratio (PDR) is the ratio of the amount of data packets received by the destination node to the 

amount of data packets transmitted by the source node. It is clear from figure 4.2 that PDR of LMPS and 

QOSPF is significantly affected by the introduction malicious nodes whereas the PDR of LMPS with SSS is not 

affected much when comparing with other two approaches.  

  
Figure 4.2: Packet Delivery Ratio (PDR) Vs No. of Malicious Nodes 

 

5. CONCLUSION 

In this paper, proposed LMPS with SSS scheme. LMPS is a multipath routing protocol that makes use of 

local decisions to load balance traffic across multiple paths. It also exploits global information that estimates the 

network condition and is only exchanges between the IE nodes and only activated when saturated paths are 

recognized. For providing security in LMPS, Shamir's Secret Sharing (SSS) scheme is integrated with LMPS. 

The proposed LMPS with SSS integrates the LMPS with the Shamir's Secret Sharing scheme in order to 

provide a secure communication. The simulation result reveals that LMPS with SSS is less prone to the attack of 

malicious nodes and there is less effect in the packet delivery ratio with the introduction of malicious nodes. 

Thus the result confirms that LMPS with SSS is more secured than the existing LMPS and QOSPF. 
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