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ABSTRACT 
E-learning many of the institutions and the adoption of information and communication technology (ICT) rush without 

planning carefully and understand any relevant security concerns. E-learning is a new way of learning which ultimately 

depends on the Internet in its implementation. Internet has become a place for a new group of illegal activities, and now 

exposed to the e-learning environment to such threats. In this paper, and put all the e-learning context, the definition, 

characteristics, and growth and development challenges. This paper discusses the elements needed to implement security 

within e-learning environments. In addition, a paper explaining the situation and existing research related to security in e-

learning. Moreover, information security management proposes to contribute to the preparation of the e-learning content. 
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1. INTRODUCTION 
Teaching methods experienced in education through quantum leap environment during the past few years. This is primarily 

due to the introduction of the latest technologies and the best example of the Internet. One method of education has arisen 

from the use of these new technologies is the new e-learning [1]. 

The main reason behind is very important in e-learning is that the main feature that distinguishes between BLS including e-

learning and environments interact face to face is the degree of use of technology and the gradual shift of control and 

responsibility in the learning process of learners, and give them the opportunity to learn anytime, anywhere on the use of e-

learning, However, it can lead to many of the potential risks to the security of information that may harm the information [2]. 

These risks are not necessarily unique to e-learning, but should nevertheless be treated as if they had anywhere. It is 

therefore important is to take all the necessary steps of educational institutions to ensure access to information correctly 

within secure e-learning [3]. 

The first part of this paper discusses the context of e-learning system environment, and all the challenges and features that 

are considered safe in the e-learning as a new challenge in the implementation of e-learning. Moreover, and Internet 

applications is the means used to help the vast majority of online services, and thus become a prime target for hackers. The 

second part of this paper looks at the characteristic of security of information in e-learning in the neglected area of research. 

Issues such as legitimate users, and of course, the reliability of the content, and accessibility, as well as other considerations, 

and which need to be addressed carefully in order to ensure that the learning process effectively. Finally, we must implement 

the discussion paper on the possible elements of information security in e-learning environment; however, identify 

monitoring e-learning information security countermeasures that can enhance the security of information within e-learning. 

 

2.E- LEARNING SYSTEM  
The concept of e-learning system as learning using electronic means: the acquisition of knowledge and skill using electronic 

technologies such as computers and educational curricula based on the Internet and local networks and a wide definition of 

e-learning and education through the Internet or a network or a stand-alone computer. E-learning is basically a network 

transport system to enable the skills and knowledge of the rim. E-learning refers to the use of electronic applications and 

processes to learn. E-learning system applications and online learning include processes, and computer-based learning, 

virtual classrooms and digital collaboration. Content is delivered via the Internet, intranet / extranet, audio or video tape, 

satellite TV, and CD ROM-E-learning, and focuses on the individual's acquisition of new knowledge and technological 

means to support this building process [7]. 

Close simulation of the real world is to respond to constructivist theories of learning, learning burdened located on a high 

degree of student participation. However, the use of computer technology to support learning that lead to the development of 

education and knowledge creation requires new processes. Thus, led the trend towards the development of technology-driven 

to focus on the dissemination of and access to information. Instructional strategies and techniques to support the 

development of knowledge and create a computer require a development plan based on the needs of learners [7]. 

3. E- LEARNING SYSTEM ENVIRONMENT 
E-learning there is different opinions about the impact of technology in education. One of the arguments 1 questioning the 

role of technology in learning comes from. Says that the technology is not only a means that will provide education, and 
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technology that will not affect the students' learning. Method of teaching is the most important consideration for this purpose 

[12]. 

E-learning is part of the convergence on the go learning environments in the Bible. On the one hand, we have the traditional 

learning environment and face-face that has been around for centuries. On the other hand, we distributed learning 

environments, which began in the tremendous growth and expansion in new methods and techniques and expand the 

possibilities for interaction and communication and distribution [13]. 

 

 

 

 

 
 

Fig. 3: E-learningEnvironment 

 

In the past, these are still separate learning environments to a large extent because they use different media, and together, 

style and meet the needs of different audiences appear Figure 3. For example, traditional face-to-face learning and usually 

occurred in the environment under the guidance of a teacher with a live person-to-person interaction in the environment 

simultaneously, with high accuracy.On the other hand, said after he learned of materials systems, learning self-learning, and 

the interactions that occurred in the usually asynchronous, low resolution (text-only) environment. 

4. CHALLENGES IN THE E-LEARNING 
There is a saying in the world of e-learning. This is true when it comes to e-learning as well. Can be sure that the participants 

have a need to not be hardware, software and bandwidth can be ignored in the implementation of the system of co-education. 

You cannot level technical skills of learners and facilitators also a big challenge for e-learning. Provide technical support and 

adequate training for participants and facilitators is vital to the success of e-learning. 

May include e-learning approach also involves a cultural shift on the part of both participants and their managers. Learners 

more aware of people in training, and managers may be more accustomed to sending staff to off-site training where clearly 

carved from a time and place for learning. The successful implementation of coeducation system requires the active support 

and encouragement from managers and supervisors throughout the project. 

Effective learning online, learners need to remain calm, and dedicated space for employees to share computer without 

interruption. It is often difficult to find this space and take a long time to learn on the internet while setting aside the 

demands of everyday work in the library. E-learning puts more of the responsibility for learning in the hands of the learner, 

and for some learners not used in independent learning and this can be a challenge. Build support for learners of supervisors 

and trainers and colleagues helps to increase course completion rates and satisfaction of the learner. 

E-learning also requires a deliberate approach to instructional design so that it is blending in program design, and not only in 

the delivery. Professional development for teachers to learn teaching strategies online and facilitation skills important to any 

successful program blended. Must also be trained to learn all the techniques that will be used and blended in the program and 

be able to support learners. Finally, we must also learn to integrate the methods instructors to assess students' learning in the 

context of e-learning [14]. 

 

5. CHARACTERISTICSOFSECURE INFORMATION  
Information secure properties describe some of the elements that must be safe in order to be classified information and 

secure. Has described these elements for many years by information security experts from CIA triangle. Was considered the 

CIA or kindness, integrity and availability of the industry standard for computer security since the start of the Central. The 

following section details each of the elements of the CIA triangle in order to determine the importance of them [9]. 

Confidentiality: He said to prevent the disclosure of information to a person or a third party application refers to the 

confidentiality of such information. Sensitive and confidential information, such as passwords and must be approved bank 

details and company secrets be kept confidential. Some of the information, if disclosed to external sources through 

unauthorized actions, unexpected, or unintentional, could lead to the loss of shame and secrecy, or take legal action against 

the organization. Can detect unauthorized sensitive information from both individuals and organizations, causing damage to 

certain, as is well known information that is no longer only for authorized users. 
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Integrity: Safety information relating to the quality or condition of being whole or complete and uncorrupted and the 

protection of the amendment is not true. If the information incorrectly modifies the users who have sufficient access rights to 

view it, and the information they receive is correct and that the consequences can be caused by the organization or individual 

 

 
 

Fig. 4: Characteristics of Information Secure 

 

Availability: Availability of information component ensures authorized users who are entitled to view, edit, and save the 

information that must be accessed in the desired shape. A user who tries to access a specific file on a shared drive, after 

authentication system, you should be able to access this file without any further interference or obstruction. If you are denied 

access to these mission-critical information and information available to end users, may be affected by the organization's 

mission. Similarly, if the information is important for the individual, such as financial records are not available, will be 

hampered by the task of the individual is trying to achieve. 

Accuracy of the information: Accuracy of the information refers to information free of errors value provided to the user 

when the application is that the user who expect. 

Usefulness of the information: The purpose of useful information. The information in the form of a feeling is not readable, 

not even fit for a particular purpose. 

Possession of information: The quality or state of having ownership or control of information access to information. While 

breach of confidentiality in the results always in violation of possession of information, a breach in the possession of 

information does not necessarily lead to a breach of confidentiality. Act confidential information, however, if they lack the 

ability to decrypt this information, despite the risk of owning attribute, not: It can be through information encoded external 

source. 

 

6.INFORMATIO SECURITY FOR THE IMPLEMENTATION OF E-LEARNING 
It is essential that all institutions that guarantee not only for the security of information E-learning properly designed 

correctly, but also implemented. E-learning and information security policy of no value if it is stored somewhere on the shelf 

and is not used to secure information. If the implementation of e-learning to the security of information within the 

organization, it's just as bad as not having one at all. Otherwise, and the implementation of e-learning to information 

security, but ultimately the responsibility of senior management. 

• Countermeasures: with increasing threats within the e-learning as described above, enterprises should implement 

technical, as well as countermeasures for information security to ensure the availability, integrity and confidentiality of their 

information [3]. The implementation of these countermeasures helps ensure appropriate protection for teachers and students, 

as well as the statements against potential security incidents. These countermeasures for information security are [1]. 

• Identification and authentication: Make sure that the user is who he / she, and claims that, to ensure the access granted to 

the user. The first part of this service is to determine whether or not the person who is trying to clear access to the system for 

access. This is called the identification process, and is usually done through user input into the system. Once one has been 

identified, the user, and the system must ensure that the user is really who he / she claims. This is called the authentication 

process. This can be done through the user authentication knows something, such as passwords, and the user has everything, 

like getting a card or something from the user, such as fingerprints [8]. Anti-examples of information security for the 

identification and authentication include passwords and login IDs, unique sound. 

• Mandate: to make sure that the user has authority to access the system or information. This involves determining whether 

or not a party to the right of access authentication to the information in question. [8] Example countermeasures for 

information security for permission are access control. 

• Confidentiality: to ensure that the information cannot be disclosed to any unauthorized person. The purpose of 

confidentiality is to ensure that the information and data did not reveal to any person or entity authorized. Example of 

confidential information to the security of the encryption-Semitic. 

• Safety: to make sure that the information has not changed in its original form and there is no manipulation or change has 

occurred. In other words, it may not be entities that are entitled to change the content of the information, it is necessary to 

prevent unauthorized modification. Anti-example that will help to ensure the safety and message authentication codes. 
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• Non-repudiation: to make sure that the person cannot be actions that can be denied later. This warranty can be denied 

service to take any action that affects the security of the information at a later stage [8]. Counter-example to the security of 

information repudiation lack of digital signatures. 

• Availability: ensuring that information available at any given time, which means that it can access the data and information 

at any time to the competent authority. Counter-example to the security of information and the availability of backup 

regulator. 

    Can be encoded with information from an external source: But, if they lack the ability to decrypt this information, 

although it breach possession trait of confidential information and did not do so, and Figure 5 shows the implementation of 

information security for e-learning. 

 

 
 

Fig. 5: Implementation Information Security Managementfor E-learning 
 

These countermeasures in the first place, the information security and information technology security because of their anti-

art (for example, encryption, and access control lists message authentication codes).However, information security is not just 

a technical issue, but also a commercial matter. The next subsection achieves different commercial information security or 

procedural countermeasures. 

 

7.MONITORING THE E-LEARNINGINFORMATION SECURITY 
Information security for compliance monitoring to determine whether the actions and operations that are performed in the 

organization that works as it should not be monitoring objects that differ from one organization to another, and include 

products, systems and processes, security and effectiveness of personal efficiency. Therefore this process should be 

monitored extended to include e-learning, including aspects such as the verification of the information, and evaluate the 

operational capacity as well as the overall impact on the success of e-learning learners [3]. 

This monitoring process to ensure that institutions know their status and security of information in e-learning. This will also 

help senior management in the decision-making process to ensure that if there is a security incident, and can be solved before 

it is compromising the availability, integrity and confidentiality of information. If you select by any difficulty in the process 

of monitoring is necessary to update information security policies and e-learning risk management procedures at regular 

intervals [3]. 

 

8. CONCLUSION 
E-learning contributes too many of the threats to information security. It is therefore important that e-learning must ensure a 

proper understanding of the information security countermeasures and implement the best possible way. The benefits offered 

by a growing number of users of e-learning. E-learning to ensure the availability and integrity of the information and 

materials within e-learning requires countermeasures, and the flexibility offered by e-learning and different behaviors 

username, e-learning requires a framework for security management, which can serve as a guide to help provider of e-

learning in the management of information security in e-learning. Moreover, the range of the International Solidarity 

Movement and the security of current information technology used to provide the best results in the successful 

implementation of the security. 
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