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ABSTRACT 

 

 Graph theory is widely used as a tool of encryption, due to its various properties and 

its representation as a matrix. Time dependent functions are not in wide use in encryption. 

Originally the relation between graph and time series function was irrelevant. Here we 

propose an algorithm for encrypting multiple messages using Hamiltonian circuit and time 

dependent functions. 
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Introduction 

The word cryptography refers to the science and art of transforming messages to 

make them secure and immune to attacks. It is basically based on the concept of abstract 

algebra. Network security is mostly achieved through the use of cryptography. More 

generally, it is about constructing and analyzing protocols that overcome the influence of 

adversaries and which are related to various aspects in information security such as 

data confidentiality, data integrity, authentication, and non-repudiation. Modern cryptography 

intersects the disciplines of mathematics, computer science, and electrical engineering. 

Applications of cryptography include ATM cards, computer passwords, and electronic 

commerce. [ 1 ] 

Graph Theory is one such field which nowadays is being successfully integrated to 

provide stronger cryptographic algorithms which are very hard to break by any modern day 

software or adversary. It is emerging as a new tool for ethical hackers, government agencies 

and other security related organizations to encrypt and communicate most sophisticated data 

across domains. Because of its broad applicability in this field this technology is likely to 

withstand in the near future. 

 

MATERIALS AND METHODS 

Preliminary Note 

In this section we provide the basic properties that is required for the proposed 

encryption method. For properties related to graph theory we refer to [ 2 ]. 

   A graph consists of a finite nonempty set V = V ( G ) of p vertices together with a 

prescribed set X of q unordered pairs of distinct points of V. Each pair x = { u, v } of the 

points in X is a line of G, and x is said to join u and v. We write x = uv and say that u and v 

are adjacent points. A walk is an alternating sequence of vertices and edges, beginning and 

ending with vertices such that each edge is incident with the vertex preceding and following 

it. An open walk in which no vertex appears more than once is called a path. A Hamiltonian 

path for a graph G, is a path that covers all the vertices of G.  

http://en.wikipedia.org/wiki/Communications_protocol
http://en.wikipedia.org/wiki/Information_security
http://en.wikipedia.org/wiki/Confidentiality
http://en.wikipedia.org/wiki/Data_integrity
http://en.wikipedia.org/wiki/Authentication
http://en.wikipedia.org/wiki/Non-repudiation
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Fig. 1 

The graph in Fig. 1 is Hamiltonian. The red and blue color circuits represent two different 

Hamiltonian circuits.  

A graph G is said to be complete if there is an edge between every pair of vertices in 

G.  

Result In a complete graph with n vertices, there are 
( n 1)

2


 edge disjoint Hamiltonian 

circuits, if n is an odd number  3.  

 These Hamiltonian circuits can actually be achieved by keeping the vertices fixed on 

a circle, rotating the polygonal pattern clockwise by 

360 360 360 (n 3) 360
, 2 ,3 ,...,

( n 1) (n 1) (n 1) 2 (n 1)



   
    degrees. The polygonal pattern is shown in 

the following figure 2. 

 
Fig.2 

An adjacency matrix for a graph G with n – vertices and no parallel edges is an n by n 

symmetric binary matrix X = [ xij] defined over the ring of integers such that 

  

ij

1, if thereisan edgebetween ith and jth verticesand
x

0, if thereis noedgebetween them
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Proposed Encryption Scheme 

We first decide the number of messages to be encrypted. We know that in a complete 

graph with n vertices, there are 
( n 1)

2


 edge disjoint Hamiltonian circuits, if n is an odd 

number  3. Each message will be encrypted on these Hamiltonian circuits. Suppose we need 

to transmit k messages, then we choose a complete graph with atleast k disjoint Hamiltonian 

circuits. Each message is converted to a numerical string using encryption chart. The edges of 

the Hamiltonian circuit is used for encrypting the messages. Different messages will be 

encrypted on different circuits. We then construct the adjacency matrix of the complete 

graph. This matrix is a send to the receiver.  

 

Encoding Chart 

The encoding chart can be designed as per the need and interest of the encoder and 

receiver. Here we provide a very basic encryption chart [ 3 ].  

 
 

Encryption Algorithm 

 Let the number of distinct messages to be encoded be k. 

 Convert the message to numerical data using the encryption chart. 

 Choose a complete graph with n vertices so that 
( n 1)

2


  k  

 Each message is encoded along the edges of the Hamiltonian circuit. The remaining 

edges if any are assigned fake numerical values so that we now generate a complete 

weighted graph with n vertices. 

 Construct its adjacency matrix M0[ i,j ]. 

 Now apply a time dependent function f ( t ) on M0[ i, j ], and with time changes 

values get changed . Say we can choose M1[ i, j ] = 2* M0 [ i, j ]* t + 1. 

 Now for time t = 1, case will be M1[ i,j ] = 2* M0 [ i, j ] * ( t = 1 ) + 1. 

 Similarly by time changing all value get changes. 

 At time t = r, Mr [ i, j ] = 2* M( r – 1 )[ i,j ] * r + 1. 

 Send M0 [ i, j ] to the receiver. 

Man-In-Middle Attack at time t = r 

 Now suppose MIM ( man-in-middle ) is able to crack any value from the adjacency   

matrix, by the time he can crack the next value of the matrix, the matrix entries 

change, so that it is not possible for the Hacker to crack the code. 

Decryption Algorithm 

 Receive the matrix and note the time that he receives the message. 

 Apply the operation in reverse order to get back the data using. 

 M ( t – 1 )[ i, j ] = ( Mt [ i, j ] – 1 ) / 2. 

M ( t – 2 ) [ i, j ] =  ( M ( t – 1 ) – 1 ) / 2  

… 
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…. 

M0 [ i, j ] ( actual data ) = ( M1 [ i, j ] – 1 ) / 2 

 Decide the different message from the different Hamiltonian circuits. 

 Decode the original message from the encoding table. 

Encode the multiple 
messages using encryption 

chart
m1, m2, m3...mk

where k=(n-1)/2 and n>=3&n 
is odd number

Construct different Hamiltonian 
circuit  in complete Graph G and 

impose the all k messages on 
graph    

Construct its adjacency matrix 
M[i,j]

and Apply  any time  dependent 
function f(t) on 

M0[i,j].
 

Sender

Set time as key and now at 
time t=1 sec 

new encrypted data 
M1[i,j]

now time has been changed 
and t=2 sec new encrypted 

data
M2[i,j]  

Router

similar way data will get change 
by time changes

and here Hacker attacks at t=r sec 
Mr[i,j]

 

Now Suppose hacker is able to crack the 
first value from one  message ,now when 

he trying to go for next cracking,meanwhile 
time has been changes and data also due 

time dependency.
so hacker fails to get actual data   

At time t'=t sec all multiple 
messages arrive at receiver 

end 
and Mt[i,j]

 

Receiver

receiver note down the 
receiving  time and apply 
the operation in reverse 

order for decryption

Similarly receiver decrypts 
all the messages using 

function 
In reverse order .

Determine 
Hamiltonian 

circuit for all K 
messages and 

decode.

Multiple 
messages Decrypted 

messages
 

Man-In-
Middle

The proposed encryption scheme is represented in the above flow chart. 
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Example 

Let the two messages to be send be INPUT and YES.  

From the encoding chart we convert this to numerical values as 9 14 16 21 20 and 25 5 19. 

Since largest message is of size five we choose the complete graph with five vertices as seen  

in Fig . The first Hamiltonian circuit is shown in blue color, that is {1, 2, 3, 4, 5, 1 } is the 

circuit. We now rotate the polygon by 
360 360

90deg rees
n 1 4

 


. This generates the second 

circuit is { 1, 4, 2, 5, 3, 1 } ( shown in red color ).  

The message is encrypted in edges of the graph as seen in Fig. 3 The edges are 

arranged in the same order the circuit is generated on rotation. Remaining edges ( 5, 3 ) and ( 

3, 1 ) is assigned label 0. 

 
Fig. 3 

 

The adjacency matrix for the above graph is given by  

 

0 9 0 25 20

9 0 14 5 19

A 0 14 0 16 0

25 5 16 0 21

20 19 0 21 0

 
 
 
 
 
 
  

 

 

which would be send to the receiver.  

 

When the receiver views the matrix he would receive the matrix which is changed 

depending on the time dependent function we choose. We have done a program in C 

language for the function we have taken in the algorithm. The snapshot of the output screen 

at time t = 3 is shown below. 
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Output Screen 1 

The matrix highlighted in red color will be the matrix received at time t = 3 by the receiver. 

 

Suppose the received message is 

31 703 31

A 703 31 751

31 751 31

 
 


 
  

 

We note the time received as t = 3. 

Using our program the original adjacency matrix is decoded as seen in the output 

screen 2. The matrix highlighted in red color gives the adjacency matrix. 

The corresponding complete graph is given in Fig. 4. 

 

 
Fig. 4 

 

The Hamiltonian circuit is < 1 2 3 1 >. The received message is 14 15 0. From the encoding 

chart the received message is NO. 
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Output Screen 2 

 

CONCLUSION 

In the proposed method each message is encrypted three times first by using encoding 

table, second by Hamiltonian circuit, third by adjacency matrix. Moreover this is also 

protected using a time dependent function. So decryption becomes almost not possible which 

means the proposed method is a secure for transmitting any message.  

Each Hamiltonian circuit can be used to transmit one message. So the matrix can be 

send to multiple receivers. Each receiver can get their message by rotating the polygon by the 

suitable angle of rotation.  

The time dependent function can be the choice of the encrypter and receiver. This 

infact increases the safety of the transmitted message so that any hacker cannot almost 

decode it. So the proposed method is safe and efficient one for transmit of message to 

multiple receivers. 
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