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ABSTRACT 

Grid Computing is computational infrastructure which includes both hardware and software to 

provide low-cost, consistent, pervasive access of high-speed data with the maximum 

computational capabilities. A Grid is combined architecture of several protocols that are all used 

for multi-purpose of jobs and provide a way for authentication, authorization, resource discovery 

and access. Grid computing allows the user to create multiple self-contained storage nodes in 

multiple networks that are interconnected in grid, so that any node can communicate with any 

other node without the data have to pass through the centralized control or server. Here in this 

paper, we explore agent based backup for secure transmission of data in grid. 
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I. INTRODUCTION 

Grid Computing allows integrating multiple distributed, diverse, and independently managed 

data sources to provide efficient data transfer mechanisms which in turn gives raise to 

scalability and efficiency. It also paves a way for data caching to minimize network traffic. 

While data travelling along a network it is possible to impose data encryption and integrity 

checks to ensure that the user data is imported or exported across the network in a protected 

fashion.  One of the major advantage of grid computing makes it a first choice for  business 

activities is that , it provide a strong backup/restore mechanisms and policies necessary to 

prevent data loss. One of the main concepts behind grid computing is to use middleware to 

divide and allocate pieces of a program among several computers, sometimes up to many 

thousands. Grid computing involves working out in a distributed fashion, which may also 

involve the aggregation of large-scale cluster computing-based systems. Grid computing is the 

combination of high performance internet, sensor network and working platform network [1]. 

 

User fulfillment is measured based on the QoS provided by the grid, such as the availability, 

performance, simplicity of access, management aspects, business values, and flexibility in 

pricing. The business merits most often relate to and indicate the problem being solved by the 

grid. Grid Computing solutions are constructed using a diversity of technologies and open 

standards. Grid Computing, in turn, provides highly scalable, highly secure, and extremely 

high-recital mechanisms for discovering and negotiating access to remote computing resources 

in a seamless manner. 
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Figure 1: Grid Architecture 

(Ref: [6]) 
 

The architecture of grid is composed of four layers such as applications, application toolkit, grid 

services and grid fabric. Each of this individual layers performs specific actions for transfer of 

data over networks in a fast and reliable manner to reach the end user [2]. The purpose of this 

paper is to review the need for grid computing in IT Environment, Globus tool kit for 

implementing grid, protocols for grid initialization, security issues and solving those security 

problems by standard security measures. The goal to virtualize the resources on the grid and 

more uniformly handle heterogeneous systems will create new opportunities to better manage a 

larger, more distributed IT infrastructure [3]. 

 

Grid computing is widely accepted domain for most of the business solutions worldwide for its 

reliability and consistency. In addition to this grid computing does not need any central control 

or server for transferring data over the network. This feature makes grid computing the first 

choice for software people for handling complex problems. This paper is organized as- section 2 

describes the data security using back up, section 3 explains agent based backup models, section 

4 states distributed Eigen trust algorithm and section 5 concludes the whole paper. 
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II. DATA SECURITY USING BACKUP 

 

Backing up, generally refers to backup is a process of copying or /and archiving of data which 

is used to restore the original data when it is loss or corrupted. There are two distinct purposes 

for utilizing backup in grids such as recover data after its loss and maintaining a copy for 

future references.  Backups are mainly used for data security, portability and redundancy. 

Before a data is passed over a network it is taken a copy and stored in a location using an 

encryption method for safety purposes. 

 

 

 

 
 

Figure 2: Backup data is placed on different nodes 
(Ref: [7]) 
 

III. AGENT BASED BACKUP MODELS 

 

The keyword agent are mainly used in the field of artificial intelligence which can be defined as 

a computer program  that exhibit two important properties such as autonomy and interaction. In 

addition to this it also contains several properties such as mobility, intelligence, adaptivity and 

communication. An agent has a capability to travel along a network and communicate with 

other agents. The agents possess two fundamental actions such as; 

 

 Agents perform personalized evaluations. 

 Agents maintain a record of reputation values and it selects the latest once obtained [5]. 

Agents adapt the following security requirements to trust other and each other’s messages or 

data transmitted across the network. They are listed below, 

 

Identity: The ability to determine the identity of an entity. This may include the ability to 

determine the identity of the owner of an agent. 

http://www.benstopford.com/wp-content/uploads/2009/11/Backups4.jpg
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Access permissions: The ability to determine what access rights must be given to an agent in the 

system, based on the identity of the agent. 

 

Content integrity: The ability to determine whether a piece of software, a message, or other 

data has been modified since it has been dispatched by its originating source. 

 

Content privacy: The ability to ensure that only the designated identities can examine a 

message or other data. To the others, the information is obscured [5]. 

 

 

IV. DISTRIBUTED TRUST ALGORITHM 

 

An agent is defined to be a software component able to interact and act autonomously based on 

the results of its interactions. The resilience to malicious behaviour created by adding the agent-

based protection mechanism will be important to future grid modernization requiring increased 

network interconnections. Traditional security mechanisms must be augmented by additional 

measures such as agent-based backup that provide adaptive protection capabilities [4]. 

 

Here we present an algorithm where all peers in the network collaborate to perform 

computations which involve data to be passed over the network which is based on Agent based 

backup. 
 

 
Algorithm 1: Distributed algorithm 

(Ref: [8]) 
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CONCLUSION 

We have clearly stated the purpose and the future use of agent based backup systems, where an 

agent is a node or a software program which is used for secure transmission of data over the 

network using grids. In order to add strength to our agent backup we have addressed distributed 

algorithm. The agent based systems add more functionality and rapidly improves the 

performance, when comparing to the normal traditional networks. 
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