
International Journal of Emerging trends in Engineering and Development                                                             

Issue 2, Vol.4 (May 2012)                                                                                                               ISSN 2249-6149  

 Page 934 
 

Intrusion Detection System Using Genetic Algorithm 
 

Yedukondalu Gangolu
1 
, Ravi Regulagadda

2
, M.Mamatha Devi

3 
, Ravindra Changala

4
 

 
1
 CSE Department, Vignan Institute of Technology and Science 

2
 CSE Department, Mallareddy Institute of Engineering & Technology 

3
 CSE Department, Vignan's Institute of Management and Technology for Women   

4
 Information Technology Department, Guru Nanak Engineering College  

______________________________________________________________________________ 

 

Abstract 

The thesis titled “Intrusion Detection System Using Genetic  algorithm  for  Network  Security”  

contains a brief overview of Intrusion Detection System (IDS), Genetic Algorithm  

(GA), and related detection techniques. The objective of the thesis is to identify the Intruder 

and block the data from intruder to avoid the system attack in a given network by using Genetic  

Algorithm. This new system is a replacement of the existing system. The major components 

of the system are creating a new set of rules during run-time. 

An  Intrusion  detection  System  inspects  all  inbound  and outbound network activity and 

identifies suspicious patterns that may  indicate  a  Network  or  System  attack  from  someone 

attempting to break into or compromise a system. 

This implementation of Genetic Algorithm is unique as it considers both temporal and 

spatial information of the network connections during encoding of the problem. Therefore, it 

should be more helpful for identification of anomalous behaviors of the network. 

GA is used to generate artificial intelligence rules for IDS. The IDS can be viewed as a rule-

based system and GA can be viewed as a tool to help generate knowledge for the rule-based 

system. This thesis shows how network connection information can be modeled as 

chromosomes and how the parameters in genetic algorithm can be defined in this respect. 

AI techniques help to identify incoming and outgoing traffic and  intrusive  behavior.  

Genetic  algorithm  is  a  family  of computational  models  based  on  principles  of  evolution  

and natural selection. These algorithms convert the problem in a specific domain into a model 

by using a chromosome-like data structure   and   evolve   the   chromosomes   using   

selection, recombination, and mutation operators. 

Keywords—Intruder, IDS , rule-based system, GA, chromosomes, selection, recombination , 

mutation. 
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I.  INTRODUCTION 

The   thesis   titled  “Intrusion   Detection   System   using Genetic Algorithm for Network 

Security” is to identify the intruder and block the data from the intruder to avoid the  

system  attack. This new  system is a replacement  of the existing system. In existing 

system, at run time it will not create a set of rules. The major components of the system are  

creating new set of rules during run time. The system shows how real time network connection 

behaviour can be modelled as chromosomes and how the parameters in genetic algorithm  

can be defined in this respect. So the intruder cannot attack the system. 

http://vmtw.ac.in/nestham.htm
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Interest  and  knowledge  about  computer  and  network security is growing along with the 

need for it. This interest is, no doubt, due to the continued expansion of the Internet and  

the increase in the number of businesses that are migrating their sales and information 

channels to the Internet. The growth  in  the  use  of  networked  computers  in  business, 

especially for e-mail, has also fueled this interest. Many people are also presented with the 

post-mortems of security breaches in high-profile companies in the nightly news and  

are given the impression that some bastion of defense had failed to prevent some intrusion. One 

result of these influences is that that many people feel that internet security and internet  

firewalls are synonymous. Although we should know that no single  mechanism  or  method  

will  provide  for  the  entire computer and network security needs of an enterprise, many  

still put all their network security eggs in one firewall basket. 

Computer networks may be vulnerable to many threats along many avenues of attack, 

including: 

1)   Social engineering, wherein someone tries to gain  access through social  means 

(pretending  to be a legitimate  system  user  or  administrator,  tricking people into revealing 

secrets, etc.) 

2)   War   dialing,   wherein   someone   uses   computer  software  and  a  modem  to  search  

for  desktop computers  equipped  with  modems  that  answer, providing a potential path into a 

corporate network 

3)   Denial-of-service  attacks,  including  all  types  of  attacks  intended  to  overwhelm  a  

computer  or  a network in such a way that legitimate users of the computer or network cannot 

use it 

4)   Protocol-based  attacks,  which  take  advantage  of  known (or   unknown)   weaknesses   in   

network services 

5)   Host   attacks,   which   attack   vulnerabilities   in  particular computer operating systems 

or in how the system is set up and administered Password guessing 

6)   Eavesdropping of all sorts, including stealing e-mail  messages, files, passwords, and other 

information over a network connection by listening in on the connection.  

 

Internet firewalls have been around for a hundred years—in Internet time. Firewalls can help 

protect against some of these attacks, but certainly not all. Firewalls can be very effective at  

what they do. The people who set up and use them must have the knowledge of how they work, 

and also be aware of what they can and cannot protect. An intrusion detection system  

(IDS) inspects all inbound and outbound network activity and identifies suspicious patterns that 

may indicate a network or system  attack from  someone attempting to  break  into or 

compromise a system. 

 

MISUSE DETECTION VS. ANOMALY DETECTION 

There are several ways to categorize an IDS. In Misuse Detection, the IDS analyze the 

information it gathers and compares it to large databases of attack signatures. Essentially,  

the IDS looks for a specific attack that has already been documented. Like a virus detection 

system, misuse detection software is only as good as the database of attack signatures  

that it uses to compare packets against. In anomaly detection, 

the system administrator defines the baseline, or normal, state of the network’s traffic load, 

breakdown, protocol, and typical packet size. 

The  anomaly  detector  monitors  network  segments  to compare  their  state  to the normal  
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baseline and look  for anomalies. 

    Network-based System vs. Host-based System:  

In a network-based  system,  or  NIDS,  the  individual packets flowing through  network are 

analyzed. The NIDS can detect malicious packets that are designed to be overlooked by a 

firewall’s simplistic filtering rules. In a host-based system, the IDS examines at the activity on 

each individual computer or host. 

    Passive System vs. Reactive System:  

in a passivesystem, the IDS detects a potential security breach, logs the information and signals 

an alert. In a reactive system, the IDS responds to the suspicious activity by logging  off a  user  

or by reprogramming the firewall to block network traffic from the suspected malicious source. 

Though they both relate to network security, an IDS differs from a firewall in that a firewall 

looks out for intrusions in order to stop them from happening. The firewall limits the access 

between networks in order to prevent intrusion and does not signal an attack from inside the 

network. An IDS evaluates a suspected intrusion once it has taken place and signals  an  

alarm.  An  IDS  also  watches  for  attacks  that originate from within a system. 

 

What is knowledge-based intrusion detection? 

There  are  two  complementary  approaches  to  detecting intrusions, knowledge-based 

approaches and behavior based approaches. This entry describes the first approach. Almost all 

IDS tools today are knowledge-based. This is also referred to in the literature as misuse detection. 

Knowledge-based intrusion detection techniques apply the knowledge accumulated about 

specific attacks and system vulnerabilities.   The   intrusion   detection   system   contains 

information about these vulnerabilities and looks for attempts to exploit these  vulnerabilities. 

When such an attempt is detected, an alarm is triggered. In other words, any action that is  not  

explicitly  recognized  as  an  attack  is  considered acceptable.  Therefore,  the  accuracy  of  

knowledge-based intrusion detection systems is considered good. 

However, their completeness (i.e. the fact that they detect all  possible  attacks)  depends  on  

the  regular  update  of knowledge about attacks. 

Advantages of the knowledge-based approaches are that they have the potential for very low 

false alarm rates, and the contextual analysis proposed by the intrusion detection system  

is detailed, making it easier for the security officer using this intrusion detection system to take 

preventive or corrective action. 

 

Evolution 

When we talk about Intrusion Detection Systems (IDS), management automatically 

assumed it is the solution to all network, organization and social problems. Most people deal 

with this technology like it is a monolithic solution. This is not a good way to consider any 

security technology; it does not work like that. The majority fails to recognize that IDS' initial 

design and function is  to protect  the organization's  vital information from an outsider. 

However,   this   is   now   slowly   changing,   as   more organizations  want  to  monitor  

their  "networks"  because studies show the majority of all losses in the commercial sector 

involve insiders. They now want to use the IDS in any of the following combinations: To track 

down insiders, catch them in the act, get the evidence needed for prosecution, fire them or take 

them to court for indictment. 

Another factor  to consider is technology  is still at  its infancy  and intrusions  get missed  

due to  its immaturity.RAID'99 identified that in order to reach its full potential as a  
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forensic tool; IDS' role must evolve to include better logging and collections of forensic tools 

to use the information as evidence. 

New attack techniques are coming out each month and the IDS technology must adapt to these 

rapid changes. The list of all known attacks constantly changes rendering codifying the  

statistical "signature" of a new attack a daunting task for R&D labs. 

Current   Network   Intrusion   Detection   System  (NIDS) products (first  generation)  use  a  

predominantly  passive approach to collect data via protocol analysis by watching  

traffic on the network. Most IDS have been built on signature-base and anomaly detection, 

providing the capability to look for set "patterns" in packets, but they can also be tuned to look  

for things you should never see. The addition of specific string search signature (i.e. look for 

confidential), logging and TCP reset features has greatly enhance the IDS capability as a  

detection and protection tool. 

The work done by Common Vulnerabilities and Exposures (CVE) Editorial Board is a result 

of a collaborative effort, which  will  advance  and  standardize  attack  names  and 

definitions across vendors. Since its implementations (1999), a large number of organizations 

have declared that they are working to make their product or database CVE-compatible. This list 

can be viewed at http://cve.mitre.org. 

 

Tomorrow's IDS 

Due to the inability of NIDS to see all the traffic on switched Ethernet, many companies 

are now turning to Host-based IDS (second generation). These products can use far  

more efficient intrusion detection techniques such as heuristic  

rules and analysis. Depending on the sophistication of the sensor, it may also learn and 

establish user profiles as part of its behavioural database. Charting what is normal behaviour  

on the network would be accomplished over a period of time. 

 

Strengths: 

1)   A strong  IDS Security Policy is the HEART of  commercial IDS 

2)   Provides  worthwhile  information  about  malicious  network traffic 

3)   Can be programmed to minimize damage 

4)   A useful tool for ones Network Security Armory 

5)   Help identify the source of the incoming probes or 

attacks 

6)   Can collect forensic evidence, which could be used to identify intruders 

7)   Similar to a security "camera" or a "burglar alarm" 

8)   Alerts security personnel that a Network Invasion maybe in progress 

9)   When well configured, provides a certain "peace" of  mind 

10) Alert security personnel that someone is picking the  “lock” 

11) Part of a Total Defence Strategy infrastructure 

 

II. GENETIC ALGORITHM 

Genetic algorithm is a family of computational models based on principles of evolution and 

natural selection. These algorithms convert the problem in a specific domain into a model by 

using a chromosome-like data structure and evolve the   chromosomes   using   selection,   

recombination,   and mutation operators. The range of the applications that can make use of 

genetic algorithm is quite broad. In computer security applications, it is mainly used for 

http://cve.mitre.org./
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finding optimal solutions to a specific problem. 

The process of a genetic algorithm usually begins with a randomly   selected   population   of   

chromosomes.   These chromosomes are representations of the problem to be solved. According to 

the attributes of the problem, different positions of  each  chromosome  are  encoded  as  bits,  

characters,  or numbers. These positions are sometimes referred to as genes and are changed 

randomly within a range during evolution. The set of chromosomes during a stage of evolution 

are called a population. An evaluation function is used to calculate the “goodness” of each 

chromosome. 

During evaluation,  two basic  operators, crossover and mutation, are used to simulate the 

natural reproduction and mutation  of  species.  The  selection  of  chromosomes  for  

survival  and  combination  is  biased  towards  the  fittest chromosomes. 

Fig.1 shows the structure of a simple genetic algorithm. It starts with a randomly generated 

population, evolves through selection, recombination (crossover), and mutation. Finally, the best 

individual (chromosome) is picked out as the final result once the optimization criterion is met. 

A genetic algorithm is quite straightforward in general, but it could be complex in most cases. 

For example, during the crossover operation, there could be one-point crossover or even  

multiple  point  crossovers.  There  are  also  parallel implementations of genetic algorithms. 

Sometimes series of parameters (for  example,  mutation  rate,  crossover  rate, population size, 

chromosome size, number of evolutions or generations, and how the selection is done) 

needs to be considered with specific selection process. The final goal is to search the solution 

space in a relatively short period of time. 

 

III. GENETIC ALGORITHM APPLIED TO NETWORK  SECURITY 

Applying genetic algorithm to intrusion detection seems to be   a  promising  area.  We  

discuss  the   motivation  and implementation details in this section. 

Genetic algorithms can be used to evolve simple rules for network traffic. These rules are 

used to differentiate normal network  connections  from  anomalous  connections.  These  

anomalous connections refer to events with probability of intrusions. The rules stored in the 

rule base are usually in the following form: 

 

if { condition } then { act } 

 

For the problems we presented above, the condition usually refers to a match between current 

network connection and the rules in IDS, such as source and destination IP addresses and  

port numbers (used in TCP/IP network protocols), duration of the connection, protocol used, etc., 

indicating the probability of an intrusion. The act field usually refers to an action defined by the 

security policies within an organization, such as reporting an alert to the system administrator, 

stopping the connection, logging a message into system audit files, or all of the above. For example, 

a rule can be defined as: 

 

if {the connection has following information: source IP  

address 124.12.5.18; destination IP address: 130.18.206.55;  

destination port number: 21; connection time: 10.1 seconds } 

then {stop the connection} 

 

This rule can be explained as follows: if there exists a network  connection  request  with  
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the  source  IP  address 124.12.5.18, destination IP address 130.18.206.55, destination  

port number 21, and connection time 10.1 seconds, then stop  

this connection establishment. This is because the IP address 124.12.5.18 is recognized by the 

IDS as one of the blacklisted IP addresses; therefore, any service request initiated from it is 

rejected. 

The final goal of applying GA is to generate rules that match only the anomalous 

connections. These rules are tested on   historical   connections   and   are   used   to   filter   new  

connections  to  find  suspicious  network  traffic.  In  this implementation, the network 

traffic used for GA is a pre-classified   data   set   that   differentiates   normal   network  

connections from anomalous ones. This data set is gathered using network sniffers (a program 

used to record network traffic without doing something harmful) such as Tcpdump  

(http://www.tcpdump.com) or Snort (http://www.snort.com). The  data  set  is  manually  

classified  based  on  experts’ knowledge. It is used for the fitness evaluation during the  

execution of GA. By starting GA with only a small set of randomly generated rules, we can 

generate a larger data set that contains rules for IDS. These rules are “good enough” solutions 

for GA and can be used for filtering new network traffic. 

 

A.   Genetic Operators: 

1)   Selection 

This is done by selecting the best individuals from the population. 

2)   Crossover 

It is done by combining portions of two parents to create two   new   individuals   called   

offspring   which   inherit   a combination of features of the parents. 

 

 

 

 

 

 

 

 

3)   Mutation 

Mutation  is  an  incremental  pair  change  made  to  each member of the population with a 

small probability. Mutation enables new features to be introduced into the population. 

 

 

 

 

 

 

B.   Other parameters 

There are also other parameters that need to be considered, such as mutation rate, crossover 

rate, number of populations, and  number  of  generations.  These  parameters  should  be 

adjusted according  to the  application environment of the system and the organization’s 

security policy. 

Genetic  algorithms  are  original  systems  based  on  the supposed functioning of  the iving. 

http://www.tcpdump.com/
http://www.snort.com/
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The  method is  very different from classical optimization algorithms. 

1)   Use  of  the  encoding  of  the  parameters,  not  the  parameters themselves. 

2)   Work on a population of points, not a unique one. 

3)   Use the only values of the function to optimize, not 

their derived function or other auxiliary knowledge. 

4)   Use probabilistic transition function not determinist ones. 

It's important to understand that the functioning of such an algorithm does not guarantee 

success. We are in a stochastic system and a genetic pool may be too far from the solution, or for 

example, a too fast convergence may halt the process of evolution. 

What could be the link between optimization methods and artificial life? 

a.   Evolution and optimization 

b.   Evolution and Genetic Algorithm 

c.   Functioning of a Genetic Algorithm 

We can then see that the principle of genetic algorithms is simple: 

1)   Encoding of the problem in a binary string. 

2)   Random generation of a population. This one 

includes a genetic pool representing a group of possible solutions. 

3)   Reckoning of a fitness value for each subject. It will  directly depend on the distance to the 

optimum. 

4)   Genomes crossover and mutations. 

5)   And then start again from point 3. 

 

C.   Structure of Genetic Algorithm 

 

 

 

 

 

 

 

 

 

 

 

Fig.1 

 

D.  System Architecture 

 

 

 

 

fig.2 

 

The above fig.2 shows the structure of this implementation.We need to collect enough historical 

data that includes both normal and anomalous network connections. This is the first  

part  inside  the  system  architecture.  The  network  sniffers analyze this data set and results 
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are fed into GA for fitness evaluation. Then the GA is executed and the rule set is  

generated. These rules are stored in a database to be used by the IDS. 

 

E.   Architectural Block Diagram 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Level 0: 

The Level 0 diagram shows the basic scenario . 

 

 

 

 

 

 

 

 

Level 1: 

The following diagram Level 1 illustrates the expansion of the server system in detail
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Level 2: 

The diagram Level 2 explains each and every component of server system in detail. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Level 3: 

The diagram Level 3 describes the intermediate systems between   source   and   the   server 

(hopcount)   and   each component of the server system. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Passing systems are intermediate systems in between the source and destination in the network. 

Sniffer  is  a  computer  software  or  hardware  that  can intercept and log traffic passing over a 

igital network. 

Chrom Convert is software which converts the data packets into chromosomes.  Chromosome is 

a set of parameters which define a proposed solution to the problem that the genetic algorithm 

is trying to solve. 

 

IV. CONCLUSIONS 

By using genetic algorithm, during run time the new set of rules  will be added  in the  

dataset.  A brief overview  of Intrusion Detection System, Genetic algorithm, and related 

detection techniques are discussed. This implementation of genetic algorithm is unique as it 
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considers both temporal and spatial   information   of   network   connections   during   the 

encoding of the problem; therefore, it should be more helpful for identification of network 

anomalous behaviours. 
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