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Abstract:  Now a days as communication system plays a vital role in computer applications. 

The network or inter connected network has to be a secure. Increase in use of computer 

increase the threats and vulnerabilities. Now almost all the transactions and confidential 

information is sent trough the computer applications and communication system. For secure 

transactions and for security of the confidential information has to be maintained.  There are 

different types of attacks possible on the network. Day by day the algorithm and Architecture 

etc  are known to everyone that cannot be kept secret. there are people who can invent the 

new attack by finding out the vulnerabilities of the algorithm or data structure used in the 

implementation. TCP/IP protocols are used for the communication . there are many 

vulnerabilities  present in the TCP/IP protocol suite, Due to these  vulnerabilities there are 

many attacks possible on the network. Snort is best and well known IDS used which is open 

source. But some time it operates as IPS. Some features which are provided by other like 

SAX  is also provided with this Intrusion prevention system.  
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INTRODUCTION 

An Intrusion Detection System (abbreviated as IDS) is a defense system, which detects 

hostile activities in a network. The key is then to detect and possibly prevent activities that 

may compromise system security, or a hacking attempt in progress including 

reconnaissance/data collection phases that involve for example, port scans. One key feature 

of intrusion detection systems is their ability to provide a view of unusual activity and issue 

alerts notifying administrators and/or block a suspected connection. According to Amoroso 

[1], intrusion detection is „a process of identifying and responding to malicious activity 

targeted at computing and networking resources". In addition, IDS tools are capable of 

distinguishing between insider attacks originating from inside the organization (coming from 

own employees or customers) and external ones (attacks and the threat posed by hackers). 

Intrusion Prevention Systems (IPS), also known as Intrusion Detection and Prevention 

Systems (IDPS), are network security appliances that monitor network and/or system 

activities for malicious activity. The main functions of intrusion prevention systems are to 

identify malicious activity, log information about said activity, attempt to block/stop activity, 

and report activity. 

Intrusion prevention systems are considered extensions of intrusion detection systems 

because they both monitor network traffic and/or system activities for malicious activity. The 

main differences are, unlike intrusion detection systems, intrusion prevention systems are 

placed in-line and are able to actively prevent/block intrusions that are detected.[3],[4]More 

specifically, IPS can take such actions as sending an alarm, dropping the malicious packets, 

resetting the connection and/or blocking the traffic from the offending IP address. [7] An IPS 

can also correct Cyclic Redundancy Check (CRC) errors, unfragment packet streams, prevent 

TCP sequencing issues, and clean up unwanted transport and network layer options. [6] 

http://en.wikipedia.org/wiki/Network_security
http://en.wikipedia.org/wiki/Intrusion_detection_system
http://en.wikipedia.org/wiki/Intrusion_prevention_system#cite_note-Boyles2010-3
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RELATED WORK 

Detection methods 

An IDS can be classified into misuse intrusion detection and anomaly intrusion detection 

according to whether the features of an intrusion are known or unknown in advance. The 

misuse IDS retrieves attacks’ signatures and establishes a database for the collection . During 

the detection process, the IDS will retrieve a subject signature and search a match against the  

established signature database.[5] The majority of intrusion prevention systems utilize one of 

three detection methods: signature-based, statistical anomaly-based, and stateful protocol 

analysis.[3] 

Signature-based Detection: This method of detection utilizes signatures, which are attack 

patterns that are preconfigured and predetermined. A signature-based intrusion prevention 

system monitors the network traffic for matches to these signatures. Once a match is found 

the intrusion prevention system takes the appropriate action. Signatures can be exploit-based 

or vulnerability-based. Exploit-based signatures analyze patterns appearing in exploits being 

protected against, while vulnerability-based signatures analyze vulnerabilities in a program, 

its execution, and conditions needed to exploit said vulnerability. 

Statistical Anomaly-based Detection: This method of detection baselines performance of 

average network traffic conditions. After a baseline is created, the system intermittently 

samples network traffic, using statistical analysis to compare the sample to the set baseline. If 

the activity is outside the baseline parameters, the intrusion prevention system takes the 

appropriate action. 

Stateful Protocol Analysis Detection: This method identifies deviations of protocol states by 

comparing observed events with “predetermined profiles of generally accepted definitions of 

benign activity.”[3]  

An intruder actually trying to compromise a system often uses a large number of exploits and 

makes many unsuccessful attempts. His activities differ from those of the user working with 

the system [2]. Any penetration-testing tool should be able to identify suspicious activities 

after a certain threshold has been exceeded. Then, an alert may be produced and diffused. 

This passive technique allows detection of intruders without discovering a clear picture of the 

event (exploits involved, tools, services, software configuration, etc.), by only quantitatively 

examining network activities.  

Passive methods used in intrusion detection are driven from databases of recurrent attack 

signatures that should consider the following technical aspects [1]:  

Repetition thresholds to help distinguish between legal and suspicious activities (that trigger 

alerts). Network activities can be identified using multiple parameter values derived, for 

example, from the user profile or Session State.  

Time between repeat instances – a parameter to determine the time to elapse between 

consecutive events, for example, an activity is to be considered suspicious if within a two-

minute interval, three consecutive unsuccessful login attempts are made.  

Constructing a database of repetitive attack signatures. An attack may involve neutral 

activities (mostly in the reconnaissance phase) and/or those misleading the IDS defense 

devices. In such a case, construction of an attack signature may be impossible or very 

difficult.  

Directional inconsistencies in traffic 

Any directional inconsistency in packets or sessions is one of the symptoms of a potential 

attack. 
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Considering the source address and location (outbound or inbound) can identify the direction 

of a packet.Session flow is identified by the direction of the first packet of that session. 

Therefore, a request for service on a local network is an incoming session and a process of 

activating a Web based service from a local network is an outgoing session. 

The following directional inconsistencies may be considered as attack evidence indicators: 

Packets originating in the Internet (incoming) and identified by their local network source 

address – request for service incoming from outside, for which the packets have their internal 

source address. This situation may indicate a possible outside IP spoofing attack. Such 

problems can be routinely solved at routers that can compare the source address with the 

destination location. In practice, few routers support this security option since this is the 

domain of firewalls.  

Packets originating in a local network (outgoing) and sent to an external network with an 

external destination address – this is a reverse case. An intrusion attempt is accomplished 

from outside and targeted at an external system.  

Packets with unexpected source or destination ports – if the source port of an incoming or 

outgoing request is not consistent with the type of service, this may indicate an intrusion 

attempt (or system scanning). Example: requesting Telnet Service on port 100 in an 

environment where it is expected that such a service cannot be supported (if available at all). 

Directional inconsistencies are most likely to be detected by firewalls that simply drop illegal 

packets. However, firewalls are not always merged with intrusion detection systems, 

therefore it is expected that the latter will also remedy the above problem. 

Unexpected attributes as an intrusion symptom 

The most frequent cases are the ones where one is expected to deal with a set of attributes of 

packets or specific requests for services. It is possible to define the expected attribute pattern. 

If encountered attributes do not match this pattern, this may indicate a successful intrusion or 

intrusive attempt. 

Calendar and time attributes – in certain environments, specific network behavior may occur 

regularly at a certain time of day. If this type of regular behavior gets disrupted, the case 

needs to be checked. As an example we will use a company where bank transfers are made 

each Friday afternoon. In this way, electronic data interchange transactions working at this 

time and on this day can be considered a normal activity. If Friday were a holiday, any 

transfer occurring would require a check [1].  

System resource attributes. Certain intrusions involve defacing of specific sets of system 

attributes. A brute force password crack is associated with heavy CPU usage whilst DoS 

attacks do the same with system services. Heavy usage of system resources (processor, 

memory, disk drive, system processes, services, and network connections), particularly at an 

abnormal time, should always be a valuable intrusion indicator.  

Packets with unexpected TCP acknowledgement settings. If there is an ACK-flag set through 

a packet and no previous SYN-packet has been sent, this fact can be associated with an 

intrusion attempt (or service scan). Such a situation may also be a symptom of packet 

damage, a malfunctioning network of software elements, and not an attack attempt.  

Service mix attributes. Often it is possible to define a standard set of inbound and/or 

outbound services provided to a specific user. For example, if the user is on a business trip, 

he is expected to use email and file transfer options only. Any attempt, on his account, via 

Telnet to access various ports may indicate an intrusion.  
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There is also a more general notion than service mix, namely user and service profiles that 

help in distinguishing between typical and unexpected attributes. A signature file that holds a 

common set of services for a specific user may also store additional information composed of 

multiple attributes. These may include typical system-related working hours of the user, 

location of the workstation (site in geographic context, IP addresses), intensity of using 

resources, typical session duration by individual services. 

 

PROPOSED SYSTEM 

The proposed system focuses on only the Network intrusion detection and prevention. When 

considered any network, Main source of attack is denial of service attack.  

Denial of Service 

Denial of Service (DoS) is an attack that prevents a system or a network from using its 

resources normally. These attacks are known to abuse Internet citizens, to stop network 

traffic and commerce to corporate websites, and to suppress the network presence of hosts 

that an attacker wants to impersonate. IP spoofing is a common technique that is used when 

attackers mount denial of service attacks to hide their identities and/or to cause their attacks 

to succeed. 

A list of the most common DoS attacks are described in this section: 

Flooding Attack 

In this type of attack an attacker sends a packet with the source address of the victim to 

multiple hosts. Responses from other machines flood the victim. For example, if an attacker 

uses the IP address of source A and sends a broadcast message to all the hosts in the network, 

then all of them will send a reply back to A, hence flooding it. The well-known Smurf and 

fraggle attacks used this technique.  

 This attack exploits the TCP three-way handshake and causes the victim’s machine to crash. 

In this attack, the attacker sends a large number of SYN packets to the victim. 

The success of this attack depends on the number of packets sent and the speed with which 

they are sent. To make the attack work effectively, attackers usually fork many child 

processes that can send many packets to the victim at the same time. A SYN flooder engine 

works as follows (A refers to the attacker and B refers to the victim’s machine): 

1. A constructs a TCP packet and does the following: sets the SYN flag in the TCP header, 

fills the source address in the IP header with a spoofed IP address (the source IP address must 

be a machine that is down to get this attack to work), fills the destination address in the IP 

header with B’s IP address, and finally fills the destination port number in the TCP header 

with a port on B that is listening and accepting connections. 

2. A calls the sendto system call and the packet is sent to B. 

3. B receives a SYN packet and since the port on B is accepting connections then B adds the 

packet to a queue of half-open connections. B will attempt to finish the three-way handshake 

and as a result a SYN/ACK packet is sent to the spoofed IP address in the packet. Since the 

spoofed IP address is a machine that is down (i.e. not connected to the Internet at this time), 

then no response will be sent back to B but B will keep waiting for an ACK packet. 

4. A repeats the same procedure in step 1 and sends more and more SYN packets until the 

queue of half-open connections on B gets filled up (the queue will always have a fixed size 

because memory is fixed). Once B’s queue gets filled, then B will usually crash. 
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Setting a time limit for half-open connections and then erasing them after the timeout can 

help with DoS problem, but the attacker may keep continuously sending the packets. The 

attacked host will not have space to accept new incoming legitimate connections, but the 

connection that was established before the attack will have no effect. In this type of attack, 

the attacker has no interest in examining the responses from the victim. When the spoofed 

address does belong to a connected host, that host sends a reset to indicate the end of the 

handshake. 

Flooding using IP spoofing  

It is that the sender has some kind of malicious intention and does not want to be identified. 

You can use the source address in the header of an IP datagram to trace the sender's location. 

Most systems keep logs of Internet activity, so if attackers want to hide their identity, they 

need to change the source address. The host receiving the spoofed packet responds to the 

spoofed address, so the attacker receives no reply back from the victim host. But if the 

spoofed address belongs to a host on the same subnet as the attacker, then the attacker can 

"sniff" the reply. You can use IP spoofing for several purposes; for some scenarios an 

attacker might want to inspect the response from the target victim (called "nonblind 

spoofing"), whereas in other cases the attacker might not care (blind spoofing). Following is a 

discussion about reasons to spoof an IP packet. 

A new DoS attack detection scheme using source IP address monitoring was presented in 

Peng et al. [2004]. Generally, the set of source IP addresses that is seen during normal 

operation tends to remain stable. In contrast, during DoS attacks, most of the source IP 

addresses have not been seen before. By using a carefully prebuilt IP Address Database, it is 

possible to sequentially monitor the proportion of new source IP addresses seen by the target, 

and detect any abrupt change using a statistical test called Cumulative Sum (CUSUM) 

[Brodsky and Darkhovsky 1993]. An abrupt change of the proportion of new source IP 

addresses is a strong indication of a DoS attack. More importantly, this method can improve 

the detection accuracy by also monitoring the traffic rate per IP address. 

Different IP trace-back schemes[8] are also available to avoid and trace the IP spoofing. But 

to implement the trace back scheme It is depends on the protocol and packet marking scheme 

used in the algorithm. Also every router or system should be loaded with that packet marking 

scheme.  Detection of spoofed IP packets requires support of routers, host-based methods, 

and administrative controls, whereas tracing of IP packets involves special traceback 

equipment or traceback features in routers.  

Another method is to check the Time to Live (TTL) value of the packet, and then send a 

request to the spoofed host. If the reply comes, you can compare the TTL of both packets. 

Most probably the TTL values will not match. But of course it is also possible that these TTL 

values are the same but the packet is coming from a different source, and conversely. Packets 

generated by different operating systems differ slightly in values of certain fields; for 

example, in Internet Control Message Protocol (ICMP) ping packets, you can examine the 

data payload to determine the operating system. Windows fills the packet with letters of the 

alphabet, whereas Linux puts numbers in the data portion. If the suspicious packet does not 

have the same characteristics as the legitimate packet, that is evidence it was not sent from 

the IP address that is in its source address field. You can also use IP identification numbers to 

determine whether a packet is actually coming from the said source. For legitimate packets 

the IP ID is close in value, but this method is not reliable because the attacker can ping the 

said source and determine the IP ID that it is using, and then craft packets that will seem 

legitimate. all these techniques trying to determine only whether or not a packet is spoofed, 

and taking all these steps for all packets would be prohibitive from an overhead standpoint. 
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Thus you should either randomly check packets or determine some suspicious activity that 

would trigger further investigation for spoofed-packet detection. 

There are number of tools available to send the packet with spoofed address. Eg hping tool[9] 

can be used by writing one command send the packet with spoofed address. 

So to determine whether the source IP address is spoofed address or not the above scheme 

(Checking the TTL value) is used in actual implementation. 

Ping of Death 
The ICMP protocol is used to mount Ping of Death attack. Some software allows the attacker 

to send ICMP packets that are larger than 65,536 bytes which is the maximum that the 

TCP/IP specification allows [9]. Since the packet is large, then it gets fragmented to smaller 

packets and sent to the victim’s machine. Once the victim receives all the fragments and 

reassembles them to their illegal size, the buffer that stores the complete packet overflows 

and causes the system to crash. 

Prevention techniques are described below: 

- SYN Flood: A very simple way to prevent against this attack can be done by adding 

appropriate checks to the queue of half-open connections. If the queue is about to get filled 

up then abort all the connections and flush the queue. 

- Ping of Death: Keep track of the current fragment size and next fragment size and if adding 

the next fragment size exceeds 65,536 bytes then discard the packet. 

To keep track of half-opened connections, The detection scheme in Wang et al. [2002] is 

based on the fact that a normal TCP connection starts with a SYN packet and ends with a FIN 

or RST packet. When the SYN flood starts, there will be more SYN packets than FIN and 

RST packets. The attacker can avoid detection by sending the FIN or RST packet in 

conjunction with the SYN packets. 

Implementation details 

As the Intrusion Prevention System should be platform independent so the JVM is used to 

develop system. Jpcap library is used to develop the  packet sniffer. And the iptable 

command that is the linux firewall is used to prevent intra-network from the malicious traffic. 

For windows operating system winpcap is required and for linux or unnix libpcap library has 

to be installed to use the jpcap. 

Once jpcap is installed then scan the network interfaces available through which the packets 

enter into the intra-network. After reading the network interfaces capture the packet in 

promiscuous mode. Compulsory, Promiscuous mode is required. After capturing the packet 

check for the Type of Packet coming. If the type of packet is TCP then check the SYN flag 

and ACK flag and all other flags for attack detection. If SYN flag is set and For the same the 

destination address the packets are coming again and again then it is assumed to be SYN-

Flood attack. Once attack is detected then store that information in the log file. Then take 

appropriate action for dropping the packet by writing the executing the iptable command on 

Linux or use net-filter on windows. 

Using iptable rules intrusion prevention system can be implemented. The system prevent the 

smurf attack (ICMP packets), Fraggle attack (UDP packets),SYN-FIN attack, SYN-RST 

attack, XMAS attack, NMAPfin_scan attack, Null flag attack, All flag attack, IP spoofing 

rule. 

Smurf attack can be detected as if the incoming packet is ICMP packet and the packet type is 

8 i.e echo request packet and the destination address is broadcast address. Once the smurf 
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attack is detected then by writing the iptble rule it can be prevented. For smurf attack the 

iptable rule is: 

 

Fig 1. Detection of smurf attack 

iptables -A INPUT -p icmp --icmp-type echo-request -m addrtype --dst-type BROADCAST -j 

DROP 

If the TCP packets are invalid the that should not enter into the network at all. The invalid 

TCP protocols can be checked by writing the rules as given bellow: 

iptables -A INPUT -p tcp -m tcp --tcp-flags SYN,FIN SYN,FIN -j DROP 

iptables -A INPUT -p tcp -m tcp --tcp-flags SYN,RST SYN,RST -j DROP); 

Fraggle attack can be detected as detecting the UDP packet flooding same as by checking the 

dest_addr and the port number through which request is coming. 

 

CONCLUSION 

The Intrusion prevention system is a extension to Intrusion detection system. So to implement 

the IDS various data mining algorithms are proposed Also there are many IDS design based 

on neural network, fuzzy logic that can be used to implement the IPS(Intrusion Prevention 

System. The main thing which is required in the NIDS is to detect the attack as early as 

possible and prevent it from actually causing the system on the network. So the detection 

process should be faster. The methods which are used to avoid DoS attack which are given 

above requires less time for computation. So it is faster that other algorithms. 
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