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ABSTRACT 

 

An intrusion detection system‟s (IDS) main goal is to classify activities of a system into 

two major categories: normal and suspicious (intrusive) activities. Intrusion detection systems 

usually specify the type of attack or classify activities in some specific groups. Data mining is 

one of the technologies applied to IDS to invent a new pattern from the massive network data as 

well as to reduce the strain of the manual compilations of the intrusion and normal behavior 

patterns. Discovering knowledge in the form of classification rules is one of the most important 

tasks of data mining. Discovery of comprehensible, concise and interesting rules helps us to 

make right decisions.  Genetic Algorithms, being global search method, have been extensively 

applied for discovery of automated classification rules. Fuzzy Logic was integrated with genetic 

algorithms for discovery of Fuzzy Classification Rules (FCRs) which are more interpretable and 

cope better with pervasive uncertainty and vagueness in real world decision making situations. 

This paper proposes genetic-fuzzy approach for discovery of fuzzy decision rules to detect the 

malicious behavior of network. In this work, application of GA in the fuzzy environment is 

preferred over other searching techniques as it is a promising optimization technique to find 

better or optimal solutions due to global searching. 
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INTRODUCTION 

 

Intrusion incidents to computer systems are increasing because of the commercialization of the 

Internet and local networks [24]. Computer systems are turning out to be more and more 

susceptible to attack, due to its extended network connectivity. Intrusion detection is becoming 

an increasingly important technology that monitors network traffic and identifies network 

intrusions such as anomalous network behaviors, unauthorized network access, and malicious 

attacks to computer systems [1]. Intrusion detection has emerged as a significant field of 

research, because it is not theoretically possible to set up a system with no vulnerabilities [19]. 

One main confrontation in intrusion detection is that we have to find out the concealed attacks 

from a large quantity of routine communication activities [11]. Several machine learning (ML) 

algorithms, for instance Neural Network [3], Support Vector Machine [13], Genetic Algorithm 

[15], Fuzzy Logic [17], and Data Mining [20] and more have been extensively employed to 
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detect intrusion activities both known and unknown from large quantity of complex and dynamic 

datasets. Generating rules is vital for IDSs to differentiate standard behaviors from strange 

behavior by examining the dataset which is a list of tasks created by the operating system that are 

registered into a file in historical sorted order [6]. Various researches with data mining as the 

chief constituent has been carried to find out newly encountered intrusions [20]. The analysis of 

data to determine relationships and discover concealed patterns of data which otherwise would 

go unobserved is known as data mining. Many researchers have used data mining to focus into 

the subject of database intrusion detection in databases [18]. In this paper, we present a GA-

based approach to network malicious behavior detection. GA is chosen because of some of its 

nice properties, e.g., robust to noise, no gradient information is required to find a global optimal 

or sub-optimal solution, self-learning capabilities, etc. Using GAs for network intrusion detection 

has proven to be a cost-effective approach. The input to the proposed system is KDD Cup 1999 

dataset, which is divided into two subsets such as, training dataset and testing dataset. 

 

RELATED WORK 

 

Bridges [2]: Implemented a method to detect both anomalies and network misuses by combing 

Genetic Algorithm‟s and Fuzzy data mining technologies. In this method select the most 

significant network features and locate the best possible parameters of the fuzzy function by 

using Genetic Algorithm. 

Crosbie [5]: Proposed a methodology to detect network anomalies using Genetic Programming 

(GP) and multiple agent technology. When the agents are not properly initialized, the training 

process takes long time. The communication among small autonomous agents is still a problem. 

Lu [22]: Develop a method to derive a set of classification rules by using Genetic Programming 

(GP) with help of past data of network. In this method using GP the practical implementation is 

more difficult due to the system required more data or time. 

Li [14]: Present to detect network anomalous using Genetic Algorithm. The detection rates may 

be increased due to quantitative features inclusion. However, no implementation results are 

available. 

Xiao [23] : Proposed a methodology to detect abnormal behaviors of network using Genetic 

Algorithm and information theory. The Genetic Algorithm complexity reduced by use of mutual 

information. However this methodology applicable only for discrete features. 

Selvakani [16]: Applied Genetic Algorithm to generate rules for training the IDS. Rules are 

generated for only Smurf (DoS) attack and Warzemaster (R2L) attack. This performance of this 

methodology detection rate is low. This survey shows that the proposed Intrusion Detection 

models for R2L, U2R, Probe attacks get low detection rates using KDDCup dataset. This paper 

studies two types of attacks for each category i.e., DoS, R2L, U2R and Probe. Observed all the 

features in the KDDCUP Dataset to detect the attacks 

Yaun & Zhuang (1996) and Janikow (1995) applied Genetic Algorithm for discovery of FCRs 

and results were found competitive to decision tree induction and the performance was better in 

terms of predictive accuracy of discovered rule set. Traditionally classification algorithms 

focused either on accuracy or interpretability [10], [25].  

Roubos et al. (2001) proposed fuzzy classifier system that takes into account both accuracy as 

well as interpretability, so as to keep the discovered rule bases small and comprehensible [15].  

Ishibuchi (1995, 1996, 1999) made a remarkable initial contribution for improving the 

performance of fuzzy classifier systems for pattern classification problems [7], [8], [9]. A hybrid 
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algorithm of two fuzzy genetics-based machine learning approaches (i.e., Michigan and 

Pittsburgh) for designing fuzzy rule-based classification systems has also been proposed.  

A new method was also proposed to automatically learn the knowledge base (KB) by finding an 

appropriate database by means of a genetic algorithm while using a simple generation method to 

derive the rule base (RB) [4]. 

 

FUZZY RULES   

 

A Fuzzy Classification Rules (FCR) is represented as below:  

IF x1 is X1 AND x2 is X2……..AND xn is Xn THEN y is B  

where n denotes the number of attributes present in dataset, x1,x2,….xn attributes in the 

antecedent part of rule, y is the target class attribute and X1, X2,…,Xn and B are associated fuzzy 

sets on the unit interval [0, 1] for the antecedent and consequent parts respectively [21], [27]. 

FCR are more natural in representation and easy to interpret. For example the fuzzy condition 

“salary=low” and “age=old” seems more natural than crisp condition “salary<=145.6 $” and 

“age>=59”. 

 

GENETIC ALGORITHM FOR FUZZY CLASSIFICATION RULES DISCOVERY 

 

In this section GA approach is presented for the automated discovery of FCRs as the underlying 

knowledge representation. The evolutionary system is able to acquire information from datasets 

and extract comprehensible classification rules for each available class, given the values of some 

attributes, called predicting attributes.  The basic idea is to consider a population composed of 

individuals each representing a single candidate rule, and to gradually improve the quality of 

these rules by constructing new fitter rules until either no further improvements occur or a fixed 

maximum number of generations have been reached. The major steps of this evolutionary system 

can be formalized as follows (Falco et al., 2005): 

Step 1) Follow the steps to generate an initial population of rules randomly which 

represent suitable solutions to the problem 

a. Normalize the population 

b. Fuzzify the population 

c. Encode the population 

Step 2) Measure the fitness of each rule using an appropriate fitness function. 

Step 3) On the basis of fitness of rules, select the rules to act as parents for the new 

offsprings. 

Step 4) Apply the genetic operators, such as crossover and mutation, to generate new 

rules 

Step 5) Reinsert these offspring to create the new current population. 

Step 6) Repeat steps 2 to 5 until a fixed maximum number of generations have been 

reached or no further improvements occur. 

 

The details of proposed system‟s design methodology and working are discussed in the 

following subsections: 
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NORMALIZATION 
 

First step is to normalize continuous attributes, so that attribute values fall truly within a 

specified range of 0 to 1 using following equation: 

)(min)(max

)(min
'

XX

XX
X




                                          

 

Where, 'X  is the normalized value, X is the actual value of the attribute, max (X) and min (X) 

are the maximum and minimum values present for the attribute under consideration for 

normalization.  

 

 
Fig. 1: Sample dataset of KDDCup 99 

 

 
                                        Fig. 2: Normalized Sample dataset of KDDCup 99 

 

FUZZIFICATION 
 

Normalized attribute values are fuzzified by computing values corresponding to three fuzzy 

modifiers low, medium and ligh for all the attributes of the given dataset. The intent behind using 

fuzzy modifiers is to obtain the membership degree corresponding to a particular fuzzy modifier 

for a given normalized value of a continuous attribute. Triangular fuzzy membership method is 

used for fuzzifying the value of attribute. If z represents the number of fuzzy subsets in which 

each attribute of the dataset is partitioned, then value of membership function i

z  for each 

linguistic variable X
i

k  is given by: 
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Fig. 3: Fuzzified dataset for fuzzy set low 

 

 
Fig. 4: Fuzzified dataset for fuzzy set medium 

 

 
Fig. 5: Fuzzified dataset for fuzzy set high 

 

ENCODING 
 

Every network connection in the KDD Cup data set contains 41 fields/features out of which, four 

including the label are strings, 14 fields carry float type values in the range 0.00-1.00, while the 

remaining 23 fields carry integer values. To solve an optimization problem, genetic algorithms 

start with the chromosome (string) representation of a parameter set. In other words, the meaning 

of a chromosome is defined in such a way that it represents a potential solution to a find whether 

the connection is normal or there is an attack. The search space, or the population, is a set of 

chromosomes on which genetic operators can perform. It has been shown by Ishibuchi that a 
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Fuzzy Classifier Systems based on Michigan approach achieves higher classification accuracy 

than the Pittsburgh approach [9]; we have used a Michigan style approach where the whole GA 

population represents a rule set. In proposed system a pure binary string is used for genetic 

coding. An FCR contains two parts- antecedent (IF part) and consequent (the THEN part) which 

can be coded as one chromosome with several segments. Each segment in the antecedent 

corresponds to a predicting attribute whereas the last segment is for consequent part of the rule. 

To improve the clarity of coding, multiple segments in the antecedent part are separated by 

semicolon and a single segment for the consequent part is separated from antecedent part 

segments with a colon. Further, each segment consists of a string of genes that take binary 

values. Each gene corresponds to one linguistic term of an attribute. The segments are positional, 

i.e. the first segment represents the first attribute, second segment represents the second attribute 

and so on.  

The structure of chromosome is shown in Fig.1. 

            If part                Then part                           

n predicting attributes single goal attribute 

 

Fig.6: The structure of chromosome. 

 

Note that the above encoding is quite flexible with respect to the length of the rules. Though, a 

“traditional” GA has confinement in this aspect, since it can only cope with fixed-length rules. In 

this proposed algorithm, although each chromosome has a fixed length, the genes are 

“interpreted” in such a way that the individual phenotype (the rule) has a variable length. Hence, 

different individuals correspond to rules with different number of conditions. This kind of 

representation gives a lot of flexibility to the rules being discovered (Fidelis et al., 2000). For 

example, given any attribute X, various binary string combinations and their interpretation is as 

follows:  

Binary String   𝒔(𝑿𝒊) Interpretation 

001      X=high 

011     X=medium OR high  

010     X=medium 

100     X=low 

101     X=low OR high 

110      X=low OR medium 

 

Whereas, string 𝑠(𝑋𝑖) = 111 is treated as “don‟t care”, i.e., unconditional and a string 𝑠(𝑋𝑖) =
000 implies the absence of an attribute in the antecedent part.  The class in the consequent part is 

not fuzzified and the number of bits in the consequent segment is equal to the number of classes 

present in the dataset. For instance, a three class problem can have three bits out of which only 

one bit is allowed to be high. Hence, the string 001 will map to the third value of the class 

variable.  

 

FITNESS COMPUTATION 
 

Fitness of rules, in the population, is evaluated to measure goodness of the rules. The choice of 

fitness function is of great importance as it leads the search towards optimal solution.  

Fitness value of each FCR is defined by: 
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𝑓𝑖𝑡𝑛𝑒𝑠𝑠 𝑅𝑖 = 𝑤1  𝑐𝑓 𝑅𝑖 −
1

𝐿
 + 𝑤2 (sup(𝑅𝑖)) 

Where, 𝑐𝑓(𝑅𝑖  ) is the contribution factor or strength of a rule Ri and 𝑠𝑢𝑝(𝑅𝑖) indicates the 

support of an FCR where, 𝑖 = 1,2,… , 𝑛 depending on the population size, L is the number of 

possible classes. With, w1 and w2 being weights for accuracy and support with values 1 and 1/L 

respectively. Although both factors cf and sup must be high but there is trade-off between them. 

Generally cf must be high but when number of classes is more than corresponding sup should 

have less weight as in this situation cf will be more difficult to achieve than sup. In the first term 

cf is subtracted by 1/L so as to depict how accurate the rule is as compared to random guessing 

among L evenly distributed class. To compute cf it is necessary to evaluate the degree of match 

between an object u and an FCR r. For this it becomes obligatory to determine how much the 

antecedent and consequent parts of the rule match with the attributes and class of an object 

respectively in the dataset as given in Yuan and Zhuang (1996).  

Attribute match for i
th
 attribute is calculated as: 
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The degree of antecedent match between a rule r and object u is evaluated by: 

𝑚𝐴(𝑟, 𝑢)  =  𝑚𝑖𝑛 (𝑚𝐴𝑖(𝑟, 𝑢)) 

As this system doesn‟t fuzzify the consequent part of a rule, an antecedent match is computed 

only for the objects in the dataset where there is a class match with the rule r. And, rule is said to 

be matched only if mA(r, u) ≥ α, where α represents significance level. The confidence factor or 

strength cf is computed as below: 
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n: total objects in dataset 

fα: alpha cut function      

 

After generating the initial population, we will use the fitness function as a metric to select the fit 

individuals who would undergo crossover and mutation to create the next generation population.       
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CONCLUSION 

 

This paper presents a classification algorithm based on evolutionary approach that discovers 

comprehensible decision rules in the form of fuzzy classification rules (FCRs) to detect the 

malicious behaviour of network. A genetic module is proposed to build the system more accurate 

for attack detection, using the fuzzy inference approach. An effective set of fuzzy rules for 

inference approach were identified automatically by making use of the genetic algorithm, which 

are more effective for detecting intrusion in a computer network. The main intent behind 

integrating fuzzy logic (FL) with genetic algorithm (GA) is to cope with real world cognitive 

uncertainties such as vagueness and ambiguity involved in classification problems. Moreover, 

instead of using numeric values or ranges in rules, three fuzzy linguistic variables as small, 

medium and large are used for making the discovered rules more comprehensible. The proposed 

approach has flexible chromosome encoding, where each chromosome corresponds to an FCR. 

Appropriate genetic operators are suggested and a suitable weighted fitness function is proposed 

that incorporates the basic constraints on FCRs to measure the goodness of result sets. 
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