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Abstract: Steganography refers to the science of invisible communication. Unlike 

cryptography, where the goal is to secure communications from an eaves-dropper, 

steganographic techniques strive to hide the very presence of the message itself from an 

observer. This paper will show how Steganography is used in a modern context while 

providing a practical understanding of what Steganography is and how to accomplish it and 

tells about exploit the vulnerabilities of Image Steganography. This paper also gives an 

overview of image steganography, its uses and techniques i.e. The Least Significant Bit 

(LSB) embedding technique suggests that data can be hidden in the least significant bits of 

the cover image and the human eye would be unable to notice the hidden image in the cover 

file. This technique can be used for hiding images in 24-Bit, 8-Bit, Gray scale format. 
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1. INTRODUCTION 

During the last decade to survey in this competitive business environment almost every SSI 

units to Corporate organization have rebuild their own interactive websites due to this rapid 

change  most of the activities like  trading , services , financial  transaction etc are carried out 

through internet now a days , Some transaction need to be secure while transfer  important 

information like credit card details , login  username and password over  internet. The lack of 

awareness about the vulnerability of using this Internet based application; some of the 

websites are exposed to information theft.  

For instance if we transfer the data in the form of raw bits in case of poor design websites, 

The information can be grab easily, to overcome this we use cryptography [7] techniques 

which is better than the earlier version, But this worked fine until the secret is revealed due to 

lot of awareness created about different cryptography algorithms   now it is easy to break the 

code. The solution for this problem caused the invention of Image Steganography, Where we 

hide the secret information inside an Image, with slight change in the pixel value of image 

using LSB [3] technique, But implementing this technique on different image formats may 

not produce the same results, Because for each image format the pixel resolution is different, 

size of the image in terms of memory, which is always not the same. Now crackers are smart 

in of to identify whether the image consists of any data. Since he is expert in this   concept by 
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seeing the Image he can judge whether there is information hidden in it and start analyzing to 

break the code. 

2. USAGE OF STEGANOGRAPHY & RELATED WORK 

When a steganographic system is developed, it is important to consider what the most 

appropriate cover Work [11] should be, and also how the stegogramme is to reach its 

recipient. With the Internet offering so much functionality, there are many different ways to 

send messages to people without anyone knowing they exist. For example, it is possible that 

an image stegogramme could be sent to a recipient via email. Alternatively it might be posted 

on a web forum for all to see, and the recipient could log onto the forum and download the 

image to read the message. Of course, although everyone can see the stegogramme, they will 

have no reason to expect that it is anything more than just an image. 

 

In terms of development, Steganography [3] is comprised of two algorithms, one for 

embedding [3] and one for extracting [3]. The embedding process is concerned with hiding a 

secret message within a cover Work, and is the most carefully constructed process of the two. 

A great deal of attention is paid to ensuring that the secret message goes unnoticed if a third 

party were to intercept the cover Work. The extracting process is traditionally a much simpler 

process as it is simply an inverse of the embedding process, where the secret message is 

revealed at the end. The entire process of steganography for images can be presented 

graphically as: 

 

Figure 1. The Process of Steganography. 

Figure 1. Shows one example of how steganography might be used in practice. Two inputs 

are required for the embedding process: 

 

1. Secret message - usually a text file that contains the message you want to transfer 
2. Cover Work - used to construct a stegogramme that contains a secret message 

The next step is to pass the inputs through the Stego-system Encoder [13], which will be 

carefully engineered to embed the message within an exact copy of the cover Work, such that 

minimum distortion is made; the lower the distortion, the better the chances of 

undetectability. The stego-system encoder will usually require a key to operate, and this key 

would also be used at the extraction phase. This is a security measure designed to protect the 

secret message. Without a key, it would be possible for someone to correctly extract the 
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message if they managed to get hold of the embedding or extracting algorithms. However, by 

using a key, it is possible to randomize the way the stegosystem encoder operates, and the 

same key will need to be used when extracting the message so that the stegosystem decoder 

knows which process to use. This means that if the algorithm falls into enemy hands, it is 

extremely unlikely that they will be able to extract the message successfully. 

 

The resulting output from the stego-system encoder is the stegogramme, which is designed to 

be as close to the cover Work as possible, except it will contain the secret message. This 

stegogramme is then sent over some communications channel along with the key that was 

used to embed the message. Both the stegogramme and the key are then fed into the stego-

system decoder where an estimate of the secret message is extracted. Note that we can only 

ever refer to the output of the extraction process as an estimate because when the 

stegogramme is sent over a communications channel, it may be subjected to noise that will 

change some of the values. Therefore, we can never be sure that the message extracted is an 

exact representation of the original. Also, the recipient will obviously never know what the 

original message was, and so they have nothing to compare it to when it is extracted. 

 

This is probably the most common system of image steganography today, with the focus 

mainly on developing the stego-system encoder carefully. It is of paramount importance in 

steganography that the stegogramme contains no trail of embedding a secret message if it is 

to be successful. In recent years, many steganographic algorithms have been made publicly 

available, and so it is very easy for anyone with even a limited knowledge of steganography 

to be able to communicate covertly. Most of the systems make use of everyday images as the 

basis for the models, and of course, the information that is hidden within those images can 

range from anything between harmless gibberish and messages that are a threat to national 

security. Subsequently, there is a growing concern as to how we can identify whether any 

image contains steganography, such that we can be sure the technology is not used for the 

wrong purposes. This counter-activity is referred to as Steganalysis [7], and much resource 

and research has been put into determining whether an image is innocent or not. 

 

3. EXPLOITING THE VULNERABILITIES OF IMAGE STEGANOGRAPHY 

 

The following tools are readily available, which are used to break the code or detect.   

 

2.1. stegbreak [1] is used for identifying dictionary attacks over Image Steganography 

concept,  

 

The following example illustrate the identification of dictionary attacks;- 

 
NAME 

 

stegbreak - launches brute-force dictionary attacks on JPG image 

 
SYNOPSIS 

stegdetect [-qV] [-r rules] [-f wordlist] [-t tests] [-c] [file ...] 

 
DESCRIPTION 
The stegbreak states a brute-force dictionary attack against the specified JPG images. 
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The options are as follows: 

  -q: Only reports images for which the dictionary attack succeeded. 

  -V: Displays the version number of the software. 

  -r: rules Contains rules with transformations that will be applied                     to  the words 

in the wordlist.  The rules follow the same syntax as in Solar. Designer’s password cracking 

program                John the Ripper.  The default is         

              /usr/share/stegbreak/rules.ini. 

-f wordlist   Specifies the file that contains the words for the ictionary attack.  The default is 

/usr/share/dict/words. 

 

-t tests  Sets the tests that are being run on the image.  

The following characters are understood: 

 

  o- The dictionary attack follows the embedding used by outguess. 

 

  p-The dictionary attack follows the embedding used by jphide. 

 

  j-The dictionary attack follows the embedding used by jsteg-shell. 

 

The default value is p. 

 

-c: Specifies that the JPG images should be converted to a small sized object that contains all 

the information necessary for the dictionary attack. This can be used to reduce the size of the 

data set in distributed computing applications. 

 

The stegbreak prints the filename, the embedding system and the password when the attack 

succeeded for an image.  For jsteg-shell and outguess, it also prints analysis results from the 

built in file utility. 

 

Pressing Ctrl-C causes a status line to be displayed; pressing Ctrl-C a second time within one 

second aborts the program. 

 
EXAMPLES 
stegbreak -t p auto.jpg 

Launches a brute-force dictionary attack against auto.jpg assuming that information has been 

embedded with jphide. 
FILES 

/usr/share/dict/words   (default word file for the dictionary attack.) 

 

 /usr/share/stegbreak/rules.ini ( rules on how to manipulate words for the  dictionary attack, 

from John the Ripper.) 

 

2.2. stegdetect [2] is used for finding image files with steganographic content. 

 

The following example illustrates to find images files with steganographic content:-  

 
NAME 

     stegdetect - finds image files with steganographic content 
SYNOPSIS 
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     stegdetect [-qhnV] [-s float] [-C num,tfname] [-c file ... name] [-D file] [-d num] [-t tests] 

[file ...] 

 
DESCRIPTION 
The stegdetect utility analyses image files for steganographic content. It runs statistical tests 

to determine if steganographic content is present, and also tries to find the system that has 

been used to embed the hidden information. The options are as follows: 

 

 -q Only reports images that are likely to have steganographic content. 

 

  -h Only calculates the DCT histogram.  Use the -d option to display the -n   Enables 

checking of JPEG header information to suppress false   positives. If enabled, all JPEG 

images that contain comment fields will be treated as negatives.  OutGuess checking will be 

disabled if the JFIF marker does not match version 1.1. 

 

 -V Displays the version number of the software. 

  -s float   Changes the sensitivity of the detection algorithms.  Their   results are multiplied 

by the specified number.  The higher the number the more sensitive the test will become. The 

default is 1. 

 -C num, tfname Feature vectors are being extracted from the images.   

The argument num can either be zero or one.  A zero indicates that the provided images do 

not contain steganographic content; a one indicates that they do.   

The argument tfname is the name of transform used for feature extraction.  The features 

vectores are printed to stdout. 

 

 -c file  Reads the data created by the -C options and computes the necessary values to detect 

steganographic content in yet  unknown images.  The option can be used multiple times.  It 

expects that the name of the scheme provided as additional argument.  The result is a decision 

object that can be  

 Used with the -D option. The decision object contain the parameters for a linear discriminant 

function based on the Neyman-Pearson theorem. 

 

     -D file   Reads a decision object that contains detection Information about a new 

steganographic scheme. 

     -d num    Prints debug information. 

     -t tests Sets the tests that are being run on the image.  The following characters are 

understood: 

  J-Tests if information has been embedded with jsteg. 

  o- Tests if information has been embedded with o outguess. 

  p- Tests if information has been embedded with jphide. 

  I-Tests if information has been hidden with invisible secrets. 

 f- Tests if information has been hidden with F5. 

F-  Tests if information has been hidden with F5 using a   more sophisticated but fairly slow 

detection algorithm. 

A Tests if information has been added at the end of file,   for example by camouflage or 

appendX.  The default value is jopifa. 

 

 The stegdetect utility indicates the accuracy of the detection with a number of stars behind 

the detected system.  If no filenames have been   specified, stegdetect will read the filenames 

from stdin. 
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EXAMPLES 

     stegdetect -t p auto.jpg 

Tries to detect the presence of jphide embedded information in auto.jpg. 

 
ERRORS 

     Stegdetect works only for JPEG images. 

Currently, there is no support for parameter training.  The only exported knob is the 

sensitivity level.  Future versions will export all detection parameters via a configuration file. 

 

4. BASIC STEGANOGRAPHY TECHNIQUES 

In order to understand more about how steganography works and indeed to raise awareness of 

the magnitude of known embedding techniques we will discuss some of the most documented 

steganographic approaches, splitting them into appropriate groups to illustrate clearly how 

they differ from each other. 

 

The following techniques are just a handful of the earliest examples of image steganography 

[6]. Some are easier to implement than others, and some are more robust than others. This - 

as we will see later on in this phase of the project - is one of the biggest trade-offs with 

steganography. A simple algorithm is likely to be just as simple to break, whilst the more 

clever algorithms are harder to break. This is an example of security by obscurity; something 

that is fairly rare to see in computer security. The question steganographers usually face is: 

"how well do you want to hide the existence of a secret message?". If the message just needs 

to be hidden from one person with little computing experience, then a simple algorithm may 

be preferred. However, terrorist cells would be looking to hide the existence of the message 

from government defense agencies typically comprised of some of the most highly skilled 

people in computing. In which case a clever algorithm is likely to be preferred, certainly 

something beyond the scope of this entire project. 

 

5. LEAST SIGNIFICANT BIT SUBSTITUTION TECHNIQUES 

One of the earliest stego-systems to surface were those referred to as Least Significant Bit 

substitution techniques, so called because of how the message data m is embedded within a 

cover image c. In computer science, the term Least Significant Bit (LSB) refers to the 

smallest (right-most) bit of a binary sequence. The structure of binary is such that each 

integer may only be either a 0 or a 1, often thought of as off and on respectively. Starting 

from the right, the value (if on) denotes a 1. The value to its left (if on) denotes a 2, and so on 

where the values double each time. Now let us consider the following 8-bit binary sequence: 

1 0 1 1 0 0 1 1 

 

Summing all the values equal to 1 yield a result of 179. The right-most value (denoted in bold 

text) is the LSB of this sequence. This value essentially determines whether the total sum is 

odd or even. If the LSB is a 1, then the total will be an odd number, and if 0, it will be an 

even number. However, changing the LSB value from a 0 to a 1 does not have a huge impact 

on the final figure; it will only ever change by +1 at most. If we now think of each 8-bit 

binary sequence as a means of expressing the color of a pixel for an image, it should be clear 

to see that changing the LSB value from a 0 to a 1 will only change the color by +1 - a 
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change that is unlikely to be noticed with the naked eye. In fact, the LSBs of each pixel value 

could potentially be modified, and the changes would still not be visible. This highlights a 

huge amount of redundancy in the image data, and means that we can effectively substitute 

the LSBs [4] of the image data, with each bit of the message data until the entire message has 

been embedded. This is what is meant by Least Significant Bit Substitution. 

 

Finally, when we talk of Least Significant Bit Substitution algorithms, we should mention 

that this encompasses two different embedding schemes: sequential and randomized. 

Sequential embedding often means that the algorithm starts at the first pixel of the cover 

image c0; 0 and embeds the bits of the message data in order until there is nothing left to 

embed. Randomized embedding however scatters the locations of the values that will be 

modified to contain the bits of the message data. The main reason for randomizing the 

approach is to make things a little trickier for the steganalysts that are looking to determine 

whether the image is a stegogramme or not.  

 

 

Figure 2.LSB – Example 

 
 

Figure 3.LSB Process 

In the early stages of image steganography development (as we know it today), many 

steganographers believed that the least significant bits of an image were an ideal place to 

embed the message data, not only because their modification yields no perceptible loss of 

quality, but also because they believed the LSBs were completely random in terms of their 

overall significance to the complete image. In other words, it was common belief that if the 

LSBs of an image were viewed in isolation as a binary image (where 0 = black, and 1 = 

white) then the distribution will appear so scattered that modifying the values will make no 

difference to its appearance it would still look very random. 

 



International Journal of Emerging trends in Engineering and Development                                                                              

Issue 2, Vol.4 (May 2012)                                                                                                              ISSN 2249-6149 
 

 Page 886 
 

 

 
 

Original Embedded Signal 

Figure 4.LSB Hiding Encoded 

 

 

 

Figure 5.Hiding in Frequency Domain 
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Received Message= 
To be or not to be: that is the question: weather tis 
nobler in the mind to suffer. The slings and arrows 
of outrageous of  fortune, Or to take arms against a 
sea of troubles  

Extracted Message 

6. SIMULATION RESULTS 

 

 

Figure 4.Histogram LSB Hiding Encoded 

 

7. CONCLUSION 

 

What is also worth noting is that a good method of practice is to keep the message data as 

short as possible when using steganography. The more data there is, the more disturbances 

are caused to the image, whereas a shorter message would yield fewer modifications. 

Therefore, a stegogramme containing a high capacity message is traditionally a higher risk 

than one with a shorter capacity message, even though they have encoded the message data in 

the same way. It took some time for steganographer’s to really understand the importance of 

reducing the length of the message data. From the above two examples exploiting the 

Vulnerabilities of Image Steganography is clear and how easy to find and break the code 

without using hacking tools. 
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The image quality of the stego-image can be greatly improved with low extra computational 

complexity with LSB. The results obtained also show significant improvement with respect 

to image quality 

and computational efficiency. 
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