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Abstract - Cloud computing has been envisioned as the de-facto solution to the rising storage 
costs of IT Enterprises. The cloud makes the users to store the data remotely in cloud storage and 

reduces the burden of storage and maintenance.  The management of the data and services may 
not be fully trustworthy. The cloud data security requires authentication and integrity analysis for 
the storage data values. Public auditability allows clients to delegate the integrity verification 

tasks to third party auditor (TPA) while they themselves are not able to commit storage 
verifications.   Data dynamics model supports data operation, such as block modification, 

insertion and deletion. Public data auditability and data dynamics are not integrated in existing 
data integrity mechanisms. Merkle Hash Tree construction scheme is improved for block tag 
authentication.  The third party auditing model is enhanced to support simultaneous data auditing 

on multi user environment. The bilinear aggregate signature is extending to a multiuser setting. 
The BLS construction can offer shorter homomorphic signatures (e.g., 160 bits) than those that 

use RSA techniques (e.g., 1024 bits).TPA can perform multiple auditing tasks simultaneously. 
The system ensures the data auditability and data dynamics security under the cloud environment 

 
I INTRODUCTION 

Cloud computing means “internet computing”. The internet is viewed as clouds, hence 
the term cloud computing for computation done through internet. With cloud computing the 
users can store and access their data through internet without worrying about the local 

maintenance and management of data. Cloud computing is a general term for anything that 
involves delivering hosted services over the internet. These services are broadly divided into 

three categories: Infrastructure-as-a-Service (IaaS), Platform-as-a-Service (PaaS) and Software-
as-a-Service (SaaS). The advantage of cloud is cost savings. The prime disadvantage is security. 
Cloud computing is used by many software industries nowadays. Since the security is not 

provided in cloud, many companies adopt their unique security structure. The data placed in the 
cloud is accessible to everyone, security is not guaranteed.  

 Now there was a problem that how to efficiently verify the correctness of the outsourced 
cloud data without the local copy of data files becomes a big challenge for data storage security 
in cloud computing. Downloading the data for verification is an expensive process. It makes the 

process much slower. To ensure security, cryptographic techniques cannot be directly adopted. 
Sometimes the cloud service provider may hide the data corruptions to maintain the reputation. 

To avoid this problem, we introduce an effective third party auditor to audit the user’s 
outsourced data when needed. 

Auditing fall into two categories: private auditability and public auditability. Private 

auditability can achieve higher scheme efficiency, public auditability allows anyone, not just the 
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client (data owner), to challenge the cloud server for correctness of data storage while keeping no 

private information. In the cloud, the clients themselves are unreliable or may not be able to 
afford the overhead of performing frequent integrity checks.So, clients are able to delegate the 

evaluation of the service performance to an independent third party auditor (TPA). Another 
major concern is supporting dynamic data operation for cloud data storage applications. In Cloud 
Computing, the remotely stored electronic data might not only be accessed but also updated by 

the clients, e.g., through block modification, deletion and insertion, etc.  
 In this paper, we provide a scheme which gives a proof of data integrity in the cloud 

which the customer can employ to check the correctness of his data in the cloud and allowing 
dynamic data operations such as block insertion, modification and deletion. Public data 
auditability and data dynamics are not integrated in existing data integrity mechanisms. Merkle 

Hash Tree construction scheme is improved for block tag authenticat ion.  The third party 
auditing model is enhanced to support simultaneous data auditing on multi user environment. 

The bilinear aggregate signature is extending to a multiuser setting. The BLS construction can 
offer shorter homomorphic signatures (e.g., 160 bits) than those that use RSA techniques (e.g., 
1024 bits).TPA can perform multiple auditing tasks simultaneously. The system ensures the data 

auditability and data dynamics security under the cloud environment. 
 

II RELATED WORK 

Wang et al.[1] consider dynamic data storage in a distributed scenario, and the proposed 
challenge-response protocol can both determine the data correctness and locate possible errors. 

They only consider partial support for dynamic data operation.  
Deswarte et al. [2] and Filho et al are firstly proposed a solution to remote data integrity. 

Both use RSA-based functions to hash the whole data file for every verification challenge. They 

require pre-computed results of challenges to be stored at verifier, where a challenge corresponds 
to the hashing of the data concatenated with a random number. However, both of them are 

inefficient for the large data files, which need more time to compute and transfer their hash 
values.  

Ateniese et al. [3, 5] are the first to consider public auditability in their defined “provable 

data possession”(PDP) model for ensuring possession of files on untrusted storages. In their 
scheme, they utilize RSA based homomorphic tags for auditing outsourced data, thus public 

auditability is achieved. However, Ateniese et al. [3,5] do not consider the case of dynamic data 
storage, and the direct extension of their scheme from static data storage to dynamic case may 
suffer design and security problems. In their subsequent work, Ateniese et al.[3,5] propose a 

dynamic version of the prior PDP scheme. However, the system imposes a priori bound on the 
number of queries and does not support fully dynamic data operations, i.e., it only allows very 

basic block operations with limited functionality, and block insertions cannot be supported.  
 Shacham et al. design an improved PoR scheme with full proofs of security in the 
security model. They use publicly verifiable homomorphic authenticators built from BLS 

signatures, based on which the proofs can be aggregated into a small authenticator value, and 
public retrievability is achieved. Still, the authors only consider static data files.   

 Juels et al. describe a “proof of retrievability” (PoR) model, where spot-checking and 
error-correcting codes are used to ensure both “possession” and  “retrievability” of data files on 
archive service systems. Specifically, some special blocks called “sentinels” are randomly 

embedded into the data file F for detection purpose, and F is further encrypted to protect the 
positions of these special blocks. However, the number of queries a client can perform is also a 
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fixed priori, and the introduction of precomputed “sentinels” prevents the development of 

realizing dynamic data updates. In addition, public auditability is not supported in their scheme. 
 

III. PROBLEM STATEMENT 

A representative architecture for cloud storage is illustrated in fig 1.Three different entities are 
present here. 

Clients: Client is the entity who stores and accesses the data on cloud storage; it can be either 
any individual or any other organization. 

Cloud servers: Server is the entity for providing service to the clients through Cloud service 
Provider who is having storage space and computation resources.  
Third party auditor: an entity, who has expertise and knowledge of doing verification upon 

request by the client. 

 
Fig 1: Cloud Storage Architecture 

a) Design goals: 

To enable privacy-preserving technique for cloud data storage under the aforementioned 
model, proposed protocol design should achieve the following guarantees. 

1) Public Verifiability: To allow TPA to verify the correctness of the cloud data on demand 
without retrieving a copy of the whole data or introducing additional online burden to the cloud 

users. 
2) Storage correctness: To ensure that there exists no cheating cloud server that can pass the  
TPA’s audit without indeed storing users’ data intact. 

3) Privacy-preserving: To ensure that the TPA cannot derive users’ data content from the  
information collected during the verifying process. 
4) Dynamic data operation support: To allow the clients to perform block- level operations on the 

data files while maintaining the same level of data correctness assurance. The design should be 
as efficient as possible so as to ensure the seamless integration of public verifiability and 

dynamic data operation support. 
 

IV PROPOSED MODEL 

Proposed scheme supports dynamic data operations and allows a Third party auditor to 
verify the storage of data. It is important to support dynamic storage while maintaining the 

storage correctness. The proposed system creates efficient and dynamic data operations for 
storage assurance and integrity maintenance of the stored data. For verification, signatures are 
used. 

Merkle Hash Tree: A Merkle Hash Tree (MHT) is a well studied authentication structure, 
which is intended to efficiently and securely prove that a set of elements are undamaged and 

unaltered. It is constructed as a binary tree where the leaves in the MHT are the hashes of 
authentic data values. Fig. 2 depicts an example of authentication. 
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The outsourced data file F consists of a finite ordered set of blocks m1,m2…mn.One way 

to ensure data integrity is to precompute MACs for entire data file. During auditing process each 
time data owner has to show the secret key to the cloud server. The number of verification is 

limited by the number of secret keys. Once, if the keys are exhausted, the data owner has to 
recomputed MAC; which is impractical.  

 

A) Solution for data integrity 

To effectively support public auditability without having to retrieve the data blocks 

they use homomorphic authenticator technique. The main idea behind the scheme is the file f 
is divided into n blocks, where mi є {m1,m2…mn } and  uses the cryptographic hash function 
h. The client’s public key and private key are generated by invoking KeyGen(.). By running 

SigGen(.), the data file F is pre-processed, and the homomorphic authenticators together with 
metadata are  produced. Data integrity solution is divided into two phases: 

(1) Setup Phase 

Key- Generation: 
(pk, sk) ← KeyGen(1k). This probabilistic algorithm is run by the client. It takes as input 

security parameter  1k , and returns public key pk and private key sk.  
Signature Generation: 

(Φ, sigsk(H(R))) ← SigGen(sk, F ). This algorithm is run by the client. It takes as input 
private key sk and a file F which is an ordered collection of blocks {mi}, and outputs the 
signature set Φ, which is an ordered collection of signatures {σi} on {mi}. It also outputs 

metadata-the signature sigsk(H(R)) of the root R of a Merkle hash tree. In our construction, 
the leaf nodes of the Merkle hash tree are hashes of H(mi).  
Generating Proof: 

(P ) ← GenProof(F, Φ, chal). This algorithm is run by the server. It takes as input a file F , its 
signatures Φ, and a challenge chal. It outputs a data integrity proof P for the blocks specified 

by chal. 
(2) Verification Phase 

{TRUE,FALSE} ← VerifyProof(pk, chal, P ). This algorithm can be run by either the client 

or the third party auditor upon receipt of the proof P . It takes as input the public key pk, the 
challenge chal, and the proof P returned from the server, and outputs TRUE if the integrity of 

the file is verified as correct, or FALSE otherwise.  
 The client or TPA can verify the integrity of the outsourced data by challenging the 
server. Before challenging, the TPA first use spk to verify the signature on t. If the verification 

fails, reject by emitting FALSE; otherwise, recover u. To generate the message “chal”, the 
TPA (verifier) picks a random celement subset I = {s1, s2, . . . , sc} of set [1, n], where we 

assume s1 ≤ … ≤ sc. The message “chal” specifies the positions of the blocks to be checked in 
this challenge phase. The verifier sends the chal {(i, νi)} s1 ≤ I ≤sc  to the prover (server).  

B) Instantiations based on BLS and RSA 

To effectively support public auditability without having to retrieve the data blocks 
themselves, we resort to the homomorphic authenticator technique. Homomorphic 

authenticators are unforgeable metadata generated from individual data blocks, which can be 
securely aggregated in such a way to assure a verifier that a linear combination of data blocks 
is correctly computed by verifying only the aggregated authenticator. In our design, we 

propose to use PKC-based homomorphic authenticator to equip the verification protocol with 
public auditability. In the following description, we present the BLS-based scheme to 
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illustrate our design with data dynamics support. As will be shown, the schemes designed 

under BLS construction can also be implemented in RSA construction. We show that d irect 
extensions of previous work have security problems, and we believe that protocol design for 

supporting dynamic data operation is a major challenging task for cloud storage systems.  
 

We present a BLS-based construction that offers both public auditability and data dynamics. 

In fact, our proposed scheme can also be constructed based on RSA signatures. Compared with 
RSA construction as a desirable benefit, the BLS construction can offer shorter homomorphic 

signatures (e.g., 160 bits) than those that use RSA techniques (e.g., 1024 bits). The BLS 
signature scheme uses a cryptographic primitive called pairing, which can be defined as a map 
over two cyclic groups G1 and G2.The BLS signature scheme consists of three phases, 

1. In the key generation, a sender chooses a random integer xє Zp and computes y= g1
x є G1 . The 

private key is x and the public key is y.  

2. Given a message in the signing phase mє{0,1} , the sender first computes , where h= h (m) є 
G1 is a hash function, and then computes σ = h(x) є G1 . The signature of m is σ.  
3. In the verification phase, the receiver first  computes h=h (m) є G1and then check whether 

e(h,y) = e(σ,g1 ). If the verification succeeds, then the message m is authentic. 
 

C) Dynamics Data operations 

The proposed scheme can efficiently handle fully dynamic data operations including data 
modification, insertion and deletion for cloud data storage. The file F and sign Φ have already 

been generated and properly stored at server. 
 

Data Insertion: Data insertion is to insert new m* blocks at some specified positions in the data 

file F.The client generates the corresponding signature σ*.Then generate an update request 
message update= (I,i, m*, σ*) and sends to the server. After receiving the message, the server 

runs ExecUpdate (F,Φ,pdate).  
(F ′ , Φ ′ , Pupdate) ← ExecUpdate(F, Φ, update). This algorithm is run by the server. It takes as 
input a file F , its signatures Φ, and a data operation request “update” from client. It outputs an 

updated file F ′ ,  updated signatures Φ ′ and a proof Pupdate for the operation.  
 For verifying the update operation correctness, we will perform verifyupdate operation.  

{(TRUE,FALSE,sigsk(H(R′)))} ← VerifyUpdate(pk, update,Pupdate). This algorithm is run by the 
client. It takes as input public key pk, the signature sigsk(H(R)), an operation request “update”, 
and the proof  Pupdate  from server. If the verification successes, it outputs a signature sigsk(H(R′ 

)) for the new root R′ , or F ALSE otherwise. 
1. The server stores m* and adds a leaf h (H (m*)) and outputs F’. 

2. Generate new root R’.  
3. Adds the sign σ* into the signature set and outputs Φ’.  
 

Data Modification: Data modification is the most frequently used operations in cloud data 
storage. Client wants to modify the ith block mi to mi’ .The clients generate the signature σi' for  

the new modified block. He constructs an update request message update= (M, I, mi', σi') and 
sends to the server. The server runs Exec Update (F, Φ, Update). The server 
1. replaces the block mi with mi' and outputs F'.  

2. replaces σi with σi'.  
3. replaces H (mi) with H (mi').  
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Data Deletion: Data deletion is just the opposite operation of data insertion. For single block 

deletion, it refers to deleting the specified block and moving all the latter blocks one block 
forward. Suppose the server receives the update request for deleting block mi, it will delete mi 

from its storage space, delete the leaf node h(H(mi)) in the MHT and generate the new root 
metadata R′. The details of the protocol procedures are similar to that of data modification and 
insertion, which are thus omitted here.  

 
V IMPROVED STORAGE SECURITY MODEL 

The system is designed to perform public data integrity analysis on cloud environment. 
Multi user based data file management is used in the system. Authentication and integrity 
schemes are improved in the system. Bilinear aggregate signature model is enhanced to manage 

multi user based data dynamic. The system includes confidentiality for data security. The system 
is designed to manage shared storage with security. Data providers share the storage space under 

the data centers. Third party auditor (TPA) verifies the data integrity for the data providers. The 
system is divided into five major modules. Data center, data provider, third party auditor, data 
distribution process and security management. The data center provides the shared storage for 

the data providers. The data provider module is designed to share data sources. Third party 
auditor handles the public auditability process. Data distribution module is designed to manage 

data update and delivery process. Integrity analysis is performed in security management 
module. 
Data Center  

The data center application is designed to allocate storage space for the data providers. One or 
more data centers can be used in the cloud environment. Different sized storage area is allocated 
for the data providers. Data files are delivered to the clients.  

Data Provider  
Shared data files are provided by the data providers. Data providers are managed by multiple 

users. Each user is assigned with separate authentication code. Data update operations are 
handled by the users.  
Third party Auditor  

The third party auditor module is designed to provide security for the cloud. Data files and their 
signatures are maintained under the TPA. Block based signature model is used in the system. 

Data dynamics initiates the signature update process.  
Data Distribution Process  
The data values are requested by the clients. The client requests are processed by the data 

centers. Shared data file contents are delivered to the clients. All the access information are 
updated to the data centers.  

Security Management  
Authentication and integrity analysis are carried out under the security management process. 
Block signature model is used in the integrity analysis. TPA performs the security process. 

Bilinear aggregate signature is used for multi user based parallel verification process. 
 

VI CONCLUSION 

Cloud computing has been envisioned as the de-facto solution to the rising storage costs 
of IT Enterprises.  In this paper, we provide a scheme which gives a proof of data integrity in the 

cloud which the customer can employ to check the correctness of his data in the cloud and 
allowing dynamic data operations such as block insertion, modification and deletion. Public data 
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auditability and data dynamics are not integrated in existing data integrity mechanisms. Merkle 

Hash Tree construction scheme is improved for block tag authentication.  The third party 
auditing model is enhanced to support simultaneous data auditing on multi user environment. 

The bilinear aggregate signature is extending to a multiuser setting. The BLS construction can 
offer shorter homomorphic signatures (e.g., 160 bits) than those that use RSA techniques (e.g., 
1024 bits).TPA can perform multiple auditing tasks simultaneously. The system ensures the data 

auditability and data dynamics security under the cloud environment 
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