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ABSTRACT 
 

 Speech has been considered to be a most important component for human to convey 

information to one another. Today, speech communications are available for a number of 
applications. In applications like military, net centric communications are accessed by large 
number of users so it has to be given more protection and security against attacks. This paper 

deals with the most promising research in the integrating of speech coding, speaker 
authentication and strong encryption. The special features such as encryption provide more 

confidentiality and authentication to guard against masquerade and error tolerance to operate 
under acoustic environment in battlefield. This paper gives an overview of the concepts and 
techniques available in speech coding, speaker Identification, Encryption and Decryption.  

 
Keywords: Speaker Authentication, Acoustic Environment, Speech Communication, Speech 
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INTRODUCTION: 

Speech is considered to be the friendliest means of communication between humans. Speech 

technology is used in many of the applications, but surprisingly it is widely used in military and 
civil world. A defense application faces many challenges that cannot be always solved by 

commercially available systems. For example, automatic speech recognition used in military 
environments must be robust to adverse conditions. This is because many military situations 
involve difficult acoustic and mechanical environments such as high and variable noise, 

vibration and g-force levels [1].Poor communications,  noisy environments, vibration, stress, non-
native speech in adverse military condition may damage a speech signal. The increasing demand 

of multimedia applications in communication system has tiled the way for secure 
communication. This is necessary to overcome unauthorized modifications and unwanted 
disclosure while transmitting speech and other data, especially in wireless channels. The military 

applications can be categorized into many types such as command and control, communication, 
computers and information access, intelligence and training. In which the command and control 

supports the human interaction with computers, weapons and sensor systems by voice. But it 
needs high performance in speech at the real time. Before transmission, the speech signal can be 
coded with encryption to provide more security for communication. After transmission the signal 

can be decoded and decrypted to get the original data. The information access is considered to be 
very important aspect in the battle field.  

Speech technology is used in the military for command and control application through voice. 
The intelligence application is needed for the demand on information processing through speech 
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and text. People will get interacted through advanced simulation system which they requires 
more training. The Joint Forces is required for the coordination of forces speaking multiple 

languages. In order to increase the efficiency of the operation, the speech understanding   and 
language technology are done [1].The Network-Centric Warfare can be commonly called as 

Network-Centric Operations (NCO).It is said to be the military doctrine or theory of war which 
was pioneered by the United States Department of Defense in the 1990's.A robustly networked 
force improves information sharing and it also enhances the quality of information and shared 

situational awareness. They enable collaboration, self-synchronization which enhances the speed 
of command dramatically to increase mission effectiveness. The following “figure 1” shows the 

process of compression with encryption and decryption process.  
 

                                                             
Fig1.Compression with Encryption and Decryption process 

 
In the above “figure 1” the original speech is given as the input to the speaker identification for 
authentication.Using the speech recognition algorithm,the speaker is identified.The authorised 

speaker’s names will be recorded in a database and a copy of that database will be loaded in the 
destination. For all the speakers the index value is obtained from the data store. All the speaker’s 

name are indexed so that by using the index number the speaker is retrieved from the database.  
In order to find the message digest, secure hashing algorithm is applied to the speaker index.  
Next the original speech is send to the encoder to perform compression.I f the data is too long 

then it will take more time for transmission so in order to avoid that the data is compressed and it 
is send to the next conversion. By combining secure hashing algorithm bits with encoded speech 

the message digest is recovered, then the next process encryption is done. It is the process of 
converting the speech data into another form that is not understood by unauthorized people. 
After receiving the data,the receiver decrypts the message to convert it into the original form and 

http://en.wikipedia.org/wiki/Military_doctrine
http://en.wikipedia.org/wiki/United_States_Department_of_Defense
http://en.wikipedia.org/wiki/Situational_awareness
http://en.wikipedia.org/wiki/Collaboration
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it is send to the decoder to decompress the data. At the receiving end new speaker Id is 
calculated using the synthetic speech and the index value is obtained from the local database. A 

message digest is obtained by applying hashing algorithm on the index value. Both the received 
message digest and the new message digest are compared, if there is any mismatch then the user 

at the receiving end is alerted.  

The paper is organized as follows. Section 2 presents the Speaker Identification approaches. 
Section 3 gives details about the Need for Speech Compression Section 4 deals with the Speech 

Encryption and Decryption. Finally, the Conclusion is summarized in Section 5 with future 
work. 

 

SPEAKER IDENTIFICATION 

Speech signal is used to convey the linguistic information as well as speaker information such as 
Emotional, regional and physiological characteristics. This is a way of human ability inspired by 

many researches to understand the production of speech and to develop a system that 
automatically process the prosperity of information in speech. Speech technology includes many 
applications in which speaker recognition is used to find out “who is speaking”. The identified 

speaker is authenticated against masquerade. A masquerade is a kind of attack where the enemy 
attempts to act as the authorized user and also tries to gain access in the net-centric 

communication to the speech control channel connection. There by using this control one may 
pass the operational order favorable to him which may leads to vulnerability. In such cases a 
security alert is needed which will save a country from defeat.  

By combining secure hashing algorithm bits with encoded speech the message digest is 
recovered. There are many cryptographic hash functions available and it includes some of the 

important properties such as [2]  

 for any given message it is easy to compute the hash value  

 it  is difficult to produce a message that has a given hash   

 without changing the hash it is infeasible to modify a message  

 two different messages with the same hash is very difficult to find  
Some of the hashing functions are Message Digest, Secure Hash Algorithm (SHA), and 

RIPEMD, GOST and HAVAL. Although there is a long list of hash functions many of the 
functions are found to be vulnerable. For example, in August 2004 the popular algorithm such as 
SHA-0, RIPEMD were found to be weak and the long term security algorithm was derived such 

as SHA1, RIPEMD 8 AND 160. In 2009 the most commonly used algorithm are MD5 and 
SHA1.The SHA-0 and SHA-1were developed by National security Agency. Still there is a 

competition for the replacement for SHA-2[3], and also to ensure the long term toughness of 
applications that uses hash function.  
 

NEED FOR SPEECH COMPRESSION 

Speech is used by human to convey information to one another with a bandwidth of 4 kHz [4] 

which involves more storage space and longer access time. If the data is long then the 
transmission time will also be long. In places like battlefield the data has to be transmitted very 
quickly in order to save the lives of many soldiers. So in order to overcome the difficulty, the 

speech compression techniques can be used. This can be accomplished by using various speech 
decoding techniques. The encoder/ decoder structure is known as a speech coder whereas the 

tandem pair of coder and decoder is referred to as codec. The speech coding can be Lossy or 
Lossy less. In lossy compression the actual data can be   recovered from the compressed file. In 
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Lossless compression, the actual data cannot be retrieved from the compressed file even it gives 
best possible quality for the given technique. By discarding less-critical data the lossy 

compression achieve better result than lossless compression [4].  
 

Types of speech coding techniques: 

Over recent years there has been remarkable advancement in speech coding with outstanding 
quality at low bit rate and at low cost. The following “figure2” shows the types of speech coding 

techniques available [5]  
 

 
                      

Fig. 2: Speech Coding Techniques 

 

Waveform coding is used to encode the waveform itself in an efficient way. The waveform 
coding in time domain is the traditional speech coding which attempts to code the exact shape of 
the speech signal, without considering the nature of human speech production with speech 

perception and these coders are high-bit-rate coders. The PCM, DPCM and ADPCM are used to 
directly code the received audio signal. The Pulse Code Modulation (PCM) [6] which is used to 

digitize the signals through signal conversion. Differential Pulse Code Modulation (DPCM) can 
be analog signal or a digital signal. It uses the baseline of PCM but it adds some functionality 
based on the prediction of the samples of the signal. The ADPCM Adaptive Differential Pulse 

Code Modulation (ADPCM) [6] which is then used to provide much lower data rates by using a 
functional model of the human speaking mechanism at the receiver end [7].  

 
The Sub band coders are not widely used and it is used to parameterize the speech signal in terms 
of spectral properties in different frequency bands. It can be used for high-quality audio coding. 

In the transform coding the signal is transformed to its representation in another domain in which 
it can be compressed well than in its original form. Here if the signal is decompressed, an inverse 

transformation is applied to restore an approximation of the original signal. LPC (Linear 
Predictive Coding) technique  are the most popular techniques  and synthesis coding of speech 
[7] which is used to provide low bit rate speech data.   

Hybrid coders are used to encode speech, and the bandwidth requirements lies between 4.8 and 
16 kbps. The hybrid coders include CELP, MPE and RPE coders. Multipulse Pulse Excited 
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coding (MPE) and Regular Pulse Excited coding (RPE) techniques try to improve the speech 
quality by giving a better representation of the excitation signal.  The MPE method produces high 

quality speech at rates around 9.6 kbps. Codebook Excited Linear Prediction (CELP) technique 
can be also called as analysis-by-synthesis (Abs) technique and it allow bit rates of even 4.8 

kbps. 
 
Properties of a speech coder are:  

Low bit-rate: If the bit rate is lower for encoded bit-stream, then the bandwidth will also be 
lower for transmission which leads to a more efficient system in the battle field [8].  

High speech quality: The decoded speech should have a high quality so that it will be 
acceptable and understandable by the target application. The speech should have quality 
dimensions such as intelligibility, naturalness, pleasantness, and speaker recognizability.  

Robustness in the presence of channel errors : This is crucial for military net-centric 
communication system where channel errors will have a negative impact on speech quality. So it 

should be error tolerant to work under the harsh acoustic environment in battlefield.  
Low coding delay: The coding algorithm should be flexible and faster to convert the input 
speech of the encoder with respect to the output speech of the decoder.  

 
 

SPEECH ENCRYPTION AND DECRYPTION  

Cryptography is the science of converting information from the comprehensible form to 

incomprehensible form for its secured communication over the insecure channel. Speech 
encryption is one of the very important techniques for military communications and it is 

considered to be one of the important requirements in speech communication system. Encryption 
is the process of converting the speech data into another form that cannot be easily understood by 
unauthorized people. Decryption is the process of converting encrypted signal into its original 

form, so it can be understood. A system that provides encryption and decryption can be referred 
to as a cryptosystem. The cryptography is considered to be one of the major components for 

security in any organization but in modern days it is no longer limited to sensitive military 
information’s. It is an industry standard and it provides information security, trust, controlling 
access to resources, and electronic financial transactions [9].  

 

Basic techniques for encryption 

There are two basic techniques for encryption namely Symmetric Encryption and Asymmetric 
Encryption  
 

Symmetric Encryption 

The symmetric encryption also called as single-key encryption, one-key encryption or private 

key encryption. It uses the same secret key to encrypt and decrypt the information. It is essential 
that the sender and the receiver should know the secret key, which will be helpful to encrypt and 
decrypt all the information’s.  There are many symmetric encryptions available but some of the 

commonly used symmetric encryption algorithms are Listed in “table 1” [9] 
 

 
 
 

 

http://www.encryptionanddecryption.com/encryption/index.html#Asymmetric_encryption
http://www.encryptionanddecryption.com/encryption/index.html#Asymmetric_encryption
http://www.encryptionanddecryption.com/encryption/index.html#Asymmetric_encryption
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 Table 1: Commonly used Symmetric Encryption 

Symmetric 
Encryption 

Algorithm 

Developer 

 

Block 

size 
Cryptanalysis  resistance Security 

Advanced 
Encryption 

Standard 

Vincent Rijmen 
and Joan 

Daemen in 2000 

128-, 
192- or 

256-bit 

It is very Strong against 
truncated differential, linear, 

interpolation and square 
attacks 

More  secure 

Data 

Encryption 
Standard 

IBM in 1977 64bit 

block 

Vulnerable to differential and 

linear crypt analysis 

Proven 

inadequate 

Triple  Data 
Encryption 

Standard   

1978 64bit 
block 

Vulnerable to differential, 
Brute force attacker could be 

analyze plain text using 
differential crypt analysis 

One only weak 
which is exit in 

DES 

CAST Carlisle Adams 

and Stafford 
Tavares in1996 

64bit 

block 

 Very fast and 

efficient [10] 

                                           

Asymmetric Encryption  

This method uses different keys for encryption and decryption. Here, the public key is 

made available to everyone so that they can send messages, but the private key is only made 
available to the person it belongs to. However, it has two major disadvantages such as it is based 

on nontrivial mathematical computations, and it is very slower than the symmetric ones. Some of 
the popular examples of asymmetric encryption algorithm include RSA, DSA and PGP [11].The 

RSA encryption is the best known public key algorithm, named after its investors: Rivest, 

Shamir and Adleman. The key used for encryption is a public key and the key used for 
decryption is a private key. 

 

CONCLUSION AND FUTURE WORK 

In this paper the design of an application for secure communication in the military organizations 

are discussed. The design of this application is based on compression technologies that exploit 
this technology with encryption and decryption for an environment that promotes and facilitates 

the use of safe communication. More specifically, the application takes responsibility for the 
speaker identification using the cryptographic hash functions so that the unauthorized speakers 
will find difficult to trace out the original data. The future work is to find out the optimal method 

suitable for this environment to provide better secured communication.  
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