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Abstract— Simple Network Management Protocol (SNMP) is a widely used protocol for 
monitoring the welfare of network equipment, computer equipment. SNMP runs in a centralized 

manner. Centralized management approach allows network administrators to manage the whole 
network from a single place, but it results to information bottleneck, excessive processing load 
on the manager and heavy usage of network bandwidth. This protocol is based on client-server 

model. In certain circumstances client-server interaction generates significant traffic that 
overloads the management station. A distributed paradigm provides an efficient way to perform 

management functions when networks grow significantly.  

Mobile agents can be used to distribute the network management task over the entire network. 

Mobile agents for network management tend to monitor and control networked devices on site 
and consequently reduce the manager’s load and network bandwidth. These agents move to the 

place where data are stored and select information the user wants. They decentralize processing 
& control, and, as a consequence, reduce the traffic around the management station, and 
distribute processing load.  

 

I. INTRODUCTION 

As the size and number of distributed computing and telecommunications systems increase, it 

becomes evident that the key to efficient and reliable operating environments depends on our 
ability to monitor and control devices, services and applications. While some monitoring of 
systems is conducted today for distributed systems, an integrated approach is needed. A 

necessary condition for an integrated management is that the components to be managed in a 
heterogeneous environment should provide information, which may be interpreted in a 

manufacturer- independent manner, and this information should be accessible via well-defined 
interfaces and protocols. Network management has been the subject of intense research over the 
last decade, with the relevant progress being twofold: on the one hand, architectures and 

algorithms for solving management problems have been devised; and on the other hand, different 
management technologies have been proposed and standardized.  

Through SNMP, it is not possible to change the structure of a management information base 
(MIB) by adding or deleting object instances. However depending on the implementation of the 
agent it may be possible to add or delete rows from tables. For example, adding a row to the 

table can be accomplished by implementing the agent so that when it receives a Set request for a 
row not found in the table, it creates a new table entry with the values found in the Set request. 

However this action is not dictated by SNMP, and as far as the SNMP standard is concerned, it is 
permissible for the agent to reject such operations. SNMP also does not provide a specific 
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mechanism for issuing a command to an agent to perform an action. Unfortunately, SNMP was 

not designed to do resource administration and overall system management. One major flaw of 
SNMP is its lack of security facilities. Specifically, there is no capability either to authenticate 

the source of a management message or to prevent eavesdropping. Because of the lack of 
authentication capability, SNMP is vulnerable to attacks that can modify or d isable a network 
configuration. Another problem is that SNMP is polling-based. Network monitoring requires the 

manager to continuously poll the agents for desired information. If a management station is 
responsible for a large number of agents, and if each agent maintains a large number of objects, 

then it becomes impractical for the management stations to regular poll all agents for all of their 
readable data. Furthermore, since SNMP does not support manager-to-manager communication, 
a hierarchical structure of managers cannot be used to solve the polling problem. In SNMP a 

management application uses the manager protocol to communicate with the managed system, 
which uses the agent protocol to communicate with the MIB and the manager protocol. 

Processing of managed data is done at the management station. Network management stations 
interact with SNMP agents in managed nodes. Its drawbacks include information bottleneck at 
the manager, lack of scalability, excessive processing load at manager, and heavy usage of 

network bandwidth by network management actions. This is centralized approach. 

An alternative is distributed network management, in which the centralized management strategy 

is replaced by interoperable management systems. Distributed management solves the problems 
with centralized management to some extent. However, it still has some drawbacks like limited 
scalability and complex coordination mechanisms between management stations. One important 

functional area of network management is performance management, which involves gathering 
statistics about network traffic and schemes to condense and present data. Measuring 
performance of networks using centralized SNMP based management is very difficult due to 

reasons like network delays and information bottleneck at the central management station. 
Mobile agents are special software objects that are autonomous and have the ab ility to migrate 

from one node to another node, carrying logic and data, performing actions on behalf of the user. 
Mobile agent based network management is to equip agents with network management 
capabilities and allow them to issue requests to managed devices (or nodes) after migrating to 

these nodes. Mobile agents give the flexibility of analyzing the managed node locally. Instead of 
querying the managed node for every fixed interval and analyzing the performance from 

management station, mobile agent can be dispatched to analyze the node locally.  

2.  MOBILE AGENTS 

2.1 Overview 

        With the magnificent expansion of network, both in the types of network elements and the 

software components to manage them, driven by the increasing requirement of different services, 
it is getting more imperative to seek a means to deploy the network management tasks and 
services in a fast, ubiquitous and automated way. Mobile agent technology (MAT) provides a 

promising means to achieve this goal with more flexibility and automation of managing network 
than those traditional client/server based distributed methods, such as CORBA. Mobile agents, as 

an enabling technology, can easily represent one of the roles involved in the network 
management; therefore have great potential to be widely used in network management.  
 

        The mobile agent paradigm intends to bring an increased performance and flexibility to 
distributed systems by promoting "autonomous code migration" (mobile code moving between 
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places) instead of traditional RPC (remote procedure call). With code migration, the actual code 

or script moves from place to place and executes locally, achieving lower latency, little need for 
remote interactions and highly flexible control. Mobile agents can be effectively used in 

telecomm and network management. Mobile agents can easily represent one of the roles 
involved in the network management, such as service provider, connectivity provider, resource 
or end-user, and act on their behalf, based on established policies.  

 Mobile agents are software processes, which can autonomously migrate from one host to 
another during their execution. While roaming the Internet or a proprietary intranet and visiting 

other machines, they do some useful work on behalf of their owners or originators.  
 

2.2 Mobile Agent Vs Client/Server Model      

 Client-server architectures are not sufficient in themselves to yield efficient use of bandwidth, a 
problem where the Internet is suffering greatly. Consider the case where an agent (client) wishes 

to retrieve some data from a remote server; if the server does not provide the exact service that 
the client requires, for example the server only provides low-level services, then the client must 
make a series of remote calls to obtain the end service. This may result in an overall latency 

increase and in intermediate information being transmitted across the network, which is wasteful 
and inefficient, especially where large amounts of data are involved. Moreover, if servers attempt 

to address this problem by introducing more specialized services, then as the number of clients 
grow so the amount of services required per server becomes infeasible to support. Mobile agents 
can be seen as an extension or generalization of the well-known remote procedure call (RPC) 

principal. But whereas in the RPC case merely data is moved from the client to a procedure that 
already resides on the server (and the client usually remains idle while the remote procedure is 
executed), in an agent-based framework the client dispatches an agent which travels to the server 

and performs its task there by interacting locally with the server’s resources ( Figure 1). 
 

Hence, mobile agents are able to emulate remote procedure calls, but more importantly, they also 
allow for much more flexible and dynamic structures than traditional systems based on the 
client/server paradigm. 

 

 
Figure 1  
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2.3 Infrastructure for mobile agents 

 

      In an agent-based computing scenario, hosts must provide a kind of a “docking station” for 

mobile agents which act as a local environment or agent platform. Such a platform is responsible 
for launching, receiving, and providing residence to agents, and it has to provide the necessary 
services, resources, and runtime support. It may also act as a meeting point for agents or even 

provide a trusted computing base (e.g., a hardware-based secure execution environment). The 
main tasks of a local agent platform can be summarized as follows: 

 

Mobility support: Arriving agents have to be installed and registered, and the code together with 
the state of agents that want to migrate to other hosts has to be packed together and sent over the 

network. 

Resource management: Agents have to express their resource requirements (e.g., memory, cpu 

share, communication bandwidth) and the agent platform has to check authorizations, quotas, 
and also act as a firebreak against monopolization or excessive use of resources.  

Execution support: Agents must have access to runtime libraries and services. The agent 

platform should also support the creation of new agents.  

Communication support: Agents should be able to communicate with other locally residing 

agents, but also with remote agents and with their owner or creator. For that, the agent 
environment should support standard communication mechanisms and protocols.  

Security support: An agent platform must ensure the privacy and integrity of agents and its own 

infrastructure. For that, it needs means for encryption and decryption of agent code, and it must 
provide authentication, authorization, and access control mechanisms.  

Support for fault tolerance: Correct and reliable execution of agents should be guaranteed even 

when partial failures (e.g., missing resources, unreachable migration goal) occur.  

 

2.4 Benefits of using mobile agents. 

Now we want to describe some major advantages of mobile agents and try to explain why they 
will meet the demands of future distributed systems.  

Delegation of tasks- because mobile agents are simply a more specific type of software agent, a 
user can employ a mobile agent as representative to which the user may delegate tasks. Instead 

of using computer system as interactive tools that are able to work only under direct control by a 
user, autonomous software agents aim at taking care of entire tasks and working without 
permanent contact and control. As a result, the user can devote time and attention to other. Thus, 

Mobile software agents are a good means to cope with the steady information overload we 
experience. 

Asynchronous processing- Once mobile agents have been initialized and setup for a specific 
task, they physically leave their owner’s computer system and from then on roam freely through 
the Internet. Only for this first migration must a network connection be established. This feature 

makes mobile agents suitable for nomadic computing, meaning mobile users can start their 
agents from mobile devices that offer only limited bandwidth and volatile network links. 

 



International Journal of Emerg ing trends in Engineering and Development         Issu e 2, Vol.7 (November 2012)                                                                                                    

Available online on http://www.rspublication.com/ijeted/ijeted_index.htm                                  ISSN 2249-6149 
 

 Page 566 
 

Because the agent is less dependent on the network, it will be more stable than client–server-

based applications.  
 

Adaptable service interfaces- 

If the communication overhead for exchanging messages between client and server is high 
compared with execution time of each function, it would make sense to offer aggregated and 

more advanced functions as combination of the primitive ones. However, because it is difficult to 
trace down every possible scenario in advance or even during runtime time, these functions are 

usually these functions are not offered by the server’s multi-purpose interface. Mobile agent can 
help in this situation by offering a chance to design a client driven interface that is optimized for 
the client but that is adaptable to different server interfaces.  

 
Code shipping versus data shipping-This is the probably most cited advantage of mobile 

agents, and it stands in close relationship to adaptable service interfaces. A single call can 
therefore result in a huge amount of data being sent back to the client because of the lack pf 
precision in the request. Instead of transferring data to the client where it will be processed, 

filtered, and probably cause a new request (data shipping), this code can be transferred to the 
location of the data (code shipping) by means of mobile agents. In the latter case, only relevant 

data (i.e., the results after processing and filtering) is sent back to the client, which reduces 
network traffic and saves time if the code for filtering is smaller than the data that must be 
processed.  

 
3 Mobile Agent - Process migration and its implications  

Mobile agents can physically travel across a network, and perform tasks on machines that 

provide agent hosting capability. This allows processes to migrate from computer to computer, 
for processes to split into multiple instances that execute on different machines, and to return to 

their point of origin. Unlike remote procedure calls, where a process invokes procedures of a 
remote host, process migration allows executable code to travel and interact with databases, file 
systems, information services and other agents.  

Mobile agents have been the focus of much speculation and hype in recent years. The appeal of 
mobile agents is quite alluring - mobile agents roaming the Internet could search for information, 

find us great deals on goods and services, and interact with other agents that also roam networks 
(and meet in a gathering place) or remain bound to a particular machine. Significant research and 
development into mobile agency has been conducted in recent years, and there are many mobile 

agent architectures available today. Some architectures use custom scripting languages, while 
others use Java which helps to solve the problem of portability. Recent Java systems include 

IBM's Aglets, and General Magic's Odyssey. However, mobile agency has failed to become a 
sweeping force of change, and now faces competition in the form of message passing and remote 
procedure call (RPC) technologies.  

3.1 Technology behind process migration   In general, the following things are required to allow 
agents to migrate across a network  

1. Common Execution language. 

2.  Process persistence. 

3. Communication Mechanism between mobile agents.  
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4.  Security to protect agents and agent hosts.  

3.2 Common execution language 

If a process is to migrate from one host to another, then both hosts must share a common 

execution language. In a homogenous networking environment, it is conceivable that assembly 
language or machine code could be sent across the network for execution. However, such a 
system would be extremely limited and not very future proof. A more likely scenario for mobile 

agency is a heterogeneous environment, where many different system architectures are 
connected. In this case, an interpreted scripting language or emulation of a system that is capable 

of executing machine code (Java is a good example of this. Java byte code is capable of 
executing inside a 'virtual machine', which is then implemented on many architectures to achieve 
a degree of portability, solves the problem of a common execution language.  

3.3 Process persistence 

For processes to migrate to remote machines, they must be capab le of saving their execution 

state, or spawning a new process whose execution state will be saved. This property is called 
persistence. Persistence involves converting the object's state (variables, stack, and possibly even 
the point of execution) and converting it into a data form suitable for transmission over a  

network. Agents should not have to be responsible for achieving this themselves, and process 
persistence would likely be built into the mobile agent language or architecture.  

3.4 Communication mechanism between agent hosts 

Some communication mechanism must exist to transfer agents across networks. An agent might 
be transferred using TCP/IP, or by using a higher level of communication such as RMI, IIOP, 

SMTP or even HTTP. Mobile agent architectures may even use a variety of transport 
mechanisms, giving greater flexibility.  

An agent's executable code must be transferred, which may consume a large amount of network 

bandwidth, unless shared code is located at the agent host. Techniques such as shared libraries of 
code, or caching, may be of benefit. In addition, the persistent state of the agent must be 

transferred. 

3.5 Security to protect agents and agent hosts 

Security is critical when executable code is transferred across a network. Malicious or badly 

written code could wreak havoc when unleashed upon an unsuspecting host, and agents 
themselves need protection against hostile hosts that would seek to dissect or modify them. 

There is no magic solution that will solve all the security problems of mobile agents, but 
precautions can be taken to minimize risk.  

When an agent leaves for a new host, extreme care must be taken to prevent unauthorized 

modification or analysis of the agent. Agents may carry with them confidential or sensitive 
information and logic, which shouldn't be accessible to the agent host. Encryption may be of 

benefit, but the data and code must be decrypted at some point in time for the agent to execute. 
Once this occurs, the agent becomes vulnerable, and is at the mercy of the agent host. In a 
scripting language, the internal logic of the agent is exposed, but even compiled languages can 

be decompiled with a disturbing degree of success. Other than using trusted hosts, there is little 
that can be done to protect the agent from snooping eyes. 
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For agent hosts, the news is a little more positive. Through the use of digital signatures, the 

identity of an agent and its user can be authenticated. However, in many commercial 
environments, even un-trusted agents will need to be accepted. These agents may carry with 

them dangerous payloads, Virus like activity could easily be concealed within a mobile agent. 
Even legitimate purposes, such as accessing a database, could be misused, if many agents 
grouped together to form a denial of service attack, such as code that needlessly consumes CPU 

time and memory, that attempts to damage the agent host or carries back information that would 
make it vulnerable to hacking. Such is the risk an agent host must take, though limiting access to 

resources such as disks and the network may offer some solution.  

4 Implications of mobile agents 

If mobile agents were to gain widespread commercial adoption (to the degree that say, web 

browsing or email has), then what type of a network would we have? The following list of 
implications is by no means exhaustive, but does provide an interesting set of observations.  

4.1 Bandwidth conservation 

One of the goals of mobile agency is to conserve bandwidth, by placing an agent directly at the 
point of information, rather than sending dozens or even hundreds of queries across the network. 

This is based on the premise that these queries would have consumed more bandwidth than 
sending an agent over the network, and bringing it back again. Efficient mobile agent 

mechanisms might only bring back the data that has changed, since the executable code would 
still be present at the point of origin. Others mechanisms might just send back a summary of the 
agent's results, or additional code/objects that the agent may have collected.  

Bandwidth conservation is an admirable goal, but whether mobile agents will help realize this 
goal is questionable. For bandwidth to be conserved, the bandwidth consumed by sending across 
a mobile agent, and waiting for its results, must be less than that of a series of q ueries sent via a 

messaging or RPC system. This is a determination that must be made in practice, and cannot be 
fully verified just by theory.  

Many scenarios can be foreseen. Perhaps mobile agents could comb through large amounts of 
resources on a single site, and bring back a small number of matches, in a similar nature to a 
search engine. However, some electronic commerce models suggest that mobile agents would be 

sent out to multiple sites, perhaps to negotiate low prices with vendors (a shopping bot). This sort 
of activity has the potential to result in an incredible explosion of bandwidth consumption.  

Indeed, searching is a task that many people would like to see mobile agents performing. 
Currently, a small number of indexing agents collect information for search engines, while users 
make millions of queries. Imagine if mobile agents that traveled across the network to sites made 

the same number of queries instead. Two scenarios are possible. Either a much larger amount of 
bandwidth (and CPU usage for the agent hosts) will be consumed, or a much lesser amount of 

bandwidth will be consumed as users receive more accurate search results because their agents 
have more control over the search process. Instinct suggests, however, that a simple keyword 
query entered via a web browser will consume less resources and bandwidth than sending an 

agent with specialized searching algorithms across the network.  
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4.2 Delegate tasks to agents when not connected 

The Internet, as it stands today, is made up of many millions of computers, some of which are 
permanently connected but the majority of which connect via dial-up modem connections for 

short periods of times. Imagine if you could delegate tasks to mobile agents that would roam the 
network for you while not connected. This goal would be extremely desirable in the short term, 
until permanent connections became more prevalent. Here mobile agents may have found a 

sound market. This market could potentially be profitable, for the mobile agent technology 
vendors and the agent hosts that allow offline usage of their network.  

Delegation of tasks to mobile agents could also be used as a form of load sharing in distributed 
systems. Agents could perform tasks on remote systems, moving from system to system as 
required to balance the load. Mobile agency also gives greater flexibility, because new tasks and 

new code can be added to the system without the need for a fixed code base.  

4.3 Mobile agents enable new types of interaction 

The ability of mobile agents to fragment themselves into many pieces that travel to different 
points across the network sounds promising. It might enable new forms of interaction, such as 
negotiating agents that travel to vendors seeking the best deal, or meeting places where agents 

can "get together" and communicate. The attraction of mobile agents for electronic commerce is 
great, and it might make sense to deploy mobile agents for electronic commerce. However, such 

uses could also be accomplished by message passing, or direct communication using application 
protocols like HTTP. Mobile agency is promising, but it is not the only mechanism for new uses 
of software agents. 

4.4 Agent privacy 

If mobile agents were to become commonplace, serious privacy concerns would be raised. Aside 
from deliberate attempts to decompile or interrogate an agent (or its encrypted data), agent hosts 

could also monitor the actions of agents, and create consumer profiles. Even knowledge of the 
types of queries, or the way in which an agent searched, could reveal information about its 

owner. When individuals query a search engine, there is some degree of anonymity, but there is 
less control with mobile agency. Web sites may use cookies to track the pages that a web 
browser accesses, but cookies can be disabled. When executing under the control of an agent 

host, there is no way to tell what information is being carried. 
 

5 Conclusions 

Mobile Agents are a promising technology, providing a new viewpoint for implementing 
applications for distributed systems in widely distributed, heterogeneous open networks. We 

have seen in this paper that many applications exist, which, by employing the mobile agent 
paradigm, show many advantages in coping with today’s infrastructure of heterogeneous 

computers connected by communication systems of varying speed and quality 

 

REFERENCES  

[1] “Mobile Computing: A Book Of Readings “ C.S.R. Prabhu 

 



International Journal of Emerg ing trends in Engineering and Development         Issu e 2, Vol.7 (November 2012)                                                                                                    

Available online on http://www.rspublication.com/ijeted/ijeted_index.htm                                  ISSN 2249-6149 
 

 Page 570 
 

[2] Robert Pinheiro, Alex Poylisher,Hamish Caldwell. Mobile Agents for Aggregation of 

Network Management Data. Telecordia Technologies, University Of Warwick, BellSouth 
Telecommunications. 

 
[3] Andrzej Bieszczad,Bernard Pagurek and Tony White.  Mobile Agents for Network 
Management. IEEE Communications survey-98’. 

 
[4] V. Davies, “Evaluating mobility models within an ad hoc network,” Master’s thesis, 

Colorado School of Mines, 2000. 
 
[5]  K. Rothermel and R. Popescu-Zeletin, Eds., Mobile Agents, Lecture Notes in Comp.Sci. 

Series, vol. 1219,  Springer, 1997. 
 

[6] Vu Anh Pham and Ahmed Karmouch, Mobile Software Agents: An Overview, IEEE Communication 
Magazine, July, 1998. 
 

[7] T. Camp, J. Boleng, V. Davies, “A Survey of Mobility Models for Ad Hoc Network 
Research”, in WCMC: Special issue on Mobile Ad Hoc Networking: Research, Trends and 

Applications, vol.2, no.5, 2002. 
 
[8] Y. Sun and E.M. Royer, “A Study of Dynamic Addressing Techniques in Mobile Ad Hoc 

Networks,” Wireless Comm. And Mobile Computing, vol. 4, pp. 315-329, Apr. 2004. 
 


