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ABSTRACT 

 

In recent years, the use of mobile ad hoc networks (MANETs) has been widespread in 

many applications, including some mission critical applications, and as such security has become 

one of the major concerns in MANETs. Due to some unique characteristics of MANETs, 

prevention methods alone are not sufficient to make them secure; therefore, detection should be 

added as another defense before an attacker can breach the sys-tem. In general, the intrusion 

detection techniques for traditional wireless networks are not well suited for MANETs. In this 

paper, we classify the architectures for intrusion detection systems (IDS) that have been 

introduced for MANETs. Current IDS's corresponding to those architectures are also reviewed 

and compared. We then provide some directions for future research. We introduce a game-

theoretic setting for routing in a mobile ad hoc network that consists of greedy, selfish agents 

who accept payments for forwarding data for other agents if the payments cover their individual 

costs incurred by forwarding data. In this setting, we propose Ad hoc-VCG, a reactive routing 

protocol that achieves the design objectives of truthfulness  in a game-theoretic sense by paying 

to the intermediate nodes a premium over their actual costs for forwarding data packets. We 

show that the total overpayment (i.e., the sum of all premiums paid) is relatively small by giving 

a theoretical upper bound and by providing experimental evidence. Our routing protocol 

implements a variation of the well-known mechanism by Vickrey, Clarke, and Groves in a 

mobile network setting. Finally, we analyze a very natural routing protocol that is an adaptation 

of the Packet Purse Model with auctions in our setting and show that, unfortunately, it does not 

achieve cost-efficiency or truthfulness 
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1 INTRODUCTION 

 

A mobile ad hoc network (MANET) is a self-conguring network that is formed 

automatically by a collection of mobile nodes without the help of a fixed infrastructure or 

centralized management. Each node is equipped with a wireless transmitter and receiver, which 

allow it to communicate with other nodes in its radio communication range. In order for a node 

to forward a packet to a node that is out of its radio range, the cooperation of other nodes in the 

network is needed; this is known as multi-hop communication. Therefore, each node must act as 

both a host and a router at the same time. The network topology frequently changes due to the 

mobility of mobile nodes as they move within, move into, or move out of the network. A 

MANET with the characteristics described above was originally developed for military purposes, 

as nodes are scattered across a battle field and there is no infrastructure to help them form a 
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network. In recent years, MANETs have been developing rapidly and are increasingly being 

used in many applications, ranging from military to civilian and commercial uses, since setting 

up such networks can be done without the help of any infrastructure or interaction with a human. 

Some examples are: search-and-rescue missions, data collection, and virtual classrooms and 

conferences where lap- tops, PDA or other mobile devices share wireless medium and 

communicate to each other. As MANETs become widely used, the security issue has become 

one of the primary concerns. For example, most of the routing protocols proposed for MANETs 

assume that every node in the network is cooperative and not malicious [1]. Therefore, only one 

compromised node can cause the failure of the entire network.  Routing in mobile ad hoc 

networks has been the subject of intense research efforts over the past few years; these efforts 

have resulted in numerous proposals for routing protocols. Most routing protocols assume that all 

the devices that make up the ad hoc network are cooperative [2], in particular they are willing to 

act as intermediate nodes in a routing path by forwarding data for other network nodes. The 

cooperativeness assumption may be reasonable in some settings, but willingness to cooperate can 

certainly not be assumed [3] in a general ad hoc setting since forwarding data for other network 

nodes can drain the battery of a node without this node ever being the source or the destination of 

the data that it forwards. If the network nodes are not owned by a single entity [4], but are profit-

oriented independent agents, they are indeed selfish. In this paper, we propose a method of 

coping with this selfishness in a mathematically [5] rigorous way while also achieving the 

globally desirable goal of energy-efficiency. In order to motivate and illustrate our main 

objective of designing a routing protocol that induces selfish nodes to participate in routing 

along[6] the globally most cost-efficient path, we describe a game theoretic model of routing in 

which we then introduce Ad hoc-VCG, a routing protocol that achieves cost-efficiency and 

truthfulness. 

 

II. PROBLEM STATEMENT 

 

Let the clustering process interval, TCP, be the time taken by the clustering protocol to 

cluster the network. Let the network operation interval, TNO, be the time between the end of a 

TCP interval and the start of the subsequent TCP interval. We must ensure that TNO _ TCP to 

reduce overhead.. 

 

A. Network Model 

 

Assume a set of sensors is dispersed on a rectangular field. We assume the following 

properties about the network: 

 

 

1) The nodes in the network are quasi-stationary. 

2) The network serves multiple mobile/stationary observers, which implies that energy 

consumption is not uniform for all nodes. 

3) Nodes are location-unaware, i.e. not equipped with GPS capable 

Antennae. 

4) All nodes have similar capabilities (processing/ communication), and equal significance. 

5) Nodes are left unattended after deployment. 

6) Each node has a fixed number of transmission power levels. 
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Our first assumption about mobility is typical for sensor networks. Clustering can still be 

performed, however, if only nodes that announce their willingness to be cluster heads are quasi-

stationary during the TCP interval in which they are selected, and the ensuing TNO interval. 

Nodes that travel rapidly in the network may degrade the cluster quality, because they alter the 

node distribution in their cluster. The second network property motivates the requirement for re-

clustering to select new cluster heads and re-distribute energy consumption. The third property 

justifies why some proposed protocols, such as are not suitable for our network. In addition, if 

scalability is an important concern, determining location information using message exchange, as 

in will not be efficient. The fourth and fifth properties of the network motivate the need for 

prolonging network lifetime and balancing cluster head loads. Note that node synchronization 

should not be essential.  

 

B. THE CLUSTERING PROBLEM 

 

Assume that N nodes are dispersed in a field and the above assumptions hold. Our goal is 

to identify a set of cluster heads which cover the entire field. Each node vi, The node can directly 

communicate with its cluster head (via a single hop). The following requirements must be met: 

 

1) Clustering is completely distributed. Each node independently makes its decisions based on 

local information. 

2) Clustering terminates within a fixed number of iterations (regardless of network diameter). 

3) At the end of each TCP, each node is either a cluster head, or a non-head node (which we refer 

to as regular node) that belongs to exactly one cluster. 

4) Clustering should be efficient in terms of processing complexity and message exchange. 

5) Cluster heads are well-distributed over the sensor field. 

 

III. RELATED WORK 

 

Many protocols have been proposed for ad-hoc and sensor networks in the last few years. 

Reducing energy consumption due to wasteful sources has been primarily addressed in the 

context of adaptive MAC protocols, such as PAMAS [3], DBTMA [5], EAR [4], and S-MAC 

[6].  

 

For example, SMAC 

 

  Periodically puts nodes to sleep to avoid idle listening and overhearing. Tiny OS focuses 

on fair bandwidth sharing among all nodes, and introduces random delays to unsynchronized 

nodes. Data dissemination protocols proposed for sensor networks consider energy efficiency a 

primary goal  attempts to reduce the cost of flooding data, assuming that the network is source-

centric (i.e., sensors announce any observed event to interested observers). Directed diffusion on 

the other hand, selects the most efficient paths to forward requests and replies on, assuming that 

the network is data-centric (i.e., queries and data are forwarded according to interested 

observers). 

Clustering can be a side effect of other protocol operations. For example, in topology 

management protocols 
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IV. THE HEED PROTOCOL 

 

In this section, we describe our protocol in detail. First, we define the parameters used in 

the clustering process. Second, we present the protocol design and pseudo-code. Finally, we 

Prove that the protocol meets its requirements. 

 

A. Clustering Parameters 

 

The overarching goal of our approach is to prolong network lifetime. For this reason, 

cluster head selection is primarily based on the residual energy of each node. Note that residual 

energy measurement is not necessary, since the energy consumed per bit for sensing, processing, 

and communication is typically known. To increase energy efficiency and further prolong 

network lifetime, we also consider intra-cluster “communication cost” as a secondary clustering 

parameter. For example, cost can be a function of neighbor proximity or cluster density. We use 

the primary parameter to probabilistically select an initial set of cluster heads, and the secondary 

parameter to “break ties.” A tie in this context means that a node falls within the “range” of more 

than one cluster head, including the situation when two tentative cluster heads fall within the 

same range. To understand what “range” denotes in our context, observe that a node typically 

has a few discrete transmission power levels. As the power level increases, the sphere of 

coverage grows. Thus, the cluster range or radius is determined by the transmission power level 

used for intracluster announcements and during clustering. We refer to this as the cluster power 

level. The cluster power level should be set to one of the lower power levels of a node, to 

increase spatial reuse, and reserve higher power levels for inter-cluster communication. These 

higher power levels should roughly cover at least two or more cluster diameters to guarantee that 

the resulting inter-cluster overlay will be connected. If this condition cannot be satisfied, then 

clustering is clearly not applicable. We provide analysis for inter-cluster communication in 

Section IV-D. The cluster power level dictates the number of clusters in the network. It is 

practically difficult to determine an optimal cluster power level, because network topology 

changes due to node failures and energy depletion. In case of multiple candidate cluster heads, 

cluster heads yielding lower intra-cluster communication cost are favored. This cost is a function 

of (i) cluster properties 

 

DEFINITIONS OF COMMUNICATION COST ACCORDING TO GOALS AND 

INTRA-CLUSTER COMMUNICATION POWER 

 

Goal n Power Same Minimum 

Load node degree AMRP 

distribution node degree 

Dense clusters 1 

node degree AMRP 

closest node 

cluster size, and (ii) whether or not variable power levels are permissible for transmission within 

a cluster, i.e., if each node is allowed to use the minimum power level to reach its cluster head or 

if all intra-cluster communication must use the same power level. If the power level used for 

intra-cluster communication is fixed for all nodes, then the cost can be proportional to node 

degree, if the requirement is to distribute load among cluster heads, or 1 node degree, if the 
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requirement is to create dense clusters. This means that a node joins the cluster head with 

minimum degree to distribute cluster head load (possibly at the expense of increased interference 

and reduced spatial reuse), or joins the one with maximum degree to create dense clusters. We 

use the terms minimum degree cost and maximum degree cost to denote these cost types. 

Observe that inter-cluster communication is not incorporated in the cost function since local 

information is insufficient in this case. Now consider the case when variable power levels are 

allowed for intra-cluster communication. Let Min Pwri denote the minimum power level 

required by a node If each node is allowed to select the appropriate power level to reach its 

cluster head, then AMRP provides a good estimate of the communication cost. The AMRP of a 

node is a measure of the expected intra-cluster communication energy consumption if this node 

becomes a cluster head. Using AMRP as cost in selecting cluster heads is superior to just 

selecting the closest cluster head, since it provides a unified mechanism for all nodes, including 

cluster heads, to break ties among tentative cluster heads. If a node has to select its cluster head 

among nodes not including itself, the closest neighbor within its cluster range (the neighbor 

reached using the smallest power level) can be selected as its cluster head. It summarizes the 

different options for computing the communication cost. 

 

B. Protocol Operation 

 

As previously discussed in Section II, clustering is triggered every TCP +TNO seconds to 

select new cluster heads. At each node, the clustering process requires a number of iterations, 

which we refer to as Niter. Every step takes time tc, which should be long enough to receive 

messages from any neighbor within the cluster range. We set an initial percentage of cluster 

heads among all N nodes, C prob (say 5%), assuming that an optimal percentage cannot be 

computed a priori. C prob is only 5 used to limit the initial cluster head announcements, and has 

no direct impact on the final clusters. Before a node starts executing HEED, it sets its probability 

of becoming a cluster head 

  

V. CONCLUSION 

 

We have introduced a game-theoretic setting for the routing layer of mobile ad hoc 

networks, in which the communication nodes are assumed to be selfish and in which the 

communication nodes need to declare their cost-of-energy in order to compute a cost-efficient 

communication path. We have presented Ad hoc-VCG, a reactive routing protocol for mobile ad 

hoc networks that is robust against individual selfishness of the communication nodes and 

achieves cost-efficiency and truthfulness. While we have introduced Ad hoc-VCG as a reactive 

protocol, a proactive version could be proposed as well. In fact, showing that it is always in a 

nodes best interest to (i) send out a position update, whenever (and only if) it has moved or its 

cost-of-energy has hanged, and to (ii) forward such update messages is a case analysis very 

similar to our proofs We have therefore omitted a formal introduction of a proactive version, but 

it can be done using similar concepts as the reactive version.. We believe Ad hoc-VCG is a first 

step in designing a practice As the use of mobile ad hoc networks (MANETs) has increased, the 

security in MANETs has also become more important accordingly. Techniques and developing 

new techniques that is suitable for MANETs. With the nature of mobile ad hoc networks, almost 

all of the intrusion detection systems (IDSs) are structured to be distributed and have cooperative 

architecture. The number of new attacks is likely to increase quickly and those attacks should be 
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detected before they can do any harm to the systems or data. Hence, IDS's in MANETs prefer 

using anomaly detection to misuse detection Some techniques are proposed to implement on top 

of the existing protocol others are proposed as independent modules to be added on mobile 

nodes. 
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