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______________________________________________________________________________________     

Abstract: Recent years have witnessed the trend of leveraging cloud based services for large scale content storage, 

processing, and distribution. Cloud computing, as an emerging computing paradigm, enables users to remotely store 

their data into a cloud so as to enjoy scalable services on-demand. As promising as it is, this paradigm also brings 

forth many new challenges for data security and access control when users outsource sensitive data for sharing on 

cloud servers, which are not within the same trusted domain as data owners. To keep sensitive user data confidential 

against untrusted servers, existing solutions introduce a heavy computation overhead on the data owner for key 

distribution and data management when data access control is desired, and thus do not scale well. In this paper, we 

implement an efficient and effective methods to ensure the data integrity and confidentiality of outsource data on 

entrusted cloud servers. Our method allows third party auditor to periodically verify the data integrity stored at CSP 

without retrieving original data. Proposed scheme gives a proof of data integrity in the cloud which the customer can 

employ to check the correctness of his data in the cloud and allowing dynamic data operations such as block 

insertion, modification and deletion. 

______________________________________________________________________________________     

I INTRODUCTION 

Cloud computing is an Internet based computer technology. The internet is viewed as clouds, hence the 

term cloud computing for computation done through internet. Some of the major firms like Amazon, Microsoft and 

Google have implemented the “CLOUD” and have been using it to speed up their business. In a cloud computing 

environment, the entire data reside over a set of networked resources, enabling the data to be accessed through 

virtual machines. Currently, there has been an increasing trend in outsourcing data to remote cloud, where the 

people outsource their data at Cloud Service Provider(CSP) who offers huge storage space with low cost. Thus users 

can reduce the maintenance and burden of local data storage. 

Cloud computing is a promising computing paradigm which recently has drawn extensive attention from 

both academia and industry. By combining a set of existing and new techniques from research areas such as Service-

Oriented Architectures (SOA) and virtualization, cloud computing is regarded as such a computing paradigm in 

which resources in the computing infrastructure are provided as services over the Internet. Along with this new 

paradigm, various business models are developed, which can be described by terminology of “X as a service 

(XaaS)” where X could be software, hardware, data storage, and etc[1]. 

As promising as it is, cloud computing is also facing many challenges that, if not well resolved, may 

impede its fast growth. Data security, as it exists in many other applications, is among these challenges that would 

raise great concerns from users when they store sensitive information on cloud servers. Data confidential against 

cloud servers is hence frequently desired when users outsource data for storage in the cloud. In some practical 

application systems, data confidentiality is not only a security/privacy issue, but also of juristic concerns. However, 

once data goes into cloud, the users lose the control over the data. This lack of control raises new formidable and 

challenging issues related to confidentiality and integrity of data stored in cloud [2]. The confidentiality and integrity 

of the outsourced data in clouds are of paramount importance for their functionality. The reasons are listed as 

follows [3]: 
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1) The CSP, whose purpose is mainly to make a profit and maintains a reputation, has intentionally hide data loss an 

incident which is rarely accessed by the user’s. 

 2) The malicious CSP might delete some of data or is able to easily obtain all the information and sell it to the 

biggest rival of Company. 

 3) An attacker who intercepts and captures the communications is able to know the user’s sensitive information as 

well as some important business secrets. 

 4) Cloud infrastructures are subject to wide range of internal and external threats. 

 In this paper, an efficient and secure scheme for cloud data storage has to be in a position to ensure the data 

security, integrity and confidentiality. Encrypting the data before storing in cloud can handle the confidentiality 

issue. However, verifying integrity of data is a difficult task without having a local copy of data or retrieving it from 

the server.  Our proposed scheme enables the data owner to delegate most of computation intensive tasks to cloud 

servers without disclosing data contents or user access privilege information. The proposed scheme is provably 

secure under the standard security model. 

II REALTED WORK 

The security of remote storage applications has been increasingly addressed in the recent years, which has 

resulted in various approaches to the design of storage verification primitives.  

Deswarte et al. [5] and Filho et al are firstly proposed a solution to remote data integrity. Both use RSA-

based functions to hash the whole data file for every verification challenge. They require pre-computed results of 

challenges to be stored at verifier, where a challenge corresponds to the hashing of the data concatenated with a 

random number. However, both of them are inefficient for the large data files, which need more time to compute 

and transfer their hash values.  

Carmoni et al. [4] described a simple deterministic approach with unlimited number of challenges is 

proposed, where the verifier like the server is storing the data. In this approach, the server has to send MAC of data 

as the response to the challenge message. The verifier sends a fresh unique random value as the key for the message 

authentication code to prevent the server from storing only the result of the previous hashing of the data. 

Ateniese et al [8] proposed a secure distributed storage scheme based on proxy re-encryption. Specifically, 

the data owner encrypts blocks of content with symmetric content keys. The content keys are all encrypted with a 

master public key, which can only be decrypted by the master private key kept by the data owner. The data owner 

uses his master private key and user’s public key to generate proxy re-encryption keys, with which the semi-trusted 

server can then convert the cipher text into that for a specific granted user and fulfill the task of access control 

enforcement. The main issue with this scheme is that collusion between a malicious server and any single malicious 

user would expose decryption keys of all the encrypted data and compromise data security of the system completely. 

In addition, user access privilege is not protected from the proxy server. User secret key accountability is neither 

supported. 

 Ari Juels and Burton S. Kaliski Jr proposed a scheme called Proof of retrievability for large files 

using”sentinels”. In this scheme, unlike in the key-hash approach scheme, only a single key can be used irrespective 

of the size of the file or the number of files whose retrievability it wants to verify. Also the archive needs to access 

only a small portion of the file F unlike in the key-has scheme which required the archive to process the entire file F 

for each protocol verification. This small portion of the file F is in fact independent of the length of F. 

Sebe et al.[7] presented a remote data checking protocol such that it allows an unlimited number of  

verifications and the maximum running time can be chosen at setup time and traded off against storage at verifier. 
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However, none of the schemes were considered the problem of remote data confidentiality and dynamic data 

verifications. 

 Hao et al. [6] proposed a RSA-based privacy-preserving data integrity checking protocol with data 

dynamics in cloud computing. Their scheme extended the sebe’s protocol to support public verifiability. It does not 

leak any information to third party auditors. However, it is also not protecting data leakage from the malicious 

servers. 

III System Model 

A) Cloud Data Storage Model 

The cloud storage model considering here is consists of three main components as illustrated in Fig. 1. 

 User: users, who have data to be stored in the cloud and rely on the cloud for data computation, consist of both 

individual consumers and organizations. 

 Cloud Service Provider (CSP): a CSP, who has significant resources and expertise in building and managing 

distributed cloud storage servers, owns and operates live Cloud Computing systems. 

 Third Party Auditor (TPA): an optional TPA, who has expertise and capabilities that users may not have, is 

trusted to assess and expose risk of cloud storage services on behalf of the users upon request.  

 

Fig 1: Cloud data storage model 

In cloud data storage model, the user stores his data in cloud through cloud service provider and if he wants 

to access the data back, sends a request to the CSP and receives the original data. If data is in encrypted form that 

can be decrypted using his secrete key. However, the data is stored in cloud is vulnerable to malicious attacks; it 

would bring irretrievable losses to the users, since their data is stored at an untrusted storage servers. 

(B) Design Goals 

 These goals are classified into two categories: Efficiency and Security Goals. 

 Efficiency: The following efficiency requirements ought to be satisfied for a proposed scheme of practical use 

of cloud storage: 

1. Low computaion overhead: It includes the initialization and verification overheads of the verifier and the 

proof generating overheads of the server. It means that the proposed scheme should be efficient in terms of 

computation. 

2. Less communication overhead: It refers to the total data transferred between the verifier and server. It means 

that the amount of communication should be low. 

3. Low storage cost: It refers to the additional storage of client and server required by the scheme. It means that 

the additional storage should be low as possible. 
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4. Dynamic data support: to maintain the same level of storage correctness assurance even if users modify, 

erase or affix their data files in the cloud.  

 Security: In this paper, we are considering two security requirements, which are needs to be satisfied for the 

security of proposed scheme: 

1. Confidentiality: Confidentiality refers to only authorized parties or systems having the ability to access 

protected data. 

2. Integrity: Data Integrity refers to the protection of data from unauthorized deletion, modification or 

fabrication. Further, detects any modifications to data stored in cloud. 

IV PROPOSED SCHEME 

It is important to support dynamic storage while maintaining the storage correctness. The proposed system 

creates efficient and dynamic data operations for storage assurance and integrity maintenance of the stored data. For 

verification, signatures are used. This protocol consists of two phases, namely Setup, Verification which provide 

solution for data security, integrity and confidentiality. 

A) Setup 

In this phase, the user pre-processes the file before storing in cloud. The Setup phase consists of: 1) KeyGen, 2) 

Sig Gen and 3)  Encryption 

1. KeyGen 

In this algorithm, the user generates private key and public key pair using following procedure, it takes k as 

input and generates private key and public key pair as output as follows: the given security parameter k (k>512), 

user chooses two large primes p and q of size k. 

PROCEDURE FOR KEYGEN 

Procedure: KeyGen(k) ←{ PK,PR} 

 Take security parameter k (k>512) 

 Choose two random primes p an q of size k 

Compute n=pq 

Compute Nn = lcm(p+1, q+1) 

Generate random integer b<n, gcd(b, n)=1 

Compute P, is a generator of En(0,b) 

 Private key PR={ Nn } 

Public key PK={n, b, P} 

end procedure 

2. Sig Gen 

(Φ, sigpr(R)) ← SigGen(PR, F ). This algorithm is run by the client. It takes as input private key pr and a file F 

which is an ordered collection of blocks {mi}, and outputs the signature set Φ, which is an ordered collection of 

signatures {σi} on {mi}. It also outputs metadata-the signature sigpr(R) 

3. Encryption 

To ensure the confidentiality of data, the user encrypts the each data block mi in the file F using below 

prodcedure, it takes mi, keyed Random Function(RF) and secrete random parameter s as inputs and produce m'i as 

output as follows: 

PROCEDURE FOR ENCRYPTION 

Procedure : Encryption(mi , s)←m'i 
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 for 1 to n 

 Compute  

   end for 

  end procedure 

B) Verification Phase 

Once data has stored in cloud, in order to ensure the integrity of data. To verify the integrity of data, the verifier 

consists of three algorithms:1) Challenge, 2) ProofGen and 3) CheckProof  

1. Challenge 

The verifier creates a challenge by running Challenge procedure,  it takes kRF,j, and Q as input and return chal 

as output as follows: the verifier chooses a random keys kRF and kRP using sequence and computes random indices 

1≤ij≤n (j= 1,….,c) of the set[1,n], 

PROCEDURE FOR CHALLENGE 

1. Procedure: Challenge(kRF,j,Q) ← chal 

2. Generates a random keys kRF, kRP and fresh random value using Sequence. 

3. Compute c =πkSRP (c) 

4. Compute Q=rPε En(0, b) 

5. Create challenge chal={ kRF, j, Q} 

6. end procedure 

2. ProofGen 

Upon receiving a challenge from the verifier, each server computes a response as integrity proof using proofgen 

procedure, it takes encrypted data m'i, challenge chal as inputs and produce response R as output as follows: 

PROCEDURE FOR  PROOFGEN 

1.Procedure: ProofGen(m'i , kRF, Q)←R 

2.Generates a n random numbers using kRF 

3. for 1 to n 

4.Generate a j = f kRF ( j) 

5. end for 

6.compute b=  

7.compute R=bQ mod n 

8. end procedure 

3. CheckProof 

After receiving a response from the server, the verifier checks the integrity using procedure, it takes public key 

pk, challenge query chal, and proof R as inputs and return output as 1 if the integrity of file is verified assuccessfully 

or 0 as follows: 

PROCEDURE FOR CHECKPROOF 

1.Procedure: CheckProof(T'i , r, kRF, n)←R' 

2.Generates a n random numbers using key kRF 

3. for 1 to n 

4.Generate a j = f kRF ( j) 

5. end for 
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6. compute S=  mod n 

7. compute R'= rS mod n 

8.verify if (R'=R) 

9. return true 

10. else 

11. return false 

         12. end if 

         13. end procedure 

C) Dynamics Data operations 

The proposed scheme can efficiently handle fully dynamic data operations including data modification, 

insertion and deletion for cloud data storage. The file F and sign Φ have already been generated and properly stored 

at server. 

Data Insertion: Data insertion is to insert new m* blocks at some specified positions in the data file F. The client 

generates the corresponding signature σ*.Then generate an update request message update= (I,i, m*, σ*) and sends 

to the server. After receiving the message, the server runs ExecUpdate (F,Φ,update). 

(F′  , Φ′  , Rupdate) ← ExecUpdate(F, Φ, update). This algorithm is run by the server. It takes as input a file F 

, its signatures Φ, and a data operation request “update” from client. It outputs an updated file F′ ,  updated signatures 

Φ′ and a proof Rupdate for the operation.  

 For verifying the update operation correctness, we will perform verifyupdate operation. 

{(TRUE,FALSE,sigpr(R′))} ← VerifyUpdate(pk, update,Rupdate). This algorithm is run by the client. It takes as input 

public key pk, the signature sigpr(R), an operation request “update”, and the proof  Rupdate  from server. If the 

verification successes, it outputs a signature sigpr(R′ ), or F ALSE otherwise. 

1. The server stores m* and adds a leaf h (H (m*)) and outputs F’. 

2. Generate new response R’. 

3. Adds the sign σ* into the signature set and outputs Φ’. 

Data Modification: Data modification is the most frequently used operations in cloud data storage. Client wants to 

modify the ith block mi to mi’ .The clients generate the signature σi' for the new modified block. He constructs an 

update request message update= (M, I, mi', σi') and sends to the server. The server runs Exec Update (F, Φ, Update). 

The server 

1. replaces the block mi with mi' and outputs F'. 

2. replaces σi with σi'. 

3. replaces mi with mi'. 

Data Deletion: Data deletion is just the opposite operation of data insertion. For single block deletion, it refers to 

deleting the specified block and moving all the latter blocks one block forward. Suppose the server receives the 

update request for deleting block mi, it will delete mi from its storage space, and generate the new response R′ The 

details of the protocol procedures are similar to that of data modification and insertion, which are thus omitted here. 

V PERFORMANCE 

Virtualization of cloud computing: Cloud computing makes user to get service anywhere and anytime, through 

any kind of interface. You can complete all you want through net service using a computer or a mobile phone. Users 

can a use or share it safely through an easy way, anytime, anywhere. Users can complete a task quickly that can‟t be 

completed in a single computer. 
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Virtualization of cloud computing: Cloud computing makes user to get service anywhere and anytime, through 

any kind of interface. You can complete all you want through net service using a computer or a mobile phone. Users 

can a use or share it safely through an easy way, anytime, anywhere. Users can complete a task quickly that can‟t be 

completed in a single computer. 

Service on demand : Cloud is a big resource pool that you can buy according to your requirement and specification. 

Cloud is just like running water, gas, and electric that can be charged by the amount which you used. 

Good reliability: Cloud uses data with multiplicity, it has good fault tolerant, the computation of cloud has very 

ability so it has high reliability of the service. The use of cloud computing is more reliable than local computer. 

Large-scalability : The scale of cloud is very large. The cloud of Google has owned more than one million servers 

and service is given to infinite users. Even in Amazon, IBM, Microsoft, Yahoo, they have more than hundreds of 

thousands servers and they provide much good services. 

Integrity: To ensure the integrity, we need three properties: Completeness, Soundness and Probability Detection. 

Completeness: After receiving a challenge from the verifier, if server honestly computes a correct integrity proof, 

the verifier always accepts the proof as valid. The proposed protocol is complete. The verifier is “probabilistically” 

assured that server still holds data safely. In reality, verifier only verifies that server holds the j [1, c] selective 

blocks where j is chosen randomly. 

Soundness: After receiving a challenge from the verifier, the server dishonestly computes the integrity proof by 

missing some data bits, the verifier accepts with negligible probability. 

VI CONCLUSION 

Cloud computing, as an emerging computing paradigm, enables users to remotely store their data into a cloud so as 

to enjoy scalable services on-demand. As promising as it is, this paradigm also brings forth many new challenges for 

data security and access control when users outsource sensitive data for sharing on cloud servers, which are not 

within the same trusted domain as data owners. In this paper, an efficient and secure scheme for cloud data storage 

has to be in a position to ensure the data security, integrity and confidentiality. Encrypting the data before storing in 

cloud can handle the confidentiality issue. However, verifying integrity of data is a difficult task without having a 

local copy of data or retrieving it from the server.  Our proposed scheme enables the data owner to delegate most of 

computation intensive tasks to cloud servers without disclosing data contents or user access privilege information. 

The proposed scheme is provably secure under the standard security model. 
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