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ABSTRACT  

 

To achieve secure communications, both the cryptography and steganography methods are 

used. The former scrambles secret messages in such a way that only the intended recipient is 

capable of unscrambling them. The latter seeks to hide a secret message inside an innocuous 

message, audio, image, or video file (called the cover medium), in such a way that 

eavesdroppers will not suspect the very existence of the secret message. Various techniques 

are discussed below for hiding data and each of them have some of their own. This paper 

gives a detailed survey on Steganography which helps the researchers, and academicians to 

work towards steganography techniques. 
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INTRODUCTION  

 

As people become aware of the internet day-by-day, the number of users in the network 

increases considerably thereby, facing more challenges in terms of data storage and transmission 

over the internet, as everything is trending toward digitalization, digital media can be transmitted 

conveniently over the network. Therefore, messages need to be transmitted secretly through the 

digital media by using the many security techniques available in market, generally it are based on 

either steganography or cryptography.  

 

Steganography derived from Greek word, literally means covered writing. It includes an array of 

secret communication method that conceals message very existence. Computer based 

steganography allows changes to be made to what are known as digital carriers such as images or 

sounds. Digital images, videos, sound files, and other computer files that contain perceptually 

irrelevant or redundant information can be used as “covers” or carriers to hide secret messages. 

After embedding a secret message into the cover-file with the help of secret key, a so-called 

stego-file is obtained [1]. 
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Cryptography is the study of secret (Crypto) writing (graphy). Cryptography is an important 

element of any strategy to address message transmission security requirements. Cryptography is 

the study of methods of sending messages in disguised form so that only the intended recipients 

can remove the disguise and read the message. It is the practical art of converting messages or 

data into a different form, such that no-one can read them without having access to the 'key'. The 

message may be converted using a 'code' (in which case each character or group of characters is 

substituted by an alternative 

one), or a 'cypher' or 'cipher' (in which case the message as a whole is converted, rather than 

individual underlying cryptography). Cryptanalysis is the science of 'breaking' or 'cracking' 

encryption schemes, i.e. discovering the decryption key. Cryptographic systems are generically 

classified along three independent dimensions [2], [3].  

 

Although steganography and cryptography are related there are some differences between them. 

Steganography hides a message within another message and tries to offer the impression that 

nothing but normal text, audio or video message is being exchanged. In cryptography the 

message is encrypted; it looks like a meaningless jumble of characters.  

Table 1 shows a comparison of different techniques for communicating in secret. Encryption 

allows secure communication requiring a key to read the information. An attacker cannot  

remove the encryption but it is relatively easy to modify the file, making it unreadable for the  

intended recipient.  

 Digital signatures allow authorship of a document to be asserted. The signature can be  removed 

easily but any changes made will invalidate the signature, therefore integrity is  maintained.  

  

Steganography provides a means of secret communication which cannot be removed without  

significantly altering the data in which it is embedded. The embedded data will be confidential  

unless an attacker can find a way to detect it.  

 

Table 1:  Comparison of secret communication techniques[4].  

 

Secret 

Communication 

Techniques 

Confidentiality Integrity Unremovability 

Encryption Yes No Yes 

Digital Signatures No Yes No 

 

Steganography Yes / No Yes/ No Yes 

 

 

The paper is structured as follows: Section II gives the history of steganography. Where Section 

III lists the uses of steganography. Section IV gives the  overview of steganography types and 

differentiates between different kinds of steganography. In section V the protocols for 

stegosystems are discussed. Section VI explains steganalysis and various attacks to 

steganography. In Section VII a conclusion is reached. 
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II HISTORY OF STEGANOGRAPHY 

 

The earliest recordings of Steganography were by the Greek historian Herodotus in his 

chronicles known as "Histories" and date back to around 440 BC. Herodotus recorded two 

stories of Steganographic techniques during this time in Greece. The first stated that King Darius 

of Susa shaved the head of one of his prisoners and wrote a secret message on his scalp. When 

the prisoner‟s hair grew back, he was sent to the Kings son in law Aristogoras in Miletus 

undetected. The second story also came from Herodotus, which claims that a soldier named 

Demeratus needed to send a message to Sparta that Xerxes intended to invade Greece. Back 

then, the writing medium was text written on wax-covered tablets. Demeratus removed the wax 

from the tablet, wrote the secret message on the underlying wood, recovered the tablet with wax 

to make it appear as a blank tablet and finally sent the document without being detected.  

 

Romans used invisible inks, which were based on natural substances such as fruit juices and 

milk. This was accomplished by heating the hidden text, thus revealing its contents. Invisible 

inks have become much more advanced and are still in limited use today. During the 15th and 

16th centuries, many writers including Johannes Trithemius (author of Steganographia) and 

Gaspari Schotti (author or Steganographica) wrote on Steganagraphic techniques such as coding 

techniques for text, invisible inks, and incorporating hidden messages in music. Between 1883 

and 1907, further development can be attributed to the publications of Auguste Kerckhoff 

(author of Cryptographic Militaire) and Charles Briquet (author of Les Filigranes). These books 

were mostly about Cryptography, but both can be attributed to the foundation of some 

steganographic systems and more significantly to watermarking techniques. 

 

During the times of WWI and WWII, significant advances in Steganography took place. 

Concepts such as null ciphers (taking the 3rd letter from each word in a harmless message to 

create a hidden message, etc), image substitution and microdot (taking data such as pictures and 

reducing it to the size of a large period on a piece of paper) were introduced and embraced as 

great steganographic techniques. In the digital world of today, namely 1992 to present, 

Steganography is being used all over the world on computer systems. Many tools and 

technologies have been created that take advantage of old steganographic techniques such as null 

ciphers, coding in images, audio, video and microdot. With the research this topic is now getting 

we will see a lot of great applications for Steganography in the near future.  

 

III USES OF STEGANOGRAPHY 

1. Covert channels in TCP/IP involve masking identification information in the TCP/IP headers 

to hide the true identity of one or more systems. This can be very useful for any secure 

communications needs over open systems such as the Internet when absolute secrecy is needed 

for an entire communication process. 

2. Using containers (cover messages) to embed secret essages into is by far the most popular use 

of Steganography today. his method of Steganography is very useful when a party  must end a 

top secret, private or highly sensitive document over an open systems environment such as the 

Internet. By embedding the hidden data into the cover message and sending it, you can gain a 

sense of security by the fact that no one knows you  have sent more than a harmless message 

other than the intended recipients.  

3. Steganography is also used to store information on a location.  



International Journal of Advanced Scientific and Technical Research                  Issue 4 volume 2, March-April 2014 

Available online on   http://www.rspublication.com/ijst/index.html                                                    ISSN 2249-9954 

 

R S. Publication, rspublicationhouse@gmail.com Page 498 
 

4. Although not a pure steganographic technique, digital watermarking is very common in 

today's world and does use Steganographic techniques to embed information into documents. 

Digital watermarking is usually used for copy write reasons by companies or entities that wish to 

protect their property by either embedding their trademark into their property or by concealing 

serial numbers/license information in software, etc. Digital watermarking is very important in 

the detection and prosecution of software pirates/digital thieves.  

5. E-commerce allows for an interesting use of steganography. In current e-commerce 

transactions, most users are protected by a username and password, with no real method of 

verifying that the user is the actual card holder. Biometric finger print scanning, combined with 

unique session IDs embedded into the fingerprint images via steganography, allow for a very 

secure option to open ecommerce transaction verification. 

 

IV TYPES OF STEGANOGRAPHY 

 

Steganography can be used for wide range of applications such as defiance organizations for safe 

circulation of secret data, intelligence agencies, in smart identity cards where personal details are 

embedded in the photograph itself for copyright control of materials, medical imaging where 

patient‟s details are embedded within image providing protection of information and reducing 

transmission time.  

The basic model for Steganography is shown on fig. 1. The model shows the basic process 

involved in Steganography which consists of Carrier, Message and Key. Carrier is also known as 

cover-object, in which message is embedded and serves to hide the presence of the message. The 

data can be any type of data (plain text, cipher text or other image) that the sender wishes to 

remain confidential. stego-key, which ensures that only recipient who has corresponding 

decoding key will be able to extract the message from a cover-object. The cover-object with the 

secretly embedded message is then called the stego-object[5].  

Recovering message from a stego-object requires the cover-object itself and a corresponding 

decoding key if a stego-key was used during the encoding process. Steganographic algorithms 

are in general based on replacing noise component of a digital object with a to-be-hidden 

message. Kirchoffov principle holds also for steganography. Security of the system should not be 

based on hiding embedding algorithm, but on hiding the key. 

 
Fig 1: Basic Steganography Model 
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Fig 2 shows how information hiding can be broken down into different areas. Steganography can 

be used to hide a message intended for later retrieval by a specific  individual or group. In this 

case the aim is to prevent the message being detected by any  other party. The other major area 

of steganography is copyright marking, where the message to be  inserted is used to assert 

copyright over a document. This can be further divided into  watermarking and fingerprinting.  

 

                                Steganography 

 

 

       Data Hiding      Document Marking 

 

 

 

 

Image Binary Text     Audio/   Protocol   Water       Finger 

 File                Video                      Marking     printing 

 

Fig 2: Types of Steganography  

A. Binary File Technique 

 

One method for embedding a watermark in a binary file works as follows. First, let‟s look at the 

following lines of code that have been extracted from a binary file:  

a = 2;  

b = 3;  

c = b + 3;  

d = b + c;  

 
The above instruction is simply equivalent to:  

b = 3;   b = 3;   b = 3;  

a = 2;   c = b + 3; c = b + 3;  

c = b + 3;  a = 2;   d = b + c;  

d = b + c;  d = b + c;  a = 2;  

The initialization of b, c, and d must be done in the same order, but a can be initialized at any 

time. To embed a watermark W = {w1, w2, w3, w4, …, wn} where wi Є {0, 1}. We first divide the 

source code into n blocks. Each of these blocks is then represented by wi and this holds the value 

either 0 or 1. If wi is 0, then the block of code it represents will be left unchanged. However, if wi 

is 1, then you will look for two statements inside the block and switch them over. Using this 

method, the watermark can be embedded by making changes to the binary code that does not 

affect the execution of the file. To decode and extract the watermark, you will need to have the 

original binary file. By comparing the marked and original files, you can then spot the statement 

switches and therefore extract the embedded watermark. This method is very simple but is not 

resistant to attacks. If the attacker has many different versions of the marked files then he may 

detect the watermark and hence be able to remove it. 

 

 

 



International Journal of Advanced Scientific and Technical Research                  Issue 4 volume 2, March-April 2014 

Available online on   http://www.rspublication.com/ijst/index.html                                                    ISSN 2249-9954 

 

R S. Publication, rspublicationhouse@gmail.com Page 500 
 

B. Text Steganography Techniques 

 

Text steganography can be achieved by altering the text formatting, or by altering certain 

characteristics of textual elements (e.g., characters). The goal in the design of coding methods is 

to develop alterations that are reliably decodable (even in the presence of noise) yet largely 

indiscernible to the reader. These criteria, reliable decoding and minimum visible change, are 

somewhat conflicting; herein lies the challenge in designing document marking techniques. The 

document format file is a computer file describing the document content and page layout (or 

formatting), using standard format description languages such as PostScript2, TeX, @off, etc. It 

is from this format file that the image - what the reader sees - is generated. 

The three coding techniques that we propose illustrate different approaches rather than form an 

exhaustive list of document marking techniques. The techniques can be used either separately or 

jointly. Each technique enjoys certain advantages or applicability as we discuss below. 

 

Line-Shift Coding 

This is a method of altering a document by vertically shifting the locations of text lines to encode 

the document uniquely. This encoding may be applied either to the format file or to the bitmap of 

a page image. The embedded codeword may be extracted from the format file or bitmap. In 

certain cases this decoding can be accomplished without need of the original image, since the 

original is known to have uniform line spacing between adjacent lines within a 

paragraph. 

 

Word-Shift Coding 

This is a method of altering a document by horizontally shifting the locations of words within 

text lines to encode the document uniquely. This encoding can be applied to either the format file 

or to the bitmap of a page image. Decoding may be performed from the format file or bitmap. 

The method is applicable only to documents with variable spacing between adjacent words. 

Variable spacing in text documents is commonly used to distribute white space when justifying 

text. Because of this variable spacing, decoding requires the original image - or more 

specifically, the spacing between words in the un-encoded document. 

 

Feature Coding 

This is a coding method that is applied either to a format file or to a bitmap image of a document. 

The image is examined for chosen text features, and those features are altered, or not altered, 

depending on the codeword. Decoding requires the original image, or more specifically, a 

specification of the change in pixels at a feature. There are many possible choices of text 

features; here, we choose to alter upward, vertical endlines - that is the tops of letters, b, d, h, etc. 

These endlines are altered by extending or shortening their lengths by one (or more) pixels, but 

otherwise not changing the endline feature [6]. 

There is another form of text steganography which is defined by Chapman et al. as the text 

steganography is a method of using written natural language to conceal a secret message [7]. 

 

C. Image Steganography Techniques 

Steganography is used for covert communication. The secret image which is communicated to 

the destination is embedded into the cover image to derive the stego image. 
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i) Least significant bit substitution Technique(LSB): In LSB steganography, the least 

significantbits of the cover media‟s digital data are used to conceal the message. The simplest of 

the LSB steganography techniques is LSB replacement. LSB replacement steganography flips 

the last bit of each of the data values to reflect the message that needs to be hidden. Consider an 

8-bitgrayscale bitmap image where each pixel is stored as a byte representing a gray scale value. 

Suppose the first eight pixels of the original image have the following gray scale values[8]:  

11010010 01001010 10010111 10001100 00010101 01010111      00100110    01000011  

To hide the letter C whose binary value is 10000011, we would replace the LSBs of these pixels 

to have the following new grayscale values: 11010011 01001010 10010110 10001100 00010100 

01010110 00100111 01000011  

Note that, on average, only half the LSBs need to change. The difference between the cover (i.e. 

original) image and the stego image will be hardly noticeable to the human eye. However, one of 

its major limitations is small size of data which can be embedded in such type of images using 

only LSB. LSB is extremely vulnerable to attacks. LSB techniques implemented to 24 bit 

formats are difficult to detect contrary to 8 bit format [9]. Another example of LSB technique 

is:Consider a grid for 3 pixels of a 24-bit image and the number 300 is to be embedded using 

LSB technique. The resulting grid is as follows:  

PIXELS: (01010101 01011100 11011000) (10110110 11111100 00110100) (11011110 

10110010 10110101)  

C: 10000011  

(01010101 01011100 11011000) (10110110 11111100 00110100) (1101111110110011 

10110101)  

Here the number C was embedded into the first 8 bytes of the grid, only the 2 bits needed to be 

changed according to the embedded message .On average, only half of the bits in an image will 

need to be modified to hide a secret message using the maximum cover size. 

 

Algorithm to embed text message:-  

Step 1: Read the cover image and text message which is to be hidden in the cover image.  

Step 2: Convert text message in binary.  

Step 3: Calculate LSB of each pixels of cover image.  

Step 4: Replace LSB of cover image with each bit of secret message one by one.  

Step 5: Write stego image  

Step 6: Calculate the Mean square Error (MSE), Peak signal to noise ratio (PSNR) of the stego 

image.  

Algorithm to retrieve text message:-  

Step 1: Read the stego image.  

Step 2: Calculate LSB of each pixels of stego image.  

Step 3: Retrieve bits and convert each 8 bit into character. 

 

ii) Discrete Cosine Transform Technique(DCT): DCT coefficients are used for JPEG 

compression[10][11]. It separates the image into parts of differing importance. It transforms a 

signal or image from the spatial domain to the frequency domain. It can separate the image into 

high, middle and low frequency components. In low frequency sub-band, much of the signal 

energy lies at low frequency which contains most important visual parts of the image while in 

high frequency sub-band, high frequency components of the image are usually removed through 

compression and noise attacks [12]. So the secret message is embedded by modifying the 
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coefficients of the middle frequency sub-band, so that the visibility of the image will not be 

affected.  

 

Algorithm to embed text message:-  

Step 1: Read cover image.  

Step 2: Read secret message and convert it in binary.  

Step 3: The cover image is broken into 8×8 block of pixels. Step 4: Working from left to right, 

top to bottom subtract 128 in each block of pixels.  

Step 5: DCT is applied to each block.  

Step 6: Each block is compressed through quantization table. Step 7: Calculate LSB of each DC 

coefficient and replace with each bit of secret message.  

Step 8: Write stego image. Step 9: Calculate the Mean square Error (MSE), Peak signal to noise 

ratio (PSNR) of the stego image.  

Algorithm to retrieve text message:-  

Step 1: Read stego image.  

Step 2: Stego image is broken into 8×8 block of pixels.  

Step 3: Working from left to right, top to bottom subtract 128 in each block of pixels.  

Step 4: DCT is applied to each block.  

Step 5: Each block is compressed through quantization table. Step 6: Calculate LSB of each DC 

coefficient.  

Step 7: Retrieve and convert each 8 bit into character. 

 

iii) Discrete Wavelet Transform Technique (DWT)[13]: The frequency domain transform we 

appliedin this research is Haar-DWT, the simplest DWT[14][15]. A 2-dimensional Haar-DWT 

consists of two operations: One is the horizontal operation and the other is the vertical 

one.Detailed procedures of a 2-D Haar-DWT aredescribed as follows:  

 

Step 1: At first, scan the pixels from left toright in horizontal direction. Then, performthe 

addition and subtraction operations onneighboring pixels. Store the sum on the leftand the 

difference on the right as illustrated in Figure 3. Repeat this operation until all the rows are 

processed. The pixel sums represent the low frequency part (denoted as symbol L) while the 

pixel differences represent the high frequency part of the original image (denoted as symbol H)  

 

 
Fig3: The Horizontal operation[13] 

 

Step 2: Secondly, scan the pixels from top to bottom in vertical direction. Perform the addition 

and subtraction operations on neighboring pixels and then store the sum on the top and the 

difference on the bottom as illustrated in Figure 4. Repeat this operation until all the columns are 

processed. Finally we will obtain 4 sub-bands denoted as LL, HL, LH, and HH respectively. The 
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LL sub-band is the low frequency portion and hence looks very similar to the original image. 

The whole procedure described is called the first-order 2-D Haar-DWT. 

 
Fig4: The Vertical operation[13] 

Algorithm to retrieve text message:-  

Step 1: Read the cover image and text message which is to be hidden in the cover image.  

Step 2: Convert the text message into binary. Apply 2D-Haar transform on the cover image.  

Step 3: Obtain the horizontal and vertical filtering coefficients of the cover image. Cover image 

is added with data bits for DWT coefficients.  

Step 4: Obtain stego image. 

Step 5: Calculate the Mean square Error (MSE), Peak signal to noise ratio (PSNR) of the stego 

image. 

 

Algorithm to retrieve text message:-  

Step 1: Read the stego image.  

Step 2: Obtain the horizontal and vertical filtering coefficients of the cover image.  

Step3: Extract the message bit by bit and recomposing the cover image.  

Step 4: Convert the data into message vector. Compare it with original message. 

 

 

D. Audio/Video Steganography  

Encoding secret messages in audio is the most challenging technique to use when dealing with 

Steganography. This is because the human auditory system (HAS) has such a dynamic range that 

it can listen over. To put this in perspective, the (HAS) perceives over a range of power greater 

than one million to one and a range of frequencies greater than one thousand to one making it 

extremely hard to add or remove data from the original data structure. The only weakness in the 

(HAS) comes at trying to differentiate sounds (loud sounds drown out quiet sounds) and this is 

what must be exploited to encode secret messages in audio without being detected.  

There are two concepts to consider before choosing an encoding technique for audio. They are 

the digital format of the audio and the transmission medium of the audio. There are three main 

digital audio formats typically in use. They are Sample Quantization, Temporal Sampling Rate 

and Perceptual Sampling. Sample Quantization which is a 16-bit linear sampling architecture 

used by popular audio formats such as (.WAV and. AIFF). Temporal Sampling Rate uses 

selectable frequencies (in the KHz) to sample the audio. Generally, the higher the sampling rate 

is, the higher the usable data space gets. The last audio format is Perceptual Sampling. This 

format changes the statistics of the audio drastically by  encoding only the parts the listener 

perceives, thus maintaining the sound but changing the signal. This format is used by the most 

popular digital audio on the Internet today in ISO MPEG (MP3). Transmission medium (path the 

audio takes from sender to receiver) must also be considered when encoding secret messages in 

audio. W. Bender [16] introduces four possible transmission mediums: 
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1) Digital end to end - from machine to machine without modification. 

2) Increased/decreased resampling - the sample rate is modified but remains digital. 

3) Analog and resampled - signal is changed to analog and resampled at a different rate. 

4) Over the air - signal is transmitted into radio frequencies and resampled from a microphone. 

 

We will now look at three of the more popular encoding methods for hiding data inside of audio. 

They are low-bit encoding, phase-coding and spread spectrum. 

 

Low-bit encoding embeds secret data into the least significant bit (LSB) of the audio file. The 

channel capacity is 1KB per second per kilohertz (44 kbps for a 44 KHz sampled sequence). This 

method is easy to incorporate but is very susceptible to data loss due to channel noise and 

resampling. 

Phase coding substitutes the phase of an initial audio segment with a reference phase that 

represents the hidden data. This can be thought of, as sort of an encryption for the audio signal 

by using what is known as Discrete Fourier Transform (DFT), which is nothing more than a 

transformation algorithm for the audio signal. 

Spread spectrum encodes the audio over almost the entire frequency spectrum. It then transmits 

the audio over different frequencies which will vary depending on what spread spectrum method 

is used. Direct Sequence Spread Spectrum (DSSS) is one such method that spreads the signal by 

multiplying the source signal by some pseudo random sequence known as a (CHIP). The 

sampling rate is then used as the chip rate for the audio signal communication. Spread spectrum 

encoding techniques are the most secure means by which to send hidden messages in audio, but 

it can introduce random noise to the audio thus creating the chance of data loss. 

Echo Hiding 

In this method the secret message is embedded into cover audio signal as an echo. Three 

parameters of the echo of the cover signal namely amplitude, decay rate and offset from original 

signal are varied to represent encoded secret binary message. They are set below to the threshold 

of Human Auditory System (HAS) so that echo can‟t be easily resolved. Video files are 

generally consists of images and sounds, so most of the relevant techniques for hiding data into 

images and audio are also applicable to video media. In the case of Video steganography sender 

sends the secret message to the recipient using a video sequence as cover media. Optional secret 

key „K‟ can also be used during embedding the secret message to the cover media to produce 

„stego-video‟. After that the stego-video is communicated over public channel to the receiver. At 

the receiving end, receiver uses the secret key along with the extracting algorithm to extract the 

secret message from the stego-object. The comparison of different types of steganography and 

their advantages is as shown in the Table 2. 
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Table 2:Comparison Of Different Types Of Steganography 

 

S.No. Steganography 

Techniques 

Cover 

Media 

Embedding 

Technique 

Advantages 

1 BinaryFile 

Technique 

Binary File Using this 

method, the 

watermark can be 

embedded by 

making changes 

to the binary 

code that does 

not affect the 

execution of the 

file.  

This method is very 

simple but is not 

resistant to attacks. 

2 Text 

Steganography 

Technique 

Document To embed 

information 

inside 

a document we 

can 

simply alter some 

of its 

characteristics.i.e. 

either the text 

formatting or 

characteristics of 

the characters 

Alterations are not 

visible to the 

human eye. 

3 Image 

Steganography 

Technique: 

 

i) LSB 

( Least 

Significant Bit) 

Image It works by using 

the least 

significant bits of 

each pixel in one 

image to hide the 

most significant 

bits of another. 

This method is 

probably the easiest 

way of hiding 

information in an 

image and it is 

effective. 

 ii)DCT 

( Direct 

Cosine 

Transform ) 

 Embeds the 

information by 

altering the 

transformed DCT 

coefficients. 

Generally more 

complex and robust. 

 iii)Wavelet 

Transform 

 This technique 

works by taking 

many wavelets to 

encode a whole 

image. They 

allow images to 

be compressed so 

highly by storing 

Wavelet 

transformations are 

far better at high 

compression levels 

and thus increase the 

level of robustness 

of the information 

that is hidden. 



International Journal of Advanced Scientific and Technical Research                  Issue 4 volume 2, March-April 2014 

Available online on   http://www.rspublication.com/ijst/index.html                                                    ISSN 2249-9954 

 

R S. Publication, rspublicationhouse@gmail.com Page 506 
 

the high 

frequency 

“detail” in the 

image separately 

from the low 

frequency parts. 

4 Audio 

Steganography 

MP3 file Encode data as a 

binary sequence 

which sounds 

like 

noise but which 

can be 

recognized 

by a receiver with 

the correct key 

This is an effective 

technique which 

leaves little trace of 

any distortions in the 

music file. 

5 Video Video File A combination of 

sound and image 

techniques can be 

used. 

Due to the size of 

video files, the scope 

for adding lots of 

data is much greater 

and therefore the 

chances of hidden 

data being detected 

is quite low. 

 
 

V TYPES OF STEGOSYSTEMS 

 

There are three basic types of stego systems. 

· Pure stegosystems - no key is used 

· Secret-key stegosystems - secret key is used.  

· Public-key stegosystems - public key is used.  

  

1. Pure Steganography  

2. Secret Key Steganography  

3. Public Key Steganography.   

 

Pure Stegosystems that does not require the exchange of stego-key. The stego key is not used 

for encoding the plain text to stego text.  The Pure Steganography methods are less secure means 

by which to communicate secretly because the sender and receiver can rely only upon the 

presumption that no other parties are aware of this secret message.  The pure steganography 

methods are not suitable in open systems such as the Internet.   

Secret Key Stegosystems  requires the exchange of a secret key (stego-key) prior to 

communication.  Secret Key Steganography takes a cover message and embeds the secret 

message inside of it by using a secret key (stego-key). The stego key can be shared by both 

sender and receiver in order to encode or decode the message respectively.  The parties with  the 

secret key can reverse the process and read the secret message at receiver end.  
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Public Key Stegosystems uses a public key and a private key to secure the communication 

between the parties The sender will use the public key during the encoding process and only the 

private key, which has a direct mathematical relationship with the public key, can decipher the 

secret message at receiver end.  

 

VI STEGANALYSIS 

 

Steganalysis is the process of identifying steganography by inspecting various parameter of a 

stego media. The primary step of this process is to identify a suspected stego media. After that 

steganalysis process determines whether that media contains hidden message or not and then try 

to recover the 

message from it. In the cryptanalysis it is clear that the intercepted message is encrypted and it 

certainly contains the hidden message because the message is scrambled. But in the case of 

steganalysis this may not be true. The suspected media 

may or may not be with hidden message. The steganalysis process starts with a set of suspected 

information streams. Then the set is reduced with the help of advance statistical methods. 

 

· Steganalysis Techniques 

 

The properties of electronic media are being changed after hiding any object into that. This can 

result in the form of degradation in terms of quality or unusual characteristics of the media: 

Steganalysis techniques based on unusual pattern in the media or Visual Detection of the same. 

 For example in the case of Network Steganography unusual pattern is introduced in the TCP/IP 

packet header. If the packet analysis technique of Intrusion Detection System of a network is 

based on white list pattern (usual pattern), then this method of network steganography can be 

defeated. 

 In the case of Visual detection steganalysis technique a set of stego images are compared with 

original cover images and note the visible difference. Signature of the hidden message can be 

derived by comparing numerous images. Cropping or padding of image also is a visual clue of 

hidden message because some stego tool is cropping or padding blank spaces to fit the stego 

image into fixed size. Difference in file size between cover image and stego images, increase or 

decrease of unique colors in stego images can also be used in the Visual Detection steganalysis 

technique.  

 

Steganography Attacks 

 

Steganographic attacks consist of detecting, extracting and destroying hidden object of the stego 

media. Steganography attack is followed by steganalysis.  

There are several types of attacks based on the information available for analysis. Some of them 

are as follows: - 

 

 Stego-only attack: Only the stego-object is available for stegoanalysis. 

 Known cover attack :The original cover-object and stego-object are both available.  

 Known message attack :Sometimes the hidden message may become known to the 

stegoanalyser. Analyzing the stego-object for patterns that correspond to the hidden 
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message may be beneficial for future attacks against that system. (Even with the message, 

this may be very difficult and may even be considered equivalent to the stego-analysis.)  

 Chosen stego attack :The stegoanalysis generates a stego-object from some 

steganography tool or algorithm from a chosen message. The goal in this attack is to 

determine corresponding patterns in the stego-object that may point to the use of specific 

steganography tools or alorithms.  

 Known stego attack The steganography algorithm is known :and both the original and 

stego-objects are available. 

 

 

VII CONCLUSION  
 

In this paper, we discuss various types of steganography techniques, one can see that there exists 

a large selection of approaches to hide information. We also discuss about the steganalysis and 

possible attacks to steganography. This paper helps the researchers and academicians to know 

about the basic information related to steganography methods.  

 

ACKNOWLEDGEMENT 

 

We thank Department of Science & Technology DST, New Delhi in funding the project under 

WOS-A scheme and this publication is under DST fund. 

 

 
REFERENCE 

 
[1]. C. Cachin, “An Information-theoretic Model for Steganography”, in proceeding 2

nd
 Information Hiding 

Workshop, Vol 1525, PP.306-318, 1998. 

[2]. D. Stinson, Cryptography Theory and Practice, CRC Press Inc. 

[3]. Z. Hrytskiv, S. Voloshynovskiy & Y. Rytsar, “Cryptography & Steganography of Video Information Modem 

Communication”, Electronics And Energetics, vol. 11, pp. 115-125, 1998. 

[4]. Second Lieutenant J. Caldwell, Steganography, United States Air Force,  

http://www.stsc.hill.af.mil/crosstalk/2003/06/caldwell.pdf, June 2003 

[5]. Jagvinder Kaur and Sanjeev Kumar, “Study and Analysis of Various Image Steganography Techniques” IJCST 

Vol.2, Issue 3, Sept 2011. 

[6]. J.T. Brassil, S. Low, N.F. Maxemchunk, and L. O‟ Gorman, “electronic Marking and Identification Techniques 

to Discourage Document Copying", IEEE Journal on Selected Areas in Communications, vol. 13, Issue. 8, 

October 1995, pp. 1495-1504. 

[7]. M. Champman, G. Davida, and M. Rennhard, “A Practical and Effective Approach to Large-Scale Automated 

Linguistic Steganography”, Proceedings of the Information Security Conference, October 2001, PP. 156-165. 

[8]. Vijay KumarSharma, Vishalshrivastava, “A Steganography Algorithm for Hiding Images by improved LSB 

substitution by minizedetection.”Journal of Theoretical and Applied Information Technology, Vol. 36 No.1, 

ISSN: 1992-8645, 15th February 2012. 

[9]. BeenishMehboob and Rashid Aziz Faruqui, “A Steganography Implementation”, IEEE -4244-2427-6/08/$20.00 

©2008. 

[10]. NageswaraRaoThota, Srinivasa Kumar Devireddy, “Image Compression Using Discrete Cosine Transform”, 

Georgian Electronic Scientific Journal: Computer Science and Telecommunications, No.3 (17), 2008. 

[11]. Dr. EktaWalia, Payal Jain, Navdeep, “An Analysis of LSB & DCT based Steganography” ,Global Journal of 

Computer science & technology, Vol. 10 Issue 1 (Ver 1.0), April 2010.  

[12]. K.B.ShivaKumar,K.B.Raja, R.K.Chhotaray, SabyasachiPattnaik, “Coherent Steganography using 

Segmentation and DCT”,IEEE-978-1-4244-5967-4/10/$26.00 ©2010.  



International Journal of Advanced Scientific and Technical Research                  Issue 4 volume 2, March-April 2014 

Available online on   http://www.rspublication.com/ijst/index.html                                                    ISSN 2249-9954 

 

R S. Publication, rspublicationhouse@gmail.com Page 509 
 

[13]. Po-Yueh Chen and Hung-Ju Lin, “A DWT Based Approach for Image Steganography”,International Journal 

of Applied Science and Engineering 4, 3: 275-290, 2006. 

[14]. Ali Al-Ataby and Fawzi Al-Naima, “A Modified High Capacity Image Steganography Technique Based on 

Wavelet Transform” The International Arab Journal of Information Technology, Vol. 7, No. 4, October 2010. 

[15]. T. Narasimmalou, Allen Joseph .R, “Optimized Discrete Wavelet Transform based Steganography” , IEEE 

International Conference on Advanced Communication Control and Computing Technologies 

(ICACCCT),2012. 

[16]. Bender, W., Butera, W., Gruhl, D., Hwang, R., Paiz, F.J. and Pogreb, S., (2000). Applications for Data 

Hiding. IBM Systems Journal, 39 (3&4): 547-568. 

[17]. Bender, W., “Techniques for Data Hiding”, IBM Systems Journal, Vol. 35, Nos 3+4 Pgs 313-336, 1996. 

 
 

 

 B. Madhuravani, Department of CSE, MLR Institute of Technology, 

Dundigal, Hyderabad. She is doing Ph. D in Computer Science & 

Engineering, JNTUH. Her research interests include Information Security, 

Computer Networks, Distributed Systems and Data Structures. 

 

 Dr. P. Bhaskara Reddy, B.E.(ECE), M.Tech., Ph.D., F.I.S.E.E., MCSI, 

MISTE, the Director MLR Institute of Technology is a young and dynamic 

professor of ECE, has 26 years of Teaching, Research and Administrative 

experience in Reputed Engineering Colleges and Industry. Recipient of 

Bharath Jyothi award in 2003 and Rastraprathiba award in 2004, Knowledge 

Award from Alumni of SVHCE for the year 2001, Published 1 Book 

(International Edition) “Information Technology in Technical Education – Economic 

Development by “LAMBERT Academic Publishing”, Published 9 Laboratory Manuals, 65 

Research papers at National and International Level on Education, Electronics 

Communication, I.T, Computer Networks, E-Commerce etc. Guided 5 Research Scholars for 

their Doctorates, about 50 M.Tech., M.C.A. and B.Tech projects and Conducted 10 National 

Level Technical Symposiums on various topics in Electronics & Communications, 

Computers etc. 

P.LalithSamanthReddy, currently pursuing his B.Tech final year in 

Computer Science & Engineering, Institute of Aeronautical Engineering, 

Dundigal, Hyderabad.  His current research interests include Network 

Security     and Information Security, Computer Networks. 

 

 


